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Executive Summary

1. Executive Summary

This report is the result of surveys and analysis by NTTDATA-CERT on quarterly global
trends from its own perspective based on cybersecurity-related information collected during
the period.

Cyberattack Trends Observed through the Tokyo 2020

Olympic and Paralympic Games

A number of cyberattacks were carried out during the Tokyo 2020 Olympic and Paralympic
Games (hereinafter, “Tokyo Olympics and Paralympics”), which were held in Tokyo from July
through September 2021, although none affected the operation of the Games. While
sponsoring organizations such as The Tokyo Organizing Committee of the Olympic and
Paralympic Games were targeted, cyberattacks were also carried out against their peripheral
stakeholders such as supply chains and spectators at the Tokyo Olympics and Paralympics.
Incidents such as personal information leaks were also reported. This document describes
our theory that the spread of COVID-19 and the spread of cyberattacks around the world
contributed to cyberattacks against the sponsoring organizations and their peripheral
stakeholders.

Cost of Leaving Vulnerabilities of FortiGate Untreated

In May 2019, Fortinet released CVE-2018-13379, which is a venerability of FortiGate for
SSL-VPN devices. Since many organizations have not yet taken appropriate
countermeasures against CVE-2018-13379, damage has been reported caused by
exploiting the vulnerability. CVE-2018-13379 is a vulnerability that exists in an SSL-VPN
feature that provides access to the inside of an organization from an external environment.
As its degree of danger is high due to the potential leakage of authentication information,
Fortinet and both Japanese and overseas security organs continue to raise people’s
awareness of this issue. This document examines why many organizations have not taken
countermeasures yet, despite such awareness raising, and describes appropriate
countermeasures against the vulnerability and actions that can be taken to accelerate the
countermeasures.

Zero-click Attacks that Evade “BlastDoor” in iPhone

A zero-click attack targeting the iPhone, using “Pegasus,” was reported in August 2021.
The attacker exploited a vulnerability contained in the iPhone to enable memory access to
the outside of the processing area and installed Pegasus to tap the device to steal its
information. Itis confirmed that the attacker evaded “BlastDoor,” which is a security feature
implemented in iOS 14, and the mechanisms for preventing the exploitation of the existing
iOS vulnerabilities. A security update has already been released. Updating iPhone to iOS
14.8 or a later version can fix this vulnerability. The goal of the attacker is to continue to
monitor a particular activist secretly, using Pegasus. If a wide range of targets are attacked,

2
© 2021 NTT DATA Corporation



Executive Summary

someone may notice the attack, analyze the attack method and detect it. This defeats the
attacker’s intended purpose. As this type of attack does not target general users, the attack
has already been discovered and countermeasures are also now available, damage will not
spread to general users, as long as their device is updated.

Outlook

In July to September 2021, damage caused by web skimming continued to occur on EC
sites using EC-CUBE. The situation suggests that there are still some websites where this
vulnerability has been left untreated and falsification has not yet been noticed. It is predicted
that incidents related to EC-CUBE on EC sites will continue to be made pubilic.

As there is the possibility that the Omicron variant may spread again during the Beijing
Olympics and Paralympics, while the spread of cyberattacks is expected to change very little,
it is predicted that phishing attacks and supply chain attacks on peripheral stakeholders will
be carried out again during the Beijing Games, just like when the Tokyo Olympics and
Paralympics were held.

The advancement of Al technology and Al-based services are currently attracting people’s
attention and there is a concern that attackers could attempt Al-based “deepfakes” as an
attack method in the future.
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2. Featured Topics

2.1. Cyberattack Trends Observed through
Tokyo 2020 Olympic and Paralympic Games

2.1.1.Examples of Cyberattacks during Tokyo 2020 Olympic

and Paralympic Games

The Tokyo 2020 Olympic and Paralympic Games (hereinafter, “Tokyo Olympics and
Paralympics”) were held in Tokyo from July to September 2021. They were unusual games,
because they were postponed for one year and special measures such as no spectators
were taken due to the impact of COVID-19.

As such large events attract global attention, they are also targeted by cyberattacks. The
Tokyo Olympics and Paralympics were not exceptional, either. A total of more than 4 hundred
million cyberattacks targeted operating systems of the Games and networks during the
Games. However, it has been reported that all of the attacks were blocked by
countermeasures and the operation of the Games was not affected [1].

Table1 shows examples of reported cyberattacks related to the Tokyo Olympics and
Paralympics. While sponsoring organizations such as The Tokyo Organizing Committee of
the Olympic and Paralympic Games (hereinafter, “the Organizing Committee”) and The
Japanese Olympic Committee were targeted, cyberattacks were also carried out against their
peripheral stakeholders such as the supply chains of system subcontractors and prospective
spectators at the Tokyo Olympics and Paralympics. Incidents such as personal information
leaks were also reported.

Why did these cyberattacks target not only the sponsoring organizations, but also their
peripheral stakeholders? The following section describes our views on the causes of
cyberattacks targeting peripheral stakeholders and the characteristics of such cyberattacks.

Table1: Examples of Cyberattacks Related to Tokyo Olympics and

Paralympics
Overview of Time of Attack o
Attack Occurrence | Target DBSEPUET O AR
1 Fake email calling | Late  April | Prospective There was a confirmed case of a fake
for people’s | 2020 spectators of | email that called for support for damage
support in Tokyo caused by the postponement of the
response to the Olympics and | Games. Then, the attackers told the
delay in the Paralympics | victims that they could purchase a ticket
Games for one very cheaply in compensation for a
year donation and tricked the victims into
sending their personal information by
email after receiving the money. [2]
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Ransomware Late  April | Japanese The Japanese Olympic Committee was
infecting a server | 2020 Olympic the victim of a cyberattack, which infected
for the Secretariat Committee a server and PC in the secretariat and
of Japanese prevented access to internal data.
Olympic However, there was neither an internal
Committee data breach nor a demand for money. All
of the terminals in the secretariat were
replaced and operation resumed [3].
Fake relay | After March | Prospective A fake website for the live broadcast of the
broadcasting 2021 spectators of | torch relay in Yamaguchi Prefecture was
website for Tokyo Tokyo found and the Yamaguchi Prefectural
Olympics and Olympics and | Police put out an alert. When the user tried
Paralympics Paralympics | to play a video on the website, they were
requested to enter personal information
such as their ID, password, name and
credit card number [4].
There were also other cases of attacks
using a fake relay broadcasting website,
including an attack that triggered browser
notification spam, when a fake live sports
broadcasting website was accessed [5].
Leakage of | May 2021 System Unauthorized access was made to
personal subcontractor | ProjectWeb, Fuijitsu’s project management
information of service, and there was leakage of
people involved in information about projects related to the
the Organizing National Center of Incident Readiness and
Committee Strategy for Cybersecurity. The leaked
caused by information included personal information
unauthorized of those involved in the Organizing
access to Fuijitsu’s Committee [6].
ProjectWeb
Fake website | Unknown Prospective A phishing site for refunding purchased
pretending to spectators of | tickets was found [7].
refund purchased Olympics and
tickets Paralympics

2.1.2.Examination of Cyberattacks during the Tokyo 2020
Olympic and Paralympic Games

Although the operation of the Tokyo Olympics and Paralympics was not affected,
cyberattacks were carried out targeting not only the Organizing Committee and other
sponsoring organizations, but also peripheral stakeholders such as the supply chains of
system subcontractors and prospective spectators of the Games. It is speculated that one of
the causes of such attacks was the spread of COVID-19 during the Tokyo Olympics and
Paralympics. Those cyberattacks might also have coincided with the ongoing spread of
cyberattacks. This section describes the above two views in detail.

(1) View (1): Spread of COVID-19

COVID-19 was first discovered at the start of 2020 and spread quickly throughout the world.
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It also affected the Tokyo Olympics and Paralympics significantly, which were postponed for
one year and then held without spectators. How did the postponed opening of the Games
and no spectators affect cyberattacks targeting the Tokyo Olympics and Paralympics?

As the Organizing Committee was originally planning to hold the Games in 2020, it secured
the Games’ sites, associated facilities, airline tickets and other resources. However, the
postponement of the Games for one year required the Committee to make cancellations and
changes, which might incur additional costs and compensation for damage. An attacker took
advantage of such media reports and rumors and carried out a phishing email attack to an
unspecified large number of people by sending the email described in “Fake email calling for
people’s support in response to the delay in the Games for one year” (No.1 in Table1).

Recently, more and more people are watching sports through relay broadcasting and
collecting information on the Internet. As it was decided that the Games would be held without
spectators, Internet relay broadcasting and transmission of information such as game results
was enhanced. Some attackers undoubtedly predicted that more people would search for
and view websites related to the Tokyo Olympics and Paralympics. There was an actual
phishing attack using a fake relay broadcasting website for the Tokyo Olympics and
Paralympics (No.3 in Table1). Also, the change to the Games being held without spectators
caused the issue of refunding tickets. This inspired some attackers to carry out a phishing
attack using a fake website pretending to refund purchased tickets (No.5 in Table1).

As described above, the spread of COVID-19 changed when the Tokyo Olympics and
Paralympics were held and how the spectators could enjoy the Games. It is speculated that
attackers also changed their attack method from cyberattacks on sponsoring organizations
to phishing attacks accordingly.

(2) View (2): Spread of cyberattacks

This section analyzes the relationships between the items in 10 Major Security Threats
(hereinafter, “10 Major Threats”), which is issued by IPA, [8]and the cyberattacks targeting
the Tokyo Olympics and Paralympics. The 10 major threats are selected through careful
discussion and voting by experts in the information security field and they include security
incidents, cyber attacks, vulnerabilities and other events that significantly affected society
over the last year. Table2 lists the 10 major threats in the 2021 edition, which was created
based on events that occurred in 2020.

The cyberattacks targeting the Tokyo Olympics and Paralympics include phishing attacks
such as “Fake email calling for support in response to the delay in the Games for one year”
(No.1in Table1) and “Fake relay broadcasting website for Tokyo Olympics and Paralympics”
(No.3 in Table1). Phishing attacks rank second in the 10 major threats to individuals. Supply
chain attacks such as “Leakage of personal information of people involved in the Organizing
Committee by unauthorized access to Fujitsu’s ProjectWeb” (No.4 in Table1) rank fourth in
the 10 major threats to organizations. As phishing attacks and supply chain attacks also
ranked high in the 10 major threats in the 2020 edition, it is clear that these two types of
attacks have been widespread for a long time.

Since the cyberattacks targeting the Tokyo Olympics and Paralympics resemble the
cyberattacks that rank high in the 10 major threats in recent years, it can be said that the
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cyberattacks targeting the Tokyo Olympics and Paralympics coincided with the ongoing
spread of cyberattacks.

Table2: 10 Major Security Threats 2021 [8]

1st Fraudulent Use of Smartphone 1st Ransomware Attacks 5th
Payment
ond Phishing Fraud f?r Personal and Confidential Information Theft by 1st
Information APT
Attacks on New Normal Work
7th | Cyberbullying and Fake News | 3rd , NEW
Styles such as Teleworking
Extortion of Money by
Blackmail or Attacks Exploiting Supply Chain
5th 4th 4th
Fraudulent Methods with E- Weaknesses
mail, SMS, etc.
F [ f Leak Fi ial L
3rd raudl.J ent Use o ee.l ed 5th |.nanC|a os.s caused bY 3rd
Credit Card Information Business E-mail Compromise
4 Unauthorized Use of Internet 6th Data breach by Internal ond
th Banking Credentials Improprieties
Suspension of Business due to
P I Infi tion Theft
10th ersona_ niormation Ihe 7th Unexpected IT Infrastructure 6th
from Services on the Internet .
Failure
9th Internet Fraud cfaused by Fake 8th Unauthorized Login to Services 16th
Warnings on the Internet
6th MaliciousISm.artphone 9th Unintentional/Accidental Data 7th
Applications breach
. . Increase in Exploitations following
Unauthorized Login to
8th ihorized Log 10th | the Release of Vulnerability | 14th
Services on the Internet )
Countermeasure Information

2.1.3.Conclusion

This section described the possibility that due to the spread of COVID-19, cyberattacks
targeting the Tokyo Olympics and Paralympics might have been carried out not only on the
Organizing Committee and other sponsoring organizations, but also peripheral stakeholders,
as well as the possibility that such attacks might have coincided with the ongoing spread of
cyberattacks.

As the current trend in the spread of COVID-19 continues and the ongoing spread of
cyberattacks since the Tokyo Olympics and Paralympics are taken into account, it is predicted
that large global events in the future will also have to deal cyberattacks targeting not only the
sponsors of the events, but also their peripheral stakeholders. Therefore, countermeasures
should also be taken by the supply chains of system subcontractors and event participants
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considering the risk of cyberattacks. During the Beijing 2022 Olympic and Paralympic Games,
which will startin February 2022, there will be very little change in the current COVID situation
and the ongoing spread of cyberattacks. It is predicted that the same trends observed during
the Tokyo Olympics and Paralympics will continue in the Beijing Games.
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3. Data Breach

3.1. Cost of Leaving Vulnerabilities of FortiGate
Untreated

In May 2019, Fortinet disclosed the vulnerability CVE-2018-13379 [9]. CVE-2018-13379 is
a vulnerability that exists in Fortinet's SSL-VPN device “FortiGate” and it was described as a
serious vulnerability in the Quarterly Report on Global Security Trends in 2nd Quarter of 2019.
Since this vulnerability could have a significant impact, Fortinet’s Product Security Incident
Response Team (PSIRT) and both Japanese and overseas security organs raised people’s
awareness of this issue repeatedly during that period [10]. However, many organizations
haven’t taken countermeasures against the vulnerability yet, despite the awareness raising
efforts by the security organs. As a result, attacks exploiting the vulnerability continue to
cause leakage of authentication information from Fortinet’'s FortiGate and intrusion into it.

In November 2020, someone exploited this vulnerability to collect FortiGate authentication
information of about 50,000 units and released the information on the Internet, which drew
significant attention [11]. FortiGate authentication information of 5,000 units used in Japan
accounted for about 10% of the released information. The affected Japanese organizations
included universities and other educational institutions, aviation organizations and
independent administrative corporations. In September 2021, Fortinet revealed leakage of
FortiGate authentication information of another 87,000 units [12]. This section examines why
countermeasures against this vulnerability have not fully been implemented yet and
describes appropriate countermeasures against the vulnerability and actions that can be
taken to accelerate the countermeasures.

Table3 shows the events that occurred between May 2019 and September 2021 in
chronological order.

Table3: Awareness Raising Events by Fortinet PSIRT and Security

Organs
Date | Organization | Title |

May 24, 2019 Fortinet PSIRT Leakage of a FortiOS system file via SSL-VPN, using a specially
modified HTTP resource request [13]

September 2, 2019 | JPCERT/CC Awareness raising regarding vulnerabilities of multiple SSL VPN
products [14]

July 16, 2020 Fortinet PSIRT ATP 29 targeting defects in SSL VPN [15]

November 27, 2020 | JPCERT/CC Release of information about the hosts affected by the
vulnerability CVE-2018-13379 of the SSL-VPN feature in
Fortinet’s FortiOS [16]

November 30, 2020 | Fortinet PSIRT CVE-2018-13379-related update [17]
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December 3, 2020 National center Awareness raising concerning critical infrastructure operators,
of Incident regarding CVE-2018-13379, a vulnerability of Fortinet VPN [18]
readiness and
Strategy for
Cybersecurity

December 11, 2020 | Fortinet PSIRT Invasion of FireEye Red Team Tools [19]

April 2, 2021 CISA/FBI CISA - FBI joint advisory regarding exploitation of Fortinet

vulnerabilities [20]

April 3, 2021 Fortinet PSIRT Patch and vulnerability management [21]

May 27, 2021 FBI MI-000148-MW [22]

June 1, 2021 Fortinet PSIRT Unable to prioritize patch application to ensure network integrity

(23]
September 8, 2021 Fortinet PSIRT Release of FortiGate SSL-VPN authentication information by a
malicious actor [12]

3.1.1. Explanation of Vulnerability CVE-2018-13379

CVE-2018-13379 is a vulnerability that exists in FortiGate, Fortinet's SSL-VPN product.
FortiGate provides SSL-VPN, which is suitable for accessing the company’s internal network
via the Internet during a business trip or when working from home [24]. There are different
SSL-VPN access modes. Tunnel mode uses VPN client software provided by Fortinet,
whereas web mode uses a web browser. The portal screen used to set these modes has a
path traversal vulnerability [25]. The attacker may be able to exploit this vulnerability to
specify and download any file on FortiGate without authentication. In particular, the attacker
specifies the path to a sslvpn_websession file stored in FortiGate to try to download it. This
file contains the user ID and plaintext password required for SSL-VPN connection. If the
attacker succeeds in downloading the file, they can pretend to be a genuine user by using its
authentication information and connect to FortiGate via SSL-VPN [26].

Once the attacker succeeds in SSL-VPN connection, they can access the organization’s
internal system in the same manner as a genuine user. As a result, damage is not limited to
leakage of confidential information stored in FortiGate. They also escalate into secondary
damage such as data breaches and falsification in other systems through the exploitation of
the vulnerability of CVE-2018-13379.

Table4 below shows the firmware versions of FortiGate that have this vulnerability.

Table4: Firmware Versions with the Vulnerability

Patch System | Applicable Versions

5.4 system 546 ~ 54.12

5.6 system 56.3 ~ 56.7

6.0 system 6.0.0 ~ 6.04
10
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3.1.2.Ransomware Attacks Exploiting CVE-2018-13379

(1) Example of attacks using the ransomware “Cring”

According to Trend Micro, attacks using the ransomware “Cring” accounted for about 70%
of the ransomware attacks against which the company provided incident support between
January and April 2021 [27]. Cring performs standard ransomware activities such as file
encryption, generation of ransom notes, deletion of backup files and disabling of system
recovery features. The attacker enters the target network and uses a tool inside the network
to steal account authentication information and sends a batch file needed to establish
continuous communications with the C&C server, and then executes the ransomware and
infects the system. The company detected a number of cases in Japan, where the attacker
exploited vulnerabilities of FortiGate to enter a system, especially the vulnerability of CVE-
2018-13379. Another point to note is that some of the attacked organizations had already
applied a security patch to their system before the attack, but still received Cring-based
damage, because the password of an SSL-VPN user in FortiGate had not been changed.

(2) Exploitation by the cyberattack group “APT29”

The National Cyber Security Centre of the United Kingdom (NCSC), The Communications
Security Establishment of Canada (CSE), and CISAand NSAin the U.S. reported that APT29,
which is a cyberattack group that is also known as “Dukes” and “Cozy Bear,” was using
vulnerabilities of Fortinet as the starting points of some of their attacks as follows [28].

“ATP29” uses various tools and techniques to mainly target governments, diplomatic
channels, think tanks, medical institutions and energy facilities to obtain their information.
Through 2020, ATP29 may steal information about the development of COVID-19 vaccines
and intellectual properties of various organizations engaged in the development of COVID-
19 vaccines in Canada, the U.S. and the U.K. In its recent attacks targeting the research and
development of COVID-19 vaccines, the group has identified and exploited vulnerabilities
through the vulnerability scan of a particular external IP address held by the organization as
the initial vector of attack. In addition to the vulnerability of FortiGate CVE-2018-13379, the
other reported vulnerabilities include vulnerabilities of Citrix, which were described in the
Quarterly Report on Global Security Trends in the 4th Quarter of 2019, and vulnerabilities of
Pulse Secure, which were described in Quarterly Report on Global Security Trends in the 1st
Quarter of 2020 [29] [30].

3.1.3. Countermeasures against the vulnerability of CVE-
2018-13379

The application of a security patch is required as part of countermeasures against the
vulnerability of CVE-2018-13379. Since the vulnerability was revealed in May 2019, by
October 2021 2 years and 6 months have already passed. Therefore, if the security patch
has not been applied, it is highly likely that an attack has already been carried out and
authentication information has leaked. When applying the security patch at this stage,
therefore, it should be assumed that authentication information has already leaked and
secondary damage is being caused. Such secondary damage should also be addressed in
addition to taking countermeasures against the vulnerability. This section describes the
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interim countermeasures that should be taken immediately, the permanent countermeasures
that should be implemented in full scale, and the countermeasures for preventing secondary
damage.

(1) Interim countermeasures against the vulnerability of CVE-2018-13379

@ Stopping SSL-VPN connection

If SSL-VPN connection is not used, stop the SSL-VPN connection. Stopping the SSL-VPN
connection prevents anyone from using the SSL-VPN connection. Attackers cannot exploit
stolen authentication information to make unauthorized access via the SSL-VPN connection.
As, however, this also prevents genuine users from using the SSL-VPN connection, it is not
a convenient method.

(2) Permanent countermeasures against the vulnerability of CVE-2018-13379

@ Application of a security patch
Apply a security patch that fixes the vulnerability of CVE-2018-13379. Table5 below shows
the versions in which the vulnerability has already been fixed by the patch application [13].

Table5: FortiGate Versions in which CVE-2018-13379 has been Fixed

Version ‘ Fixed Version | Support Status
5.4 system 5413 Support ended
5.6 system 5.6.8 or later Support ended
6.0 system 6.0.5 or later Support ended
6.2 system 6.2.0 or later Currently supported

When this report was written, 5.4 and 5.6 systems were no longer supported by the
manufacturer. In principle, Fortinet does not provide a security patch for them. As the 6.0
system is also subject to the limited support that provides security patches only for critical
vulnerabilities, there is a chance no security patch will be provided. Maintain the version 6.2
system in order to continue to receive Fortinet’'s support that provides security patches. In
that case, note that if the latest security patch is applied to an old version to upgrade the
version suddenly, the settings may not be inherited correctly. To inherit the settings correctly,
therefore, apply patches, in stages, in the order recommended by the manufacturer to
upgrade to the latest version [31] [32].

(3) Interim countermeasures against secondary damage (leakage of authentication
information)

@ Investigation on entry into ForigGate

Since the vulnerability of CVE-2018-13379 was revealed in May 2019, 2 and a half years
have passed. If no countermeasures have been taken, it is highly likely that an attack has
already been carried out. Therefore, if countermeasures are to be introduced long after the
vulnerability of CVE-2018-13379 was first revealed, it should be fully expected that an
attacker has already succeeded in attacking FortiGate, stolen authentication information for
SSL-VPN connection and made unauthorized login by pretending to be a genuine user.
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Therefore, whether FortiGate has been entered by attackers before or not must be
investigated.
@ Change of the password of an SSL-VPN user

If an attacker has already succeeded in unauthorized login to FortiGate, as shown in the
example in 3.1.2, the attacker can enter FortiGate by exploiting its authentication information,
even after a security patch is applied to FortiGate. Therefore, if an attacker has already
entered FortiGate, the password must be changed after a security patch is applied.

(4) Strengthening countermeasures against secondary damage (leakage of
authentication information)

Not limited to when authentication information is breached due to the vulnerability of CVE-
2018-13379, IP address restrictions on the transmission source of SSL-VPN connection and
the introduction of multi-factor authentication are strengthening countermeasures against
leakage of authentication information.

@ IP address restrictions on the transmission source of SSL-VPN connection

When the IP address of the transmission source of SSL-VPN connection can be fixed,
restricting the IP address of the transmission source of the SSL-VPN connection can block
unauthorized login from the IP address of an attacker. In that case, unauthorized login can
be prevented, even if authentication information is breached.

@ Introduction of multi-factor authentication

Multi-factor authentication, which combines multiple authentication methods, should be
introduced by adding property authentication such as biometrics and a one-time password
to intelligent authentication such as a user ID and password. Multi-factor authentication can
prevent unauthorized login, even if one of its authentication methods is breached. For this
reason, it is an effective countermeasure against data breach, not only when authentication
information is stolen, but also when a vulnerable password is used and when a password is
entered on a phishing website by accident. It is strongly recommended to use a multi-factor
authentication method, when a service with login authentication is made available on the
Internet, using a port that can be accessed by anyone.

3.2.Examining Why Vulnerability of CVE-2018-
13379 was Left Untreated

This section examines why the vulnerability of CVE-2018-13379 was left untreated for a
long time without countermeasures against it.

Did an organization that did not take any countermeasure against the vulnerability of CVE-
2018-13379 for two and a half years have any reason why it was unable to apply a security
patch? For example, you might speculate that because the organization was in an industry
or corporate scale where it could not afford a security countermeasure, it failed to apply a
security patch. To determine whether such speculation is correct, we gathered and analyzed
information about some organizations that had experienced leakage of FortiGate
authentication information due to the exploitation of the vulnerability. Table6 shows results of
reported information about the organizations that we summarized. Table6 indicates that
damage was caused to organizations in a wide range of industries and no particular industry
was targeted solely, including government and municipal offices, private businesses and
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educational institutions. Each organizational scale also varied with neither different nor
common features. Therefore, it is believed that the reason why these organizations did not
take countermeasures against the vulnerability for such a long time had nothing to do with
their industry or organizational scale.

Table6: List of Organizations that Experienced Leakage of Authentication

Classification

Name of Organization

Information

Scale (e.g. No. of staff)

Government
and municipal
offices

National Police Agency [33]

No. of staff: 7,995 [34]

Gifu Prefectural Office [35]

No. of staff: about 5,000 (excluding the public safety commission and
the board of education) [36]

Imari Municipal Office in Saga
Prefecture [11]

No. of staff: 431 (excluding reappointed staff) [37]

Togocho Town Office in Aichi
Prefecture [38]

No. of staff: 308 [39]

Japan National Tourism
Organization [40]

No. of staff: 207 [41]

Private Recruit Co., Ltd. [35] No. of staff: 15,807 (including casual staff and part-timers) [42]
businesses Nissin Sugar Co., Ltd. [43] No. of staff: 259 [44]

DeCurret Inc. [45] No. of staff: 52 [46]
E tional No. of teachi taff: 2,791 (full-ti including th t
: du.callona Keio University [33] o. of teaching sta , 791 (full-timers, including those under term
institutions contract) [47]

Sapporo University [48] No. of teaching staff: 76 [49]

Fukui University of Technology | No. of teaching staff: 99 [51]

[50]
Medical No. of doctors: 180, No. of nurses: 664 [52
. ,I ) Ichinomiya Municipal Hospital [33] Y (52]
institutions

Was each organization in Table6 performing an appropriate vulnerability countermeasure
process? Figure1 shows the vulnerability countermeasure cycle that we devised and the
following section describes each of the processes that form the vulnerability countermeasure

DConfiguration
management

cycle.

@ Countermeasure
execution

Vulnerability = i
countermeasure S
collection
cycle

(B)Risk assessment

Figure1: Vulnerability Countermeasure Cycle

The first process of the vulnerability countermeasure cycle is “configuration management.”
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The first step of configuration management is to understand information about the equipment
used and its version information accurately. Unless the equipment information and version
information is managed, the second process of “vulnerability collection” is not performed.
Without this process, you cannot determine whether the equipment or software of your
organization is subject to a certain vulnerability, even when the vulnerability is revealed or
alerted. As a result, you might end up leaving the vulnerability untreated without considering
its countermeasures.

The second process is “vulnerability collection.” In vulnerability collection, vulnerability
information about the target equipment or software for which configuration management is
performed is collected from their manufacturers and security information sites. Investigations
and security diagnosis are also carried out to check whether there is any vulnerability in order
to manage the equipment and software. It is essential to collect vulnerability information in
order to detect vulnerabilities of the equipment and software. If the vulnerability information
collection and the investigation process is missed, vulnerabilities may be left untreated, which
will cause damage.

The third process is “risk assessment.” In risk assessment, the degree of danger of each
vulnerability is assessed. More specifically, the necessity of countermeasures against each
vulnerability and its severity are determined by assessing the probability of success in an
attack on the target equipment or software that exploits the vulnerability, the degree of impact
of the attack, if it is successful, etc. If you assess the severity of each vulnerability wrongly in
risk assessment, the fourth process of “countermeasure execution” will be delayed and you
may be attacked.

In the fourth process of “countermeasure execution,” countermeasures are implemented
against each vulnerability. In this process, it is important not to make mistakes in
countermeasures. Problems rarely occur in the task of applying a security patch. However, if
you take a wrong step in interim countermeasures or strengthening countermeasures, you
cannot achieve their effects. Some countermeasures are effective, only if particular
conditions are met, such as certain system configurations and settings. You may also
misunderstand interim countermeasures and strengthening countermeasures and implement
them to a system that does not meet the conditions.

Presume that a certain vulnerability has been left untreated somewhere in the above four
processes. First, if configuration management is not performed properly, you cannot identify
the version of the equipment or software used in your organization. Therefore, even when
vulnerability information is released, you will fail to perform risk assessment and
countermeasure execution. Even if the vulnerability is alerted repeatedly, you will not notice
that your equipment or software is subject to it and leave the vulnerability untreated for a long
time.

Next, assume that vulnerability collection is not performed properly. If you don’t collect
vulnerability information, even if you perform configuration management thoroughly, you will
not notice that you have the vulnerabilities reported by manufacturers and security vendors.
Also, if you only receive security-related news, but nothing else, you may not notice all
vulnerability news. If you fail to collect vulnerability information or you don’t check your
configuration information against such vulnerability information thoroughly, vulnerabilities will
probably be left untreated for a long time.

If you fail to perform risk assessment, you may assess a certain risk as lower than it actually
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is, by mistake, which will delay the countermeasure execution. However, as serious
vulnerabilities are alerted repeatedly by manufacturers and security organs, it is hard to
believe that organizations will continue to fail risk assessment and leave vulnerabilities
untreated for a long time, as long as they perform configuration management and
vulnerability collection properly.

If countermeasure execution is not in place, verification may take a long time before
applying a security patch. However, the verification certainly should not take as long as 2
years and six months or so.

For this reason, it is speculated that vulnerabilities were left untreated for a long time,
because a system administrator in the information systems department or information
security department did not perform configuration management and vulnerability collection
properly, and as a result, they failed to recognize the vulnerabilities. In news reports, some
organizations revealed that they did not recognize the vulnerability situation, until an external
source told them about it [33] [35]. If an organization does not perform configuration
management and vulnerability collection properly, the succeeding processes of risk
assessment and countermeasure execution cannot function. The vulnerability
countermeasure cycle must be implemented fully to prevent vulnerability-based damage.
However, it is not easy for organizations that have left vulnerabilities untreated for a long time
to promote the vulnerability countermeasure cycle. Such organizations must determine their
configuration management method and vulnerability collection method first, and then start
collecting information about their management targets. They must also determine their risk
assessment criteria. This is costly and also requires security skills. Also, it is probably a much
larger task than something that can be handled by the system administrator alone. Some
organizations may outsource the operation and maintenance of FortiGate and other network
equipment to an external vendor. Many external vendors, however, only offer hardware
maintenance and do not include security measures such as patch application and
vulnerability countermeasures in the scope of their work. In that case, such organizations
should be sure to include the vulnerability countermeasure cycle in the details of their
outsourced operation.

As described above, the vulnerability countermeasure cycle must be implemented fully by
involving not only the organization itself, but also its external outsourced vendors. To solve
such problems, the organization faces issues such as a staff shortage, associated cost and
the formation of internal rules. Therefore, the management should direct efforts in the
implementation of the vulnerability countermeasure cycle across the entire organization from
the top down. Leaving vulnerabilities untreated for a long time incurs a management risk, as
it leads to the shutdown of operation and other damage caused by a cyberattack.
Cybersecurity Management Guidelines Ver2.0, published by the Ministry of Economy, Trade
and Industry, states that “The management must recognize cybersecurity risks and promote
countermeasures through their leadership [53].” The management should clarify who is
responsible for security countermeasures, along with their role, according to these guidelines,
and then direct the person responsible to make efforts in the implementation of the
vulnerability countermeasure cycle.

Vulnerabilities will not be left untreated for a long time if the introduction status of the
vulnerability countermeasure cycle must be reported to the management periodically and the
operation status of the vulnerability countermeasure cycle is also audited.
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3.3. Conclusion

FortiGate is an SSL-VPN device that provides an environment where the internal system
of an organization is accessed from outside the organization. If vulnerabilities of FortiGate
are left untreated for a long time, a range of invasions by attackers are overlooked, from entry
into the main unit of FortiGate to entry into an internal system that can be accessed via SSL-
VPN, which may develop into secondary and further damage. Depending on the scale of
damage, it may be unavoidable to suspend the business. If a ransomware attack forces the
organization to pay a huge ransom or requires the affected system to take a long time to
recover, the organization will suffer from deteriorating business conditions, and in the worst
scenario, it will not survive.

For this reason, the management must recognize that leaving vulnerabilities untreated for
a long time leads to management risks, therefore someone must be appointed who will be
responsible for security countermeasures within the organization, clarify their role, and direct
them to make efforts in the implementation of the vulnerability countermeasure cycle from
the top down. The directed responsible member of the organization and its information
systems department must establish and comply with the operation of the vulnerability
countermeasure cycle. Vulnerabilities will be well-controlled if the management plays the
main role in establishing an audit mechanism that checks to make sure that the operation of
the vulnerability countermeasure cycle is executed appropriately.
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4. Vulnerabilities

This chapter explains CVE-2021-30860, which is a vulnerability found in the iPhone, and
provides examples of attacks that exploit the vulnerability.

4.1. Zero-click Attacks that Break through
“BlastDoor” in iPhone

On August 24, 2021, Citizen Lab, a security research center in the University of Toronto,
reported that the Bahraini government had attempted zero-click attacks on the iPhones of
multiple human right activities by using the spyware “Pegasus,” which had been developed
by an Israeli NSO group [54]. The Bahraini government seems to have tapped the activists’
phones using Pegasus in order to monitor their activities.

4.1.1. Description of Zero-click Attack

First found around 2016, the zero-click attack method causes malware or other infection
without requiring the victim to operate their device. Since the malware infects the device
without the victim actually using the device, the victim does not notice that they are falling
victim to an attack.

On December 20, 2020, Citizen Lab revealed a zero-click attack that was carried out using
“Kismet” to exploit a vulnerability contained in iMessage, a default iPhone application [55].
Although Citizen Lab was unable to identify the vulnerability exploited by the zero-click attack,
it analyzed the victim’s iPhone in an attempt to understand the attack method. Immediately
before the victim’s iPhone accessed the Pegasus installation server, it made abnormal
connections to a number of iCloud partitions, as shown in “Highly unusual connections to
Apple servers” in Figure 2 . Then, the phone connected to "*.regularhours.net” and installed
Pegasus from the Pegasus Installation Server. The analysis of the log recorded between
those two processes suggests that the attack used the imagent process, which is an
embedded application for processing iMessage and FaceTime, to execute it with a root
privilege. For this reason, Citizen Lab suspects that the attack exploited a vulnerability
contained in the imagent process.

4.1.2. Description of BlastDoor

Apple has implemented the “BlastDoor” feature in iOS 14 and later as a countermeasure
against zero-click attacks exploiting vulnerabilities of iMessage. BlastDoor is a mechanism
that processes messages within its original service process, which is separated from the
imagent process (Figure 3). A message extracted in the identityservicesd process is stored
in the MessagesBlastDoorService process, and then undergoes processes such as XML file
formatting and data serialization. As no network operation occurs in this case, the
MessagesBlastDoorService processes the data in a sandbox environment. The imagent
process receives the data after the completion of the MessagesBlastDoorService process.
Therefore, even if the message contains malicious code, the code is not executed directly on
iOS. Since this feature was introduced, zero-click attacks based on Kismet have stopped
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Figure 2: Timeline of Attack Exploiting Kismet [55]
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Figure 3: iMessage Process Pipeline with BlastDoor [56]

4 .1.3. Zero-click Attacks that Evade “BlastDoor”

This section describes a type of attack that can achieve “Forced Entry” into the “Blast Door”
of the iPhone. Such an attack uses “ForcedEntry,” which exploits CVE-2021-30860, a
vulnerability contained in iMessage [57]. This vulnerability exists in CoreGraphics, which is
Apple’s vector rendering framework in iMessage. If it processes a malicious file, an integer
overflow occurs, allowing memory access to outside the processing range. In a concrete
example, the above problem occurs when a PSD file for Adobe Photoshop that is disguised
as a GIF. When a malicious file disguised as a PSD file is sent and processed, the above-
mentioned BlastDoor is evaded to hack the iPhone. The analysis of the issue conducted by
Trend Micro discovered that ForcedEntry evaded not only BlastDoor, but also the following
two mechanisms that prevented the exploitation of iOS vulnerabilities [58].
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(1) Disabling address space layout randomization (ASLR)

Address space layout randomization (ASLR) is a mechanism that suppresses the
exploitation of vulnerabilities through memory corruption. When the OS executes a program,
it randomly arranges the addresses of CPU memory areas that store data, such the data
area, stack area and heap area. This mechanism makes it difficult for the attacker to send a
malicious command to a particular memory address.
iOS also has an ASLR feature. According to Trend Micro, however, the ASLR feature was
disabled before the exploitation of ForcedEntry. How the attacker managed to disable the
ASLR feature has not yet been determined.

(2) Bypassing the pointer authentication code (PAC)

Pointer Authentication Code is a mechanism that suppresses the exploitation of
vulnerabilities through memory corruption. When the OS executes a command, it affixes a
signature (i.e. generates a pointer authentication code) to the pointer that will be used to call
a process stored at another address in the CPU memory. The OS verifies the pointer
authentication code before executing the called process. If the verification fails, it stops the
process. This mechanism makes it difficult for the attacker to execute malicious code that is
produced by falsifying a pointer. According to Trend Micro’s analysis, however, the attacker
successfully called a process by bypassing the security feature for the pointer authentication
code [58].

As described above, the ForcedEntry attacker evaded the two defense mechanisms that
were always in operation, when iOS executed a process. The method used to disable ASLR
and bypass the pointer authentication code feature is yet to be determined. It is believed that
the ForcedEntry attacker used a sophisticated attack method.

4.2. Conclusion

This section examined the vulnerability of CVE-2021-30860, which is contained in
iMessage, as well as an example of an attack using “ForcedEntry,” which exploits it. The
attack in the example used a sophisticated, complex attack method that evaded multiple
defense mechanisms of the iPhone and damaged the iPhone, which is said to be secure.
This vulnerability can be fixed by updating the version of the iPhone to iOS 14.8 or later. The
original purpose of the attacker is to continue to monitor a particular activist secretly, using
Pegasus. If such an attack is carried out on a wide range of targets, its activity will be exposed
more easily and defeat the purpose. For this reason, it is believed that the version update
can prevent damage from expanding to general users.

21
© 2021 NTT DATA Corporation



Malware/Ransomware

5. Malware/Ransomware

5.1. Malware Attacks Using ProxyShell,
Vulnerabilities of Microsoft Exchange Server

“ProxyShell” is a general term for three vulnerabilities of Microsoft Exchange Server, which
were found in April 2021 [59]. As many servers haven’t had these vulnerabilities fixed yet
[60], they may be attacked.

In April and May 2021, Microsoft released update programs to fix ProxyShell [61] [62]
[63]. In early November 2021, seven months after the discovery of ProxyShell, about 27,000
servers have not had ProxyShell fixed yet [60]. As a result, there have been many
cyberattacks targeting Microsoft Exchange Servers that haven’t had ProxyShell fixed yet
[64]. More specifically, there has been damage caused by the ransomware “LockFile” in
cyberattacks targeting the above-mentioned Microsoft Exchange Servers. This ransomware
is rampant in various industries [65]. With the discovery of ProxyShell as the starting point,
LockFile emerged as new ransomware, which was first found in the U.S. in July 2021. While
this ransomware is rampant mainly in the U.S. and Asia, its damage is also expanding
globally in a wide range of industries [65]. Although the names of affected organizations and
the total amounts of their damages are unknown as of October 2021, the damage is in a
broad range of industries from manufacturing and financial services to engineering, legal and
tourism [65].

This chapter explains the general flow of an attack exploiting ProxyShell, characteristics of
ProxyShell and recommended countermeasures against it.

5.1.1. Steps of Attack

This section explains the flow of the attack based on Figure4. The attacker takes a total
of 10 steps to enter the target organization and execute malware. Steps up to @ are
related to ProxyShell and explained in detail below.
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Figure4: Flow of Attack Exploiting ProxyShell

[Steps of Attack]

@

@

Explore whether there is any ProxyShell vulnerability:

The attacker scans multiple Microsoft Exchange Servers on the Internet and identifies
Microsoft Exchange Servers that have a ProxyShell vulnerability.

Enter the backend server as a SYSTEM user:

The attacker exploits CVE-2021-34473 to attack the Microsoft Exchange Server with
a vulnerability, which was identified in step (D. When the attacker requests the client
access service (explained in the next section) for a modified URL, the client access
service rewrites the URL for the backend service [66]. As a result, the attacker can
access the backend service as a SYSTEM user [66].

Install WebShell:

After entering the backend service, the attacker attaches a WebShell file to an email
and sends it to the mailbox of the target Microsoft Exchange Server from another
server prepared by the attacker. WebShell refers to a backdoor program or its
mechanism that the user uses to execute any command on a server [67]. Since a
SYSTEM user does not have a mailbox, the attacker exploits CVE-2021-34523 to
escalate their privilege from a SYSTEM user to the administrator of the Microsoft
Exchange Server. This allows the attacker to use PowerShell with administrator
privileges to retrieve the WebShell file from the mailbox of the administrator and save
the file [66]. In this state, however, the WebShell file can only be saved in a folder that
is prohibited from executing a program. Therefore, the attacker uses a special
command for exporting PowerShell mail for Exchange Server management that has
the vulnerability of CVE-2021-31207 that can write a file into any path to export the
mailbox containing the WebShell file to the Webroot folder as a pst file [68]. The
attacker extracts the WebShell file from the pst file and executes it in the Webroot

23
© 2021 NTT DATA Corporation



Malware/Ransomware

folder [68].

@ Use the installed WebShell to download malware:
The attacker downloads malware such as ransomware from the attacker’s machine to
execute the malware on the machine on which the Microsoft Exchange Server is
operating. The attacker uses an arbitrary command on WebShell to upload the
malware (update.exe).

In ® and the subsequent steps, the attacker starts the malware and starts communicating
with the C&C server to reproduce the malware or set ransomware in another server remotely.

5.1.2. Danger of ProxyShell Vulnerabilities

This section explains how dangerous ProxyShell vulnerabilities are, based on the high
level of impact of ProxyShell and the ease of its attacks.

(1) Impact level: Theft of information assets and ransomware damage due to attacks
exploiting the three vulnerabilities

As explained in Steps of Attack above, ProxyShell refers to three different vulnerabilities.
When the three are executed in order, the attacker can execute commands easily and
remotely without authentication [69]. As an attack is established when the three vulnerabilities
operate in a coordinated manner, it is also called an “exploit chain [70].” “Exploit chain” is a
new term that started being used around 2019. It refers to a series of multiple exploits
(program that attacks security vulnerabilities contained in software or a system [71]). Table 7
shows the three vulnerabilities that make up the ProxyShell exploit chain [61] [62] [63] [68].

Table 7: Three ProxyShell Vulnerabilities Revealed by Microsoft
No. | CVE number ’ Characteristic of vulnerability ‘
1 | CVE-2021-34473 | Vulnerability that can be exploited to execute a code remotely
by avoiding authentication
2 | CVE-2021-34523 | Vulnerability exploited to escalate privileges
3 | CVE-2021-31207 | Vulnerability exploited to overwrite any file by bypassing a
security feature

The section marked as “Client access services” in Figureb is the frontend services in
Microsoft Exchange Server client access services (hereinafter, “CAS”) and the section
marked as “Backend services” is its backend services. CAS provides authentication service
and proxy service to client connection [72]. According to Microsoft, the vulnerability of CVE-
2021-34473 exists in CAS frontend services. As the attacker can communicate with frontend
services directly via the Internet, they can attack the vulnerability of CVE-2021-34473 easily.
Backend services receive requests from various clients such as POP3/IMAP4/SMTP clients
and Web clients (HTTP/HTTPS), which have been forwarded by CAS [72]. Since client
software such as Outlook and a web browser normally accesses a mailbox and other features
in backend services via CAS, it cannot access the backend services directly. However, if
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CVE-2021-34473 exists, the attacker can exploit the vulnerability to access the backend
services [59].

As the vulnerabilities of CVE-2021-34523 and CVE-2021-31207 cannot be exploited,
unless the attacker enters the backend services [66]. Therefore, Microsoft explains that the
probability that they can be exploited by an attacker is low [61] [63]. However, CVE-2021-
34473 is a vulnerability that overlooks entry into backend services. Once the attacker
achieves successful entry, they can also exploit CVE-2021-34523 and CVE-2021-31207,
which have lower probability of exploitation. When these three vulnerabilities are linked in the
end, any command can be executed [64].

When the attacker can execute any command, they may steal mail information from a mail
database in a backend service, then download and execute ransomware. As such attacks
may lead to data breaches and system suspension, the level of their impact on the attacked
organization is believed to be high.
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Server 2016, Presented by Microsoft

(2) Ease of attacks: Exposure of more than 400,000 Exchange Servers to the Internet

Microsoft Exchange Servers are exposed to the Internet, taking into account the
convenience of their users so that they can access them from anywhere by using their
smartphone, PC and other devices [73]. A total of about 400,000 Microsoft Exchange Servers
are exposed to the Internet [59]. Attackers actively scan Microsoft Exchange Servers that
have attackable vulnerabilities [64]. Under such conditions, more than 100 incident reports
on ProxyShell were released in just two days in August 2021, which was four months after
the discovery of the vulnerabilities [74]. This indicates that many attacks exploiting ProxyShell
are still occurring, although it has been a long time since information about the vulnerabilities
and their update programs were released.

5.1.3.Conclusion

As mentioned at the beginning of this chapter, about 27,000 servers have not had
ProxyShell fixed as of early November 2021, seven months after the discovery of ProxyShell
[60]. As examined in the article on data breaches in the Quarterly Report on Global Security
Trends in the 2nd Quarter of 2021, the main reason is believed to be that a system
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administrator in the information systems department or information security department does
not perform configuration management and vulnerability collection properly, and as a resullt,
they fail to recognize the vulnerabilities. However, even if the ProxyShell vulnerabilities are
managed properly, it is still difficult to determine the degree of their response priority. Of the
three vulnerabilities, CVE-2021-34473 alone cannot be exploited to install WebShell. The
probability of exploitation of the second and third vulnerabilities is described as low [61] [63].
This may make the system administrator think that they don’t need to be controlled. In
addition to assessing risks of each vulnerability, the system administrator should also
understand that an attack can be successful with the combination of the three vulnerabilities,
based on information about the actual cyberattacks, as well as assessing the risks incurred
when the attacker uses WebShell.

Since some cyberattacks become successful with a combination of multiple vulnerabilities,
as in this case, risks of vulnerabilities should be assessed based on the information collected
from analytical articles released by security-related companies and security experts. Then,
updated programs should be applied immediately.

5.2. Examples of Ransomware Damage

Table8 shows some of the ransomware incidents that occurred in the 2nd quarter of 2021.

Table8: Examples of Ransomware Damage in 2nd Quarter of 2021

No. Date of Victim Overview of Incident

Occurrence
1 July 2, 2021* Arthur J. Arthur J. Gallagher (AJG), which is an international
Gallagher (AJG) | insurance intermediation and risk management
company based in the U.S., received a ransomware
attack and mailed infringement notices to individuals
who might be affected. [75]
2 July 7, 2021 NIPPN On the network operated by NIPPN BUSINESS
CORPORATION | SYSTEM, one of its subsidiaries, some servers and
terminals were encrypted, causing damage to about
90% of its systems. The systems were unable to start
up. [76]
3 July 9, 2021* Kaseya Since the U.S. IT company Kaseya’s software fell victim
to a ransomware (ransom virus) attack, the damage has
been expanding worldwide. The company announced
that up to 1500 businesses have been affected. [77]

4 August 1, 2021 The state of The healthcare IT system of the Lazio state government
Lazio, ltaly in Italy fell victim to a cyberattack and was unable to

book new appointments for COVID-19 vaccinations. [78]

5 | August 11, 2021* Accenture Marketing information of Accenture was posted on a leak

website for the ransomware “LockBit.” [79]
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6 August 13, 2021 Bewith, Inc Bewith, Inc, which is a subsidiary of Pasona Group Inc.,
revealed that information of 15,421 past applicants for
casual work and 9,375 employees had been encrypted
due to unauthorized access. [80]

7 August 19, 2021 ORIENTAL Since its business-related data was encrypted, some

CONSULTANTS | information may have leaked. The company calculated
an extraordinary loss of about 750 million yen. [81]
8 | August 30,2021 | Abecho Shoten | Abecho Shoten Co., Ltd. revealed that business-related
Co., Ltd. data stored in its servers, terminals and other devices
might have leaked due to unauthorized access to its
internal network. [82]
9 September 10, YAGAMI Co., YAGAMI Co., LTD., which sells medical equipment and
2021* LTD. welfare products, fell victim to a ransomware attack on
its internal network. The company announced that its
internal network connections had been affected. [83]
10 September 19, Crystal Valley Crystal Valley’'s computer system was infected by

2021

ransomware and the company’s day-to-day operations
were significantly interrupted. [84]

*: Date the article was published
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6. Outlook

Continued Release of Information concerning EC Site
Incidents Related to EC-CUBE

The Quarterly Report in the 1st quarter of 2021 covered cross-site scripting vulnerabilities
of EC-CUBE [85]. The article alerted readers that vulnerabilities of EC-CUBE were easily
targeted by attackers. In the 2nd quarter of 2021 (July to September 2021), web skimming
continues to occur on EC sites using EC-CUBE, as shown in Table9. This trend matches the
speculation made in the report in the 1st quarter. It is believed that some sites haven’t
recognized falsification yet, as the vulnerabilities have been left untreated. It is predicted that
information concerning EC site incidents related to EC-CUBE will continue to be released.

In addition, new vulnerabilities of EC-CUBE may also be discovered in the future, as seven
vulnerabilities were found in May and June 2021 [85]. Attention should be paid to vulnerability
announcements by EC-CUBE CO.,LTD.

Table9: 2nd Quarter of 2021 -
Incident Examples of EC Sites Using EC-CUBE
[86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96] [97] [98]

‘ Re?ea::e d ‘ EC Site Name ‘ EC Site Operating Company
1 2021/7/6 Hoick SONGBOOKCafe Inc.
2 2021/7/12 | COSMOS Online Store COSMOS Pharmaceutical
Corporation
3 2021/7/13 | TRANSIC TRANSIC
4 2021/7/14 | Yomifa Net Yomiuri Joho Kaihatsu Osaka
Co.,Ltd.
5 2021/7/20 | EC Site Pro Shop Takumi CANDEAL DESIGN Co.,Ltd.
6 2021/7/21 | MAINICHIGENKI Official MAINICHIGENKI.CO.,LTD.
Shopping Site
7 2021/7/26 | KQLFT TOOLS SONS-MARKET
8 2021/8/16 | FUKUYAONLINE Fukuya Co.,Ltd.
9 2021/8/18 | THE HAIR BAR TOKYO Gap International
Online Store Inc.
10 | 2021/8/23 | KOMAKI MUSIC website KOMAKI MUSIC,INC.
11 | 2021/9/7 TACHIKICHI ONLINE SHOP TACHIKICHI CORP.
12 | 2021/9/14 Ise Sekiya Online Shop SEKIYA Co., Ltd.
13 | 2021/9/16 | Omni EC System GR Inc.
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Cyberattacks Targeting Beijing 2022 Olympic and

Paralympic Games

The cyberattacks that targeted the Tokyo 2020 Olympic and Paralympic Games
(hereinafter, “Tokyo Olympics and Paralympics”) were carried out on not only the Organizing
Committee of the Tokyo Olympics and Paralympics and other sponsoring organizations, but
also peripheral stakeholders such as the supply chains of system subcontractors and
prospective spectators of the Games. Section 2.1 described that there were relationships
between the cyberattacks on peripheral stakeholders and the spread of COVID-19 and the
ongoing spread of cyberattacks around the world.

The Beijing 2022 Olympic and Paralympic Games (hereinafter, “Beijing Olympics and
Paralympics”) start in February 2022. Based on what was examined in section 2.1, it is
predicted that phishing attacks and supply chain attacks on peripheral stakeholders will be
carried out again during the Beijing Olympics and Paralympics, which are a large global event,
just like when the Tokyo Olympics and Paralympics were held. As the infection status of
COVID-19 in China is stabilizing [99], it seems that the Beijing Olympics and Paralympics
will be held with spectators (who live in China, only) [100]. However, since the Omicron
variant of COVID-19 has started to spread across the world, the number of infections in China
may surge, which will force the Beijing Games to have no spectators. For this reason, it is
predicted that phishing attacks using fake relay broadcasting sites will be carried out again
in the Beijing Olympics and Paralympics. Moreover, as there is only a small time gap between
the Tokyo and Beijing Olympics and Paralympics, there will be very little change in the
ongoing spread of cyberattacks. Therefore, it can be speculated that cyberattacks will be
carried out along with the current trends such as phishing attacks and supply chain attacks.

Attacks Exploiting Deepfakes

The advancement of Al technology and Al-based services are currently attracting people’s
attention and there is a concern that attackers could attempt Al-based “deepfakes” as their
attack methods in the future [101]. Deepfakes are fake videos and audio produced using Al
deep learning. Since 2020, they have been seen as threats in the cybersecurity industry
[102]. In 2019, there was an actual case of a deepfake attack on an energy company based
in the U.K., which gave about 26 million yen to the attacker who exploited a deepfake. The
CEO of the energy company received a phone call from his boss, who was the CEO of its
parent company in Germany, requesting him to make a remittance. After fulfilling the request,
he realized that the voice on the phone was actually produced using a deepfake [103].

Considering this situation, some companies have already developed and released security
countermeasure tools. Microsoft released “Microsoft Video Authenticator,” which can
analyze videos and photos and indicate the probability of artificial production as well as their
reliability by scoring them [104].

As deepfake technology is expected to improve further [104], it will be necessary not only
to introduce such a tool, but also to acquire information literacy to identify fake information.
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Timeline

/. Timeline

* Some of the dates in the timeline are not the dates ~ AJ<O:Japan A Aivunerabiities < Threat
of the occurrence but of the report. ANO®:\Worid/Overseas  [1M:incidenvAccident  O@: Countermeasure
1 1 1
June July jAugust 1September
I I
[A] Vulnerabilities used in attacks | |
I I I
| AWindows Print Spooler I |
CVE-2021-34572 I I
1 A Kaseya 1 1
CVE-2021-30116
I 1 I
| A ForgeRock Access |
1 Management 1
CVE-2021-35464
I 1 I
1 1 1
| 1 1
| | |
| | |
4 Babuk
| I I
! 1 1
Revil (Sodinokibi) 1 1
| W MasMovil 1 ]
e | Kaseya I |
i i i
l W Wi Electri | |
iregrassElectric
1 Coopgerative 1 ONIPPN I OAbecho Shoten
1 | 1
I H D-BOX I I
I M Campbell Conroy CORIENTAL CONSULTANTS '
I & O'Neil | i M Howard University
1 M Nothern Trains | | M The Isle of Wight
' Education Federation
: u (C:NA Fingncial MW Bangkok Airways
orporation 1
i i i
EXX | |
1 WCTN in Ecuador n GIGAB\"TETechnoIogy
1 1 1
1 i i
1 Medical | WState of Arizona DMu.toh
] I Multiple medical institutions I CIYAGAMI Co.
1 1 1
| | M Eye&RetinaSurgeans [
1 | ] |
1 1 M Pinelabs 1
| | |
si 1 W Singaporean subsidiary of Tokio Marine
Ingapore Holdings
1 1
1 1 1
1 |
[B] Ransomware [ [
1 1
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* Some of the dates in the timeline are not the dates A< O:Japan A AVunerabilities <> 4P Threat
of the occurrence but of the report. ANO@®:\Word/Overseas  [1M:idcenvaccioont. O @:counemeasure

June : July :August : September

<>Sumitomo Mitsui Card <ONissen OVpass

<ODaimaru Matsuzakaya <Yodobashi Camera

OMinistry of Health, Labour and Welfare,
of Japan

<OLawson Bank

1

I

I

I

I

|

|

|

1

1

I I
1 OSpecial Cash Payment
I I
I

1

1

|

I

I

I

|

I

1

1

<OCOVID-19 vaccines
-

i
Launching pad |
| mKobe Kaisei College

M Tokushukai
I WWaseda System Development

1
B Kyushu Dental University

®Kaseya

M LimeVPN

B Mongolian certificate
authority

M JR West Residential Service

# BIOPASS RAT WAgency of Government of Russia Federation

# Pegasus

D o e

#Mosaic Loader

OTokyo Olympics

[D] Malware
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* Some of the dates in the timeline are not the dates
of the occurrence but of the report.

June :July

A0SO Jaoan
A H$@®:\World/Overseas

|
1 August

Timeline

A\ A Vulnerabiiities O@rheeat
C1M:ncidenvaccicent O f@:c

1

1 September

1 1
[E] Data breach i i
| 1 | —
OKawasaki Kisen untrader
| S | B StarHub | 110,000 items of customer
l I Personal information of 1 information
CINIPPON GAS agency 50,000 people
1 ] EMinistry of Internal Affairs of | OShirasaki Corporation
Belarus Up to 100,000 items of
I DGO'TF NBURRIRS l 1 million items of personal l customer information
I email address I information 1
I l ET-Mobile | EMy Republic
Personal information of 79,388 i?ems of customer
| W Saudi Aramco 1 100 million people i Infofmation
1TB of confidential . . COFORTINET VPN
1 information 1 W Total Testing Solutions Authentication information
1 | 60,000 COVID test results of about 1,000 companies
| [Japan Chemical Database 1
| 1652 cases M Microsoft Power Apps
L Portal
i | 38 million items of personal information
| OTokyo Olympics l Epik®l
I ticket trainee ID I Data from the past 10 years
I ELINE TAIWAN I | Coninsa RamonHl
l VIP information I l 100,000 items of
I ) . customer information
Thailand
1 I 160 million foreign tourists
i T i
Credit card information | |
1 ) | 1 123 items of
I:IYomlfa_ Net information of Ise
| 1,301 items | | Sekiya
| [OCOSMOS Pharmaceutical I !
1 Up to 25,484 items | |
1 | |
1 1 1
| ONTT Plala [ OKLab | OJapan Environmental
1 1 5 & T, 1 Sanitation Center
1 B Apex Legends I asswordlistiohiac I W Olympus overseas
1 B Ukrainian Navy 1 1 ISETED
. . 1 1
Targeting government agencies : :
v MU.S. Republican State Committee .
1 | | Indonesian government
1 Mindian government | 1
L BNew Zealander government |
| M Philippine gove-rnment |
1 1 |
| | |
1 W Port of Cape Town 1 1
OSanritsu
1 MIranian railway system 1 Confectionery
1 1 1
1 1 |
: 1 1
[F]1Un rized access
n n
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* Some of the dates in the timeline are not the dates of A [0 Japan A A Vunerabies >4 Threat
the occurrence but of the report. AN$@® World/Overseas [ l:iinci id O®:cour
1 1 1
June |July 'August I September
| |
1 1
| I I
| #Fake Tokyo I |
1 Olympics site 1 1
1 1 1
. WDeFi
Virtual currency : Do o USD :
i | mLiquid |
| I 94 million USD |
: ¢ o
| | |
1 I | w27 TovoTA affilates
1 1 | Personal information acquired
| 1 1 without consent

© 2021 NTT DATA Corporation



References

References

] BAXBEBSR, “WRA ) - NSHE Y41\ —KE 45500050 EZICHER
L,”21102021. [# > 5 4 ). Available:
https://www3.nhk.or.jp/news/html/20211021/k10013316541000.html.

2] rLrrvay o4, CEEEE] RRATY VEYIADOXIEZFEUN
(T 5EBDEFRT A —ILITEE,” 30 4 2020. [ > 5 A V]. Available:
https://www.is702.jp/news/3675/.

B8] #HX=wFABFEM, JOCICH A N—KRE, £PCXR#r €8BEX 4Ly 25
6 2021. [ > 5 4 ]. Available:
https://www.asahi.com/articles/ASP6S6V5TP6NULZUO0B.html.

[4] HASHBARREFEML, EL) L—THYA b, ZREHAEE AP S5/75
155 2021. [ > 5 4 ). Available:
https://www.nikkei.com/article/DGXZQOUE149WNOU1A510C2000000/.

5] rLUrvayof%kAsd, BRRAYY VEYIVRSER. AOTVREFEN—
Oh B TS OFBMRANLANFEST ZHEEER," 1972021, [ 251 V.
Available: https://blog.trendmicro.co.jp/archives/28308.

6] #HAHEXREFHEA DHABZOAARRLAE ELEOFRETIE
AfERE,” 4 6 2021. [ > 5 4 V]. Available:
https://www.nikkei.com/article/DGXZQOUE04A290U1A600C2000000/.

7] BARUARRUVRF— “FYUEVIITRLIAVTA VR 50D/32 —
2,287 2021. [F > F 4 V). Available: https://blog.kaspersky.co.jp/olympic-
scams-top-5-schemes/31272/.

[8] JHIITBUEAN IBHLEHERSE, “FHRE X1 T4 10KEB 2021,” 27 1
2021. [# > 5 4 V). Available:
https://www.ipa.go.jp/security/vuln/10threats2021.html.

O] HAXKH|ANTTT—42,“V0—NILEeFXaTBRAMFHALER—F 20196EFFE
208" [4 > T 4 V). Available: https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/services/security/nttdata_fy2019_2q_securityreport.pdf.

[10] Fortinet, Inc., “PSIRT & EE & HFA7R,” 20 8 2021. [ > 5 4 ]. Available:
https://www.fortinet.com/jp/blog/psirt-blogs/psirt-and-the-responsible-disclosure.

36
© 2021 NTT DATA Corporation



[11]

[12]

[13]

[14]

[19]

[16]

[17]

[18]

[19]

[20]

[21]

References

piyolog, “BEFNIHRAIET VTR ESHHEDEISHEVPNRR FDOARRIZDLNT
EFEHTHT=,” 30 11 2020. [F > 5 41 ). Available:
https://piyolog.hatenadiary.jp/entry/2020/11/30/063636#f-6d9a455d.

Fortinet, Inc., “BEND % % 7 U 2 —h'FortiGate SSL-VPN®D 2EF &R % 260, 8 9
2021. [# > 5 4 ). Available: https://www.fortinet.com/jp/blog/psirt-
blogs/malicious-actor-discloses-fortigate-ssl-vpn-credentials.

Fortinet, Inc., “4¥RIICHIZ SN =HTTP!) YV —X1) 9 T X FIZ & BSSL-VPNZE
L7=FortiOSY AT L7 74 ILDiwALY,” 24 52019. [F > 5 4 ]. Available:
https://www.fortiguard.com/psirt/FG-IR-18-384.

JPCERT/CC, “#5%t® SSL VPN &G DOHEFEMHICRET 5:FEMAE,” 2 9 2019. [+
>4 V]. Available: https://www.jpcert.or.jp/at/2019/at190033.html.

Fortinet, Inc., “SSL VPND Rz #1280 & L=ATP 29, 16 7 2020. [ > 54 ).
Available: https://www.fortinet.com/jp/blog/psirt-blogs/atp-29-targets-ssl-vpn-
flaws.

JPCERT/CC, “Fortinet #t& FortiOS ® SSL VPN #HEEDESSE (CVE-2018-
13379) DEEZZ(T5HKRX MBI HFEMDARICDULNT,” 27 11 2020. [£ >~
< 4 ). Available: https://www.jpcert.or.jp/newsflash/2020112701.html.

Fortinet, Inc., “CVE-2018-13379 [CB89 %7 v 77— F,”30 11 2020. [A > 54
>]. Available: https://www.fortinet.com/jp/blog/psirt-blogs/update-regarding-cve-
2018-13379.

AEY A /N—tF 21T 125 —, “Fortinet®VPND ffz 5514 (CVE-2018-13379)
[T 2EEA VI SEEEZITOVTOEEREOHRKHEICDOLNT,” 312 2020.
[F 254 V). Available:
https://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf.

Fortinet, Inc., “FireEye L'y FF—LY—ILDOERE,” 11 122020. [ > 51 V).

Available: https://www.fortinet.com/jp/blog/psirt-blogs/fireeye-red-team-tool-
breach.

CISA/FBI, “FBI-CISA Joint Advisory on Exploitation of Fortinet FortiOS
Vulnerabilities,” 2 4 2021. [4# > 5 4 >]. Available: https://us-
cert.cisa.gov/ncas/current-activity/2021/04/02/fbi-cisa-joint-advisory-exploitation-
fortinet-fortios.

Fortinet, Inc., “/V\y F EEBMHDEIR,” 34 2021. [ > 5 4 ]. Available:
https://www.fortinet.com/jp/blog/psirt-blogs/patch-vulnerability-management.

37
© 2021 NTT DATA Corporation



[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

References

FBI, “MI-000148-MW,” 27 5 2021. [# > 5 4 >]. Available:
https://www.ic3.gov/Media/News/2021/210527 .pdf.

Fortinet, Inc., “ry FT—V DBEEMEZHERT HICIE. Ny FERZEELT S
EDFRT," 162021, [>T 4 ). Available:
https://www.fortinet.com/jp/blog/psirt-blogs/prioritizing-patching-is-essential-for-
network-integrity.

SB C&SHEX &1L, “FortiGate T E— b7V £ RERE SSL-VPN#R (#I#kEMR

[+) ,” 138 2020. [ > 5 4 >]. Available: https://licensecounter.jp/engineer-
voice/blog/articles/20200813_fortigatesslvpn.html.

977 FEREH, “SSL-VPNR—R JLEERTET D, [4 > T 4 ). Available:
https://www.teracloud.co.jp/manual_remotevpn_operationaldesign_portal.html.
Tenable, Inc., “CVE-2018-13379, CVE-2019-11510 : FortiGate# & UPulse
Connect Secure DI FBMHEE RNV -NENERIND,” 2019. [ T4 V]
Available: https://jp.tenable.com/blog/cve-2018-13379-cve-2019-11510-fortigate-
and-pulse-connect-secure-vulnerabilities-exploited-in.

FLrbwa %A H, “SOoY LT [Cringl OHENERNTHK.
VPNIES5 1 #JHULMRA,” 20 5 2021. [# > 5 1 /). Available:
https://blog.trendmicro.co.jp/archives/27830.
ncsc, “Advisory:APT29 targets COVID-19 vaccine development,” 2020. [ > 5
4 ]. Available: https://www.ncsc.gov.uk/files/Advisory-APT29-targets-COVID-
19-vaccine-development-V1-1.pdf.

BAKUNTTT—42,“0—nNbteXxa ) ToBRMEELHLR— 201956EE
AFHR” [4 > 5 4 ). Available: https://www.nttdata.com/jp/ja/-

/media/nttdatajapan/files/services/security/nttdata_fy2019_4q_securityreport.pdf.
BAKUNTTT—42,“0—nN\btexa) ToBRMEELHLR— b 202056EE

13 HA,” [4 > 5 4 >]. Available: https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/news/information/2020/091101/091101-01.pdf.

LAY RT LMK S, “FortigateD 7 7 — L™ = 7 Ev4.0D0 5V5.0NF7 v T45 L
— F9%5FIE,” [* 54 2] Available: https://www.rem-system.com/fortigate-
firm-versionup/.

Fortinet, Inc., “Upgrade Path Tool Table,” [ > 5 4 >/]. Available:
https://docs.fortinet.com/upgrade-tool.

38
© 2021 NTT DATA Corporation



[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

References

BAREFHE, T4 N\—KE, TEM] AAYDOITKE S SHRFE,” 10 12 2020.
[+ >34 ). Available:
https://www.nikkei.com/article/DGXZQODG080240Y0A201C2000000/.
ZEIT, ‘HR7-1 EEBEOTEES (HM24F (20205F) E) J[F 34 V.
Available: https://www.npa.go.jp/hakusyo/r02/honbun/html/w7711000.html.
A BEBP, “VPND/ARX T — FANERE MESHBEOFEREICK O
9,75 12021. [# > 5 4 >]. Available:
https://xtech.nikkei.com/atcl/nxt/mag/nc/18/020600011/122400071/.
KA1 TE, BRRET,” [>T 4 ). Available:
https://job.mynavi.jp/23/pc/search/corp93217/outline.html.
EERFERAFEMERN, “SREVEF LOEBCEOBER (3548188
) I2DWWT, [ 254 V] Available:
https://www.city.imari.saga.jp/18291.htm.

BAIRIMBETRS, “12A1BORBHFFEHEICONT HaH) J[Fr51 V]
Available: https://www.town.aichi-
togo.lg.jp/kikaku/joho/chousei/jouhouseisaku/20201201cyber.html.

BHERMETRE, “FREUVBHLOBRBEZEOBER (FM3F4/8 181
E) (M 1) 7142021, [# 254 ). Available: https://www.town.aichi-
togo.lg.jp/jinji/jinji/chouseiljinji/jinjigyousei/documents/r3syokuinsuusono1.pdf.
— it EE AL RIR{EH, “600 B DRI H 1 /N\—IKE," 1 122020. [F > 5 A
>]. Available:
https://nordot.app/7062487894380391377?¢c=39546741839462401.
BABAFERNLR, “SHBE XS 2 FEX,[4 > 54 ] Available:
https://www.jnto.go.jp/jpn/about_us/reports/f_jigyou_r2.pdf.

M)V IL—F SHBE” [F > T4 V] Available:
https://www.recruit.co.jp/company/profile/.

BHMERAEH, ‘UHOHRA R TLICH L TOFRET YV ERIZDOWNT
) " 2512 2020. [# > 5 A >]. Available: https://www.nissin-
sugar.co.jp/cms/wp-content/uploads/2020/12/201225.pdf.

B GRS, ‘SHBIE,” [4 >S5 4 >]. Available: https://www.nissin-
sugar.co.jp/company/outline/.

BRXEHET o —H L vk, 1122020. [F > 51 ). Available:
https://news.decurret.com/hc/ja/articles/360060170213.

39
© 2021 NTT DATA Corporation



[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

References

N=Y)ILExv ) THARYE, ‘MRXEH T —HAL Y FOKRA - FEIFEA - 8
f&8R,” [ > 5 4 ~]. Available:
https://doda.jp/DodaFront/View/Company/j_id___10185053863/.

EERIKE, FHRARKM,” [ 754 ). Available:
https://www.keio.ac.jp/ja/about/learn-more/data/.

FLIRKZ, “VPN(IRIEFAER M)~ Y A N—RBIZET BT D UL T(E28),” 4 12
2020. [# > 5 4 ). Available: https://www.sapporo-u.ac.jp/news/su-
news/2020/12043139.html.

FLIRKE, "o BAEMBE—ANALYFER/FHRAINBER [0 571 V.
Available: https://www.sapporo-u.ac.jp/img/2021_kyoinsuu.pdf.

BHIEKRZ VPNIREIEZMEADY A /N—KE(ZDIVT,” 4 12 2020. [V
< 4 ). Available: http://www.fukui-ut.ac.jp/news/topics/entry-6566.html.
RBHIEKRE, HBEIFER," [4 > T4 2] Available: http://www.fukui-
ut.ac.jp/ut/introduction/public/teacher/.

BT 7 LUEa—, “—BEmIATRBKEER," [>T 4 ] Available:
https://hospia.jp/hosinfo/1232200369.

BEERE, YMN—tXa)TABEHAFF4> Ver2.0)[FA T4 V.
Available:
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_v2.0.pdf.
The Citizen Lab - University of Toronto, “From Pearl to Pegasus Bahraini
Government Hacks Activists with NSO Group Zero-Click iPhone Exploits,” 24 8
2021. [ >S5 4 >]. Available: https://citizenlab.ca/2021/08/bahrain-hacks-
activists-with-nso-group-zero-click-iphone-exploits/.

The Citizen Lab - University of Toronto, “The Great iPwn Journalists Hacked with
Suspected NSO Group iMessage ‘Zero-Click’ Exploit,” 20 12 2020. [ >S5 4 .
Available: https://citizenlab.ca/2020/12/the-great-ipwn-journalists-hacked-with-
suspected-nso-group-imessage-zero-click-exploit/.

Project Zero, “A Look at iMessage in iOS 14,” 28 1 2021. [ > 5 4 ]. Available:
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-

14 .html.

The Citizen Lab - University of Toronto, “FORCEDENTRY NSO Group iMessage
Zero-Click Exploit Captured in the Wild,” 13 9 2021. [4 > 5 4 >/]. Available:

https://citizenlab.ca/2021/09/forcedentry-nso-group-imessage-zero-click-exploit-
captured-in-the-wild/.

40
© 2021 NTT DATA Corporation



[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

References

LY R4 0%t “R/NAL 7 Pegasus] DHETER S T=iPhone®
£O4s 1)y s ITHXTOA + TForcedEntry] #fEEH,” 27 92021. [A> 54 V).
Available: https://blog.trendmicro.co.jp/archives/28782.

O. Tsai, “ProxyLogon is Just the Tip of the Iceberg. A New Attack Surface on
Microsoft Exchange Server!,” 2021. [# > 5 4 >]. Available:
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-ProxyLogon-Is-Just-
The-Tip-Of-The-lceberg-A-New-Attack-Surface-On-Microsoft-Exchange-
Server.pdf.

SHODAN, “Shodan report,” 7 11 2021. [ > 5 4 >]. Available:
https://www.shodan.io/search/report?query=http.title%3Aoutlook+exchange.

Microsoft, “Microsoft Exchange Server Mt ¥ 1) T 1 BERED /N1 /XX Dz 55
%," 137 2021. [ > 5 4 >]. Available: https://msrc.microsoft.com/update-
guide/vulnerability/ CVE-2021-31207.

Microsoft, “Microsoft Exchange Server M 1) E— FTa— KNET I BESS
%, 13 7 2021. [# > 5 1 >]. Available: https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021-34473.

Microsoft, “Microsoft Exchange Server MYFHEDFEDIEFFMHE,” 137 2021. [+ >
2 4 ). Available: https://msrc.microsoft.com/update-guide/vulnerability/CVE-
2021-34523.

Tenable, “ProxyShell: Attackers Actively Scanning for Vulnerable Microsoft
Exchange Servers (CVE-2021-34473),” 9 8 2021. [ > 5 4 ]. Available:
https://www.tenable.com/blog/proxyshell-attackers-actively-scanning-for-
vulnerable-microsoft-exchange-servers-cve-2021-34473.

BROADCOM SOFTWARE (Symatec Enterprise Blogs), “LockFile: Ransomware
Uses PetitPotam Exploit to Compromise Windows Domain Controllers,” 21 8
2021. [# > 5 4 ). Available: https://symantec-enterprise-
blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-
windows.

ZERO DAY INITIATIVE, “FROM PWN20OWN 2021: ANEW ATTACK SURFACE
ON MICROSOFT EXCHANGE - PROXYSHELL!,” 18 8 2021. [# > 54 >].
Available: https://www.zerodayinitiative.com/blog/2021/8/17/from-pwn2own-
2021-a-new-attack-surface-on-microsoft-exchange-proxyshell.

41
© 2021 NTT DATA Corporation



References

[67] ITMedia T8 —TF54 X, “WebY T VKB L EALHLDA  Microsoft 365
Defenderd Af14 A H&HET 58B,” 15 2 2021. [ > 5 4 ]. Available:
https://www.itmedia.co.jp/enterprise/articles/2102/15/news130.html.

[68] #%X&tY 7F v, “Microsoft Exchange Server MDfig51% ProxyShell] &
[X,” 6 92021. [+ > 5 4 V]. Available:
https://www.softek.co.jp/SID/blog/archive/entry/20210902.html.

[69] CertNZ, “Active scanning for Microsoft Exchange Proxyshell vulnerability,” 8 8
2021. [# > 5 4 ]. Available: https://www.cert.govt.nz/it-
specialists/advisories/active-scanning-for-microsoft-exchange-proxyshell-
vulnerability/.

[70] SecurityNext, “ TExchange] DHE351E ProxyShell] IZEZ#5 - ERFELETK
BAFAEEMRRE,” 24 8 2021. [1 > 5 A V]. Available: https://www.security-
next.com/129248/2.

[71] Canon, ‘T X704 o TAITIMN? EEDIILD I THRELAAESDT
L&2M7?,71092015. [>T 4 ). Available: https://eset-info.canon-
its.jp/malware_info/ga/detail/150910_1.html.

[72] Microsoft, “V S A7 b 7OE®R H—EX,"1692021. [ > 54 .
Available: https://docs.microsoft.com/ja-jp/exchange/architecture/client-
access/client-access?view=exchserver-2019.

[73] #X &Y 7 1 X, “ProxyShell vulnerabilities in Microsoft Exchange: What to
do,” 23 8 2021. [4 > 5 4 >/]. Available: https://news.sophos.com/en-
us/2021/08/23/proxyshell-vulnerabilities-in-microsoft-exchange-what-to-do/.

[74] Huntress, “Microsoft Exchange Server Still Vulnerable to ProxyShell Exploit,” 19
8 2021. [# > T 4 ). Available: https://www.huntress.com/blog/rapid-response-
microsoft-exchange-servers-still-vulnerable-to-proxyshell-exploit.

[75] BLEEPING COMPUTER, “US insurance giant AJG reports data breach after
ransomware attack,” 2 7 2021. [ > 5 4 >]. Available:
https://www.bleepingcomputer.com/news/security/us-insurance-giant-ajg-
reports-data-breach-after-ransomware-attack/.

[76] ScanNetSecurity, ‘= T ADH A N—KE, FIL—TELHE2ETHB IR T
LT =29 —/N\HEESEHEIZ,” 19 8 2021. [£ > 5 4 >]. Available:
https://scan.netsecurity.ne.jp/article/2021/08/19/46145.html.

42
© 2021 NTT DATA Corporation



[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

References

BAEH#R Digital, “RITRZEICH A N—KE HR15004I1HEHAMN,"97
2021. [F > 5 4 >]. Available:
https://www.asahi.com/articles/ASP785DGO0P78UHBIOOF.html.

GIGAZINE, “T U FUFH IR T LN VY LIV TRETED Y, BEERIT
AR T7OMMEBF TT7AVR M ENyh—%FIEH,"182021. [F> 54
). Available: https://gigazine.net/news/20210803-italys-lazio-hacker-vaccine-
booking-website/.

ZD Net, “Accenture says Lockbit ransomware attack caused 'no impact',” 11 8
2021. [# > 5 4 >]. Available: https://www.zdnet.com/article/accenture-says-
lockbit-ransomware-attack-caused-no-impact-on-operations-or-
clients/#ftag=RSSbaffb68.

Scan Net Security, “/N\YF T IL—TDFIZT oY LD THE, RAER
OREEEBF|RMAEEIZ,” 13 8 2021. [ > 5 4 >]. Available:
https://scan.netsecurity.ne.jp/article/2021/08/19/46146.html.

IT Media NEWS, “5 >H L 1 7HRET/EABEDOHFAELX, RV ILKF
DAVIURILAVYILE D YDBFER 17 9 2021, [ > 5 4 ]. Available:
https://www.itmedia.co.jp/news/articles/2109/17/news149.html.

Scan Net Security, ‘P REENT YLD T 7THE, EHEET—2 PEA
IEERAEES1E,” 30 8 2021. [ > 5 4 >]. Available:
https://scan.netsecurity.ne.jp/article/2021/09/08/46258.html.

Security NEXT, “EEMRRFTO/N\GBER, —/\DBF B LEKEE" 109
2021. [# > 5 4 ). Available: https://www.security-next.com/129574.
DataBreaches.net, “Crystal Valley Computer Systems Infected By Ransomware
Attack,” 19 9 2021. [# > 5 4 >]. Available: https://www.databreaches.net/mn-
crystal-valley-computer-systems-infected-by-ransomware-attack/.
BASHANTTT—42, 0 0—nN)LeXa) T BRAMEELHLKR—F 2021 FE
1 mE¥H” 211 2021. [# > 5 4 ]. Available: https://www.nttdata.com/jp/jal/-
/media/nttdatajapan/files/services/security/nttdata_fy2021_1q_securityreport.pdf.
Za—RAAT7HARY, ‘REBGRERIIT YA MIRET7 I EX - JLART
Ao MERAFH,” 67 2021. [+ > 5 4 ). Available: https://www.security-
next.com/127865.

43
© 2021 NTT DATA Corporation



[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

References

BRARHIRERER, BANEET S IRERFVSA VAT I ~ADF
E77RICEDHEEHRFEHRRHICET HEEVESHMOHE,” 127 2021. [~
Z 4 ). Available:
https://www.cosmospc.co.jp/notice/upload/ed661581b067c469eb29047679fa8a8
6e6446fe7.pdf.
Za—RAATHARY, ‘BREBERY A MIFET VLR - ¥ LAERRH
DEIEEME,” 13 7 2021. [# > 5 A ). Available: https://www.security-
next.com/128099.

Za—RAMT7HARY, ‘GREERMORY IV TITTET IR - &
LAERHIEE,” —2—RXHA 7KK, 1472021, [ > 5 4 ]. Available:
https://www.security-next.com/128114.

B2t E v v T 4 L HHFRANEET ST UITA 0T 3 v TADT
E7 7 ERICEBHENERFRICET 2EFEVESHMOE,"2072021. [ 25
4 ]. Available: http://fs.magicalir.net/tdnet/2021/1446/20210719469018.pdf.
AFRs#EARR ‘BHIEET S BARKAR avELTHA b ~AD
FET7VERICLBEANFERRAWVICEAT SEEVESHMOE,” 2172021, [4
>4 V]. Available: https://www.mainichigenki.co.jp/210721.pdf.

X 21tt SONS-MARKET, “B£#tAEE Y 4 TKQLFT TOOLS] ADARIET YVt
RIZEKBDEANERBEAWVICEAT EIEZEVEEMOE,"2672021. [ 54 V).
Available: https://kqlft.com/card.pdf.

BRIV, BMUANEET 240 F4 023y TADFET IV ERIZED
BEAFRRHICEAT 2V ETHRE, BXRL T V,1682021. [ 54
). Available: https://www.fancy-fukuya.co.jp/topics/news20210816/.
FrvTA03—FaFILkReHE, I Loy bh— FEHRRHEICET S E
HULEBHLE, FyyvITMoa—Faf ks, 1882021, [F 254
). Available: https://thehairbar.jp/blogs/news/information001.

BRSO T ER, MUNEET S OTXEBWEBY A L] ~AOFRETY
TRIZEBBEABHRFBAVICETIEEVEEMoE,” AR ERH,
23 8 2021. [+ > 5 4 ). Available: https://komakimusic.co.jp/pages/important-
notices.

AU BE, ‘BEVERHMLE [bFF2I3/4023vT] ~AOFE
TOERIZEBBEABRRBZNIZOWT,” XEHz5E,792021. [F2 54
). Available:

https://www.tachikichi.co.jp/2021/09/07/%e3%81%8a%e8%a9%ab%e3%81%b3
%e3%81%a8%e3%81%8a%e7%9f%a5%e3%82%89%e3%81%9b/.

44
© 2021 NTT DATA Corporation



97] #XEHERER, BHIEET S FBEEOF I3 9T ~AOF
E7 7RI BPEABRBAVICEAT2EFVESMLE, KXEHEER
fm, 14 9 2021. [ > 5 1 >]. Available: https://www.sekiya.com/notice/.

98] BZT v IR, RAXKHO—T—ILINEET S [FLZEC] ~DFIE
TOERZDOWT, RET VI #HARF, 16 92021. [ > 5 4 V). Available:
https://www.toshibatec.co.jp/information/20210916_01.html.

[99] Vv O —#X&wu, ‘PEEAN. FHFEIOTHRBEE RAOH] . BEREEDL
BEEERES=rhEHHKE," 25 11 2021. [ > 5 4 >]. Available:
https://news.yahoo.co.jp/articles/980d2096cc9d2da53b075b994¢26982605¢c759
2c.

[100] X BRI RR—YFHEL, “tREH. BELRIIEKRE HFEIOTFOEE
T,” 10 11 2021. [# > 5 4 ). Available:
https://www.nikkansports.com/sports/news/202111100000113.html.

[101] TREND MICRO, “ T74—F 7 x4 91 IZKBFEHOY TS5 (4 Fr— U KREIC
Z5 : 2020FEDEH SR % F A, 10 12 2019. [4 > 5 1 ). Available:
https://blog.trendmicro.co.jp/archives/23044.

[MO2INECY Y a—23 A/ R—B2 “T4—TT7x49 THEHEFEOFAIZLY
SREBESINDIHEFZEND—2] ) FH. [ 54 ). Available:
https://www.nec-solutioninnovators.co.jp/ss/insider/security-words/33.html.

[103] ZDNet Japan, “CEOIZRE YT ELIzT4—T 74 U DEETH2600HHDEE
HEN,"592019. [4 > 54 ] Available:
https://japan.zdnet.com/article/35142255/.

[104] Microsoft, “EE#IEERXIRICEA (T 1=#T-GER Y #HAIZDLNT,”792020. [ 54
). Available: https://news.microsoft.com/ja-jp/2020/09/07/200907 -
disinformation-deepfakes-newsguard-video-authenticator/.

45
© 2021 NTT DATA Corporation



NTTDaTda

Trusted Global Innovator

Published on January 10, 2022

NTT DATA Corporation

Security Engineering Department

Hisamichi Ohtani / Chihiro Oyama / Daisuke Miyazaki / Kantaro Kudo / Yusuke Ota / Yuzuki Ezaki / Kenji Nagata
nttdata-cert@kits.nttdata.co.jp


mailto:nttdata-cert@kits.nttdata.co.jp

