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Challenge Approach Key Takeaways
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Overlay Management Net
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. Virtual private cloud (Region - A)

Amazon EC2 instance
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. Virtual private cloud (Region - B)

Amazon EC2 instance

Cloud PoP Cloud PoP
Overlay SD-WAN Network @ {1?1}
Blocked Local Internet Inter-Region traffic
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Our design principles
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Outcome

AFHEAR & ER T # % KigEHa
8 AT/ O—N)IHY—ERETH S
D—yavERDILED T 7L — MMb

ELEHARERE & O X M ER % ML
e At RORFAEERNML
DHREZIE LIE-> =07 1T EE

ERTHAER L >2mBEREARHEHR
EROABS % BB
BAR - REEGIE - AIAEEEE HA



AWSYx—2 FH—

B X D3E

O NTTDaTa

Amazon S3IZfRTF L 72VPC Flow LogsEN w7 7 7 FPoPDEMIER H b5 KIFW = /N v F TIER
Enr vy oiIlEFALAYE2 MY Y —RIFAWSY A= FDF=OR T —Z E U T 1 ZFER
ETRWERIIRFHERE ANFT U RE-FZRELET EORERT - BEEEHICHG
BEEEDONRET DI ETHNF R EFER

o ClaC T Na==:q»

AWS Account (VPN)

Virtual private cloud (Region 1)

Cloud PoP Cloud PoP

AWS Account (Management)

Virtual private cloud (Region 2)

Cloud PoP Cloud PoP

©)

Flow logs
Amazon S3 Amazon S3
Amazon Athena - i
(VPC Flow logs) T FEEER
Lambda function Scheduler

Lambda function ! i
v g vIRE  Amazon DynamoDB R EEET
EE RS



REEHA#3—F& L TES @) NTTDaTa

AWS Well-Architected ICE#L L 7-REEHEHE AR > — & | TEE

ZEEAHZICO—FEDRY > —& L TEELEBEERD H/NF > X & FESFR
EREBERAEENANBICHIREINAR L —> 3 F LT oL > X A2FEH
BICEWF T LEBIAEFEELEWTEICEY—BLERY Y —AFRH /-

Security Enforcement Configuration Management Compliance & Audit Controls

AWS IAM Identity Center AWS Systems Manager Amazon S3
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v a VIER T EN=E

@ AWS Organizations Amazon DynamoDB
s THhUVIOHEE é ﬂj . :

Y

ErhEE BERA YRR T B
[+
9. AWS Control Tower — AWS CodeCommit = AWS CloudTrail

°:§‘$§:° . R S —EREl </> s laCa— RE&HE A Ecds
° - AVER B . @iy srE=m . EMRE DB




AWSDHT7 U T4 TERLA"RERTA—Nibxy b7 =7 —EX

AWSH A 74 7aRETRAIICE Y, X - ER0B&EMbEANFT VX EFE] L,
ERE X EaX o a—/NLSD-WANY — B X % 55 HARS C124H 5944

Winning Factors Capability Value
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