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to Infiltrate U.S. Companies| [44]&ABILEL, FLFONAEIZ, TETRIESIKE THEM SIS Super Micro o
~ PR —RIRRL L NS~ A 7aF o 7 DA FITRY , FIENEDOTF v 7 %18 U CRIE O F R O 1
WIZT 7 BAL QN ZEWNIB DO TLIZ, ZORRHFONEIZ OV TIL, Apple X° Amazon, % EHE B EIAA CTRERGE
ALIR0ELTZ,
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# 8: Super Micro fl~A/uFvEHEO HKE

BT | BEBOME

10/4 Bloomberg Businessweek 7% Super Micro fil|D~% —R—RIZ~A7aF v 7 BNHDIAFITEY, Fv 7/ %8
CTCHE#RICT 7 BAL TN EVIONR DO REESCEE [ The Big Hack : How China Used a Tiny Chip to Infiltrate
U.S. Companies] ZABHLEL7= [44],

10/4 Amazon. Apple. 332X Super Micro 1%, Bloomberg Businessweek DIREGDIERIIIXIL T, BFA—/LDFE
Iz > CTRFEEEZFELZ [45],

10/4 Amazon L. Bloomberg BusinessWeek @ Super Micro #lldD~A27aF 12T AT DOWT, BEDFH
AZRFLEL-, N—FU =TI TAREN Roo7-28Y | BUFEDOFRAEL W ETIRLUEL- [46],

10/5 SR - BUMF B E A (GCHQ) 22 FOEFE A —tF 20T 1% — (NCSC) 1T, HEE B EL-
Apple X° Amazon Z BRI/ ET D RAEZHOMNILELT [47],

10/8 Apple DFHREF VT 4 Y F#E D George Stathakopoulos G723, iS5 DAY E— U TR EBHERNE L L
HELEL, TApple 1, EBEEOHDHT v 7H I N—RU = 7K E | RBE XN AA N MEgstEd . ZiuET
IZEDY—/NTH RO 83720 EL TV ET [48],

11/2 | K EPiZE B 1% FBI &E B2 2R FEE 12, Super Micro DH— N —<H—R —RNICH [E ORI T
JEFEREH L CTEEOHDLT v B2 AT T80 ‘93?& EOMETHEZRD FL7-, B LR ES
IZ. Bloomberg Businessweek D& 2% 5K BEOB EEEHBLH X2V EaR < FE LT [49],

12/11 | Super Micro Computer 2SEAZIZXI T HABAEM 2T, ﬁﬁ%ﬁ: \ZEBFRERE RA AL, Rt~
— R —=RNIZEEE 72— =7 PMEAFIN T2 EHR U BT O W TTRERLU T F o722 o iz LT
F7 [50],

2.4.2. Huawei B30 H k=

The Wall Street Journal DA IZEZAUT, KEBUHIE AN —ZL2RE EOYAZIZ725L L T Huawel 54 H L7
WIDIZ AR, RV A2V 7 I EORIRFEEIIK L TEFEZIT oS T E T [51), £ D%, A EBUFC K FiEE
EENIBIZENENOFRHZREFLRIRGEEEVELL,

# 9:Huawei BAE DO HEE

AT | O

11/23 | The Wall Street Journal D#GEIZF AU, KEBURFIE A/ — L ERFE EOYAZ1Z72%E L T Huawei i
ERHALRWINC AR, R4V AZ)T 728 ORI FEIG L TEREZ T Tcdsn TV EY (510,

11/28 | 22— —J  ROMEREE L, EFREZERE~OMEEZIBIZ, [ENEEEAW O Huawei 23HEELT S
5G Hana i 45 EVOBEREESLELE [652],

12/5 BT BOFIE, KEOBEFEIZIY Huawei D s E T (CFO) & /i (Wanzhou Meng) Fo& /37— 3 —
TREELEL, KE O AT B HIFEIE L LTS 724 QW ET, Huawel 1XREEICEIL THEIEL
TWDIEHRITZRL, HEROBALEFRL QWO EDFHZRERL W ET [53],

12/5 AXY Z3@(E KT BT 23, Huawei SLMAZBEAFED 3G, 4G O Fwip sy NI — 7345 BHERRL . 5G DRy R —
JEHEILELTHHE LW ERIALEL [54],
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12/7 | RAYVBUIE, 5GO Ry NI —ZHEEEIZAT, WD A= —Ro AT 7 RS PERUI N # 2R L EL
72o WA OBIEE RO LIZb D TY [65],

12/10 | HARBUMIZ, THRA TR B RRAMED 1 B E RO FTEIC R+ 2@ H 8 2 £ | Huawei ZZTED
AL ZBUNFENDHER T D LR EL LT [56],

12/14 | RAYTLansid, INFETEEDO XX —LO R | 28k #& 248 %, Ericsson, Nokia, Cisco, Huawei & F=Z 4>
FLUTEZLITH LT, AT RS2 B L TWDEBLMMCLELT [67],

12/14 | 77 ADBERFAL L DIE, 5GOFy NI — ST Huawel ORGZHEH L2V H#HE R LELE

(571,

2.5, Magathe e B I oY AN — B

2.5.1.

Yur (Y
BT ARBLZ, V7 =T I8 X207 ¢ EOMTIEDIE RSz L&z, MegatEn A< AR SIDHT
MaETEHAL TITONABHEOZETT, 4 TUYHI Tl Microsoft 85, Adobe

W2, ZDNfEES
LM P T A ERHVELT-, PaTF A

WER X, MaattE a2 B SN -5 8 O B0 K& < Microsoft $55<° Adobe S IR HEH L = BLLBASE TR
HHEBAN X VT 4 H 7 0/ T A0 BEAwE A2 O£ L,

# 10 BurABEBOHEH]

EER)

i faga & 5 RS

10/9

Windows CVE-2018-8453 | Microsoft #1:i% Windows (2B BHEg5EDEIE 7 vr T h % AL EL
2o ZOW, CVE-2018-8453 DWEHHPEIC S\ T, AtLIZDEM OFE
TR A | LR UE LT [68], Kaspersky fHiZdAuiX, 8 HIZH
WOz, A ss P2 B U7 AR I B3 T o EL T2 [59],

10/23

Windows - SandboxEscaper &4 35 Twitter =— 723, Windows DHERRFAL D fifa
§3tEL PoC a—RARABALELZ(X 5 ), F=—H1E 8 HiTh
Windows DFAT AT Y 2 —F 28T HAERFA k& D egatt 2 AL EL
7= [60] [61],

10/31

Cisco ASA | CVE-2018-15454 | Cisco IZ Cisco ASA, Cisco FTD (233175 SIP 7'mh=/UIZES 7% DoS i
IR ABHLELT, MegstEa ><ARIEZ: SIP BEZ L7z LT, [
FRIFAEAN R O HZFEFOMNNT E LT, 11/6 AR FRIFIXMass 2 1E
LI BT 7 o =7 2 NBILEL T2 [62],

11/8

VirtualBox | — X2 UT HIFEH Sergey Zelenyuk FGAY VirtualBox OAE NIC (ZRF
DHERRFFE DO fagatEL PoC 2—REABLELT, & (Oracle I
BT 2FATO@ENIHVER A TULI, [FIRIFMES DB E I AR
RE-END R AT RBEEHIE ~O R L7 6 MR L7z &b~
TWET [63],
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11/6

WordPress

CVE-2018-19207

WordPress D777 A WP GDPR Compliance THE[EF-¥& D M54 )3
FHRINFEL, HBEHITIZOMSEEZEAL, B0V A My IR
TR T LERELTWEL [64] (M 6 ZR), BMRE=<IT, 7774
VBRI 11/ 7 [Tt S IE LT TR 7 v = 7 2 AR L LT
[65].

11/13

Windows

CVE-2018-8589

Microsoft 1% Windows (2RI T DMedatEDE 70 r T LA AL EL
72o ZOW, CVE-2018-8589 DMagsh:iz >\ T, [AfIX HEHOFFE%
WERBE 1 EINFLUE LT [66], Kaspersky fHIZLAUiE, 10 Al
BRI, [RIMEss P2 B U7 AR RS B T o £ LTz [67],

12/5

Adobe
Flash Player

CVE-2018-15982

Adobe f:i% Flash Player Off:E=—R34T | HEIRFAE DO ags & 1E
AR 7 =T 2 A LEL- [68], Gigamon #HizkiuiX, 11 A
(e T OEFREEAZAR . [FIME55 A LI AR R S B AT b i
FEL72 [69](K 7 Z/H),

12/11

Windows

CVE-2018-8611

Microsoft 1% Windows (2RI T DMedgtEDEETmr T LA AL EL
7zo ZOW, CVE-2018-8611 DHsgstEiz >\ T, [ IEM O F 5L
MR ) EANFELELT- [70], Kaspersky #iZd4UiX, FruityArmor,
SandCat 72 EEE DV AN —BREM DB RN EEZEHL TOhELE
(711,

12/19

Internet

Explorer

CVE-2018-8653

Microsoft #LIZEBIAD X2V TAHMEIET 17T LA NFLELTZ, ZD
717 A Internet Explorer DAV 7 he D AZEIT 5, EE2—R
FATOMeFMEAETET 2D TLT, J A& D Google Threat Analysis
Group |ZXAUT | BRI B TR A S CELT [72],

12/21

thinkPHP

FRE#L PHP 71 —2AU —2% ThinkPHP |Z3EE=— R E4TOMTH TR T
RENFL, BX 2T 442 VulnSpy 75 PoC /AR L7-E %75 Web
P — XD BAIAS L, 45000 LL D Web AN BEESEL-
(731,

13




SandboxEscaper

@SandboxEscaper

Follow

github.com/SandboxEscaper ... Here's a
low quality bug that is a pain to exploit..
still unpatched. I'm done with all this
anyway. Probably going to get into

problems because of being broke now..
but whatever.

SandboxEscaper/randomrepo

Repo for random stuff. Contribute to
SandboxEscaper/randomrepo development by creating
an account on GitHub.

5:39 PM - 23 Oct 2018

5: SandboxEscaper A Twitter T Windows DffE§54L PoC =—RZ2ABEL7= [61]

files  termic Eval

Server IP : Your IP :
Time @ Server : 09 Nov 2018 01:30:28

Apache/2.4.29 (Ubuntu) | PHP 7.0.32-4+ubuntul8.04.1+deb.surv.org+1

O  name size OWner perms modified
] [.] action DIR drwxrwxr-x 09-Nov-2018
01:30:25
(] [..1 action DIR drwxrwir-x 11-Sep-2018
10:39:25
(@] [ wp-admin ] action DIR drwxrwir-x 08-Nov-2018
09:37:42
o] [ wp-content ] action DIR drwxrwxr-x 08-Nov-2018
10:30:23
@] [ wp-includes ] action DIR drwxrwxr-x 30-0ct-2018
17:34:06
O .htaccess action 544 B TW-TW-T— 08-Nov-2018
09:19:55
O error_log action 8.61 KB -TW-T--T- 08-Nov-2018
10:48:07
O index.php action 418B TW-TW-T— 11-Sep-2018
10:42:09

6 REFEINT- WordPress VA MIRBEINI N\ IR T 7’0y 7 LDOFRREE [64]
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Federal State Budgetary Institution
«Clinic 2 »
Office of the President of the Russian Federation

| Employee Questionnaire (Full) [Job Application]

:| Position of Application
l:l Current Company Division

\:I Date of Current Employment

How Did You Hear About Vacancy

il 1l

T
al 1§
1l

Level of Proficiency [Certifications] — e

Hobbies Outside of Work

7 Total Pages of
Personal Questions

7 a7 DEFEEE~MER RSB A— L TEMN SN FIAE L E ST EEDSCE [69]

2.5.2. HRvhxvh

2018 /£ 3 A .4 HIT CMS YZhU =7 ® Drupal T, #ER=T—RETOMagHM: 2 £ CVE-2018-7600(Drupalgeddon),
CVE-2018-7602 23Moti ) CTI RSN FE LT, IBM £iE, 10/10 (2ZDffegatta AL TRy o b Shellbot (Z&YLEE2
AW LEL [74], iZh, LFOLI7e 10T #aeo—XOaistEZ B L TRy by Mtk 35 5612350
EJ0 e

# 11 RybRyrDEHF]

RS B

10/25 | Hadoop Radware #1723, 2018 4F 3 HIZABEEI 7~ Hadoop YARN Dix Rz — NS THERED Mags 44
AL TELGEL, Ry bRy b 35 DemonBot 2% HL7=EAE L ELZ, 10 AL, [FME
VAT 2IB(E2Y 1 BT 100 HEILL EFAELEL [76](K 8 &),

11/1 | IoT #§#%. | TrendMicro #£743, loT H§#5-<° Linux — O a5k a BB T2 Perl SREX—ADR YRy
Linux ¥ — | FMaWRELEL7Z, B ARORE KD FTP — 3, N7 55 V2B O Dovecot A—/LH—
N7pE A, ARy bRy RO C&C H— L TSI TOELT [76]

11/7 | BroadCom | Qihoo 360 t£7%, L—2% 10 THELU LI 9 ZH) THRSIVZAR Y MRy RND | =L 27~
L — K70 | JERESH DO DANAA— NV PIELENPNTWDLERELELZ, Ry bRy O IX,
& BroadCom #40> UPnP B§REZ AN LTz —#TLiz [77],

15




______

September 23rd 2018, 08:20:26.981 - October 23rd 2018, 08:20:26.981

westamp per 12 hour

X 8 Ay hxwh DemonBot DIE(EEIEK [75]

H 0,000
18-1 3-10-0 2018-10-13 é:meshlamppe:;a;d 21 2018-10-25 2018-10-29 2018-11-01
9 Ry PR IR THINV—ZDEE [77]
2.5.3. FOfhowE
# 12 Mgt ERA L DM B BRER
H A O Maga % = G2
11/6 Kibana CVE-2018-17246 | Elasticsearch @7 rax K Kibana 127 7 A /L4 ADMagH T JL.E
NEL, EBEOHL I BEE N esath 2B LI=5A . JavaScript 77 A
NET o7 a—RL fEEOa—REEITT2B8ZF00nH0ET, 11/21
1238 HLE D CyberArk #E23EF5 D EERISe PoC Z2ABIL £ L7 [78],
11/12 | Internet CVE-2016-0189 | Qihoo 360 ££:23 IE ¢ VBScript =237 D MEF9 M2 HE F 4~ A B B Ak 20
Explorer CVE-2018-8373 | L7=&EMAE L EL-, AT A= 84 DarkHotel O H &4504T
CVE-2018-8174 | LE£L7~, DarkHotel IZJbEAfEL DB A RS TUVVET [79],
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11/15 | nginx CVE-2018-16843 | Antuit #£:2% nginx O MaggPE% B H 2B EOFTIRA AL 7o &t L E
CVE-2018-16844 | L7z, (EIE7 0T L3 ABRE T 43, AR FH OEE1ZIX DoS HES
CVE-2018-16845 | {HFMIEIRE L2 THBENNHVET , X —0 T =T Ny —T 4 —

TLC, [FMETETEIZBI T 500 & 2L CuVELTZ [80],

12/1 | - - TheHackerGiraffe &£\ Y9 Twitter .—M3, U4 5 HHELU EICRET
7% AL. YouTube F ¥ F/L PewDiePie DI FE A FEUMNT DA/ LAY
= (X 10 2) ZFIRILTZ, ZOT VA ZIZARIET 7 E2AL TAVE
—VxEIRT 2 FEZMEIANLEES (K 11 ) B LELE
[81],

12/3 | Kubernetes | CVE-2018- T FEEY TRy 2T Kubernetes (ZIRZI 72 HEBRF-H D MEFH D%

1002105 RENFELI, Gravitational #:23, 12/5 (2 PoC a2—R&ABHLEL-

[82], F7~. 12/9 ITHF%EE DS PoC OF EE)EZ/ABAL £ L7~ [83],

10 YouTube F %> %/V PewDiePie DEEFZFEONNTAA A A — [81]

Everyone will see your message.

Contact us at info@printeradvertising.com
to secure your spot in the most viral ad

campaign in history.

We have the ability to reach every single
printer in the world! Reservations are limited.

X 11 PV ZIZAYE—VZEIRIS B LI THOANLESE
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2.6. <=y

2.6.1.

Tt LT

Sophos fEDL AR —NMIEIUL, TV LU= T 1, DERDARRFE S Ha AN W ENS, B E DX —7 v i)
FE R BB ZRAT L D 0bHE) T, WEEFENFE CTHRIET A3 O T A7 =7 H B85 THRY, 1 HFH7zho
B EREADEE KT DHEAICHVET [84],

£ 13 UL T OEH

Afr | B
10/25 | #HFED T A =T FilesLocker 7% RaaS(Ransomware as a Service)& L CHEHEIN TWHD %,
MalwareHunterTeam 233 RIL £ L7, XN IzFREDIH 60603 I FE DB 31725, T 7V =A
_tf q].;nkﬂ%nn@/\‘—/ﬂ/ﬁlffbiﬁﬂ [85]
11/25 | 7AVT AAAFINOEFRBEBIN T Y L0 =TIk G L £ LT [86],
11/29 | BFAZUTHIOr —T7 VA —NBRELELTEN, EBRICT AT ITEYEL, BELEILLELL,
12/1 1 ¥E2HmBHLEL, [87],
12/5 HET PC 10 THEUENTF A LTI LE LT, BIZHY 7 7 =7 EasylLanguage [ ZHEMO=—R
75>&7\éh Y7 e O TER SN Y 7 I T AT 2 TR L E LT, T A =TT 7 AV
kL. WeChat #&H1T 110 J&(1,700 FIAHS)DH REZINE RO HLEBIT, L TA P —E 2D
AlE ha WAEKHELLOTLZ (K 12 2HR), 7>V A0 7 1 SNS H—E A0 Douban % VT C&C H—3
LEELCOELE, 12/6 ICHEBIHIT Y AT = TERO e 2 L £ L7 [88],
11989 SHBREBITEERGATRIRTRE : 513185 FHRE L% Tamwnriio mausecsainp mesamoss
HERIKES: = 169 N EHINE
———a= e et
REEERRER Y
i - C:\UsersV \Desktop\release\exc
wAAEEETA | [ owe coxer i r o\
C:\Users" ‘Desktop\release\nts
S i
A3 ng:zz\ \Qg:?l:toarcicascitra
= C:\Users\ \Desktop\release\tra
C:\UsersV \Desktop\release\tra
C:\Users\ \Desktop\release\tra
FHERRE \ Ci\scrs QU \Desktopireleasc o)
WiRTem R T2005-08-08 06:45:36 | BT HE. AT EONFRL TARIEERRindonsREE .
%yz{gm:gﬁ%g @18@ gg;ég‘g%%%a REERERE B L M XetE (B12KE) RERLamlikEi, LR
FESRRRTRAIRE, (fRAENERTEEEIIRFE, NERS SR XAR TEALHHR DA BEEETFR
EHFLXAECEBREFAERN. AS I REXHIEHLEAEET, TREIEERRY. (ﬁﬁfc?_
X 12 Fv VAT BHEREDTIANVVEERL TWDHETE [88]
2.6.2. EHEALTIEIENETHVNT T
TR HA, KEREDEEA L TIINPAN—BETHAEA1E IE T 58, TTRATEBEETZEDR RO, EfMmd

a0, T OB KIT D720 ET,
ESET #1i%. =/v 7 =7 Industroyer & NotPetya M=—RMELCTWA (X 13 28R 22 R L, 10/11 ITHRELELE
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[89], YA/ N—3LIEEE ] TeleBots(BlackEnergy)2s EEi D 2 2D~/ w7 OBFIZEI S L CWWELTZ, Industroyer X
2016 FEZT 7 TAF OESIHEFE ~DBEfFE A, B EERAEIEELTZ, — . NotPetya [ 2017 2[R CLV 7T A
FEHNTHATL, BUFCA SR it &2 KIFLELT-,

Links between TeleBots, BlackEnergy, Industroyer, and (Not)Petya

l | [ 1 l

DEC 2015 DEC 2016 DEC 2016 - MAR 2017 ]UNE 2017 APR 2018
oo o @ - — oo ° @
i 1 Attacks on
financial sector
BlackEnergy attack Industroyer attack (Not)Petya attack Exaramel backdoor

causing a blackout in Ukraine causing a blackout in Ukraine via the M.E.Doc backdoor discovered in the wild

13 <)L =7 Industroyer & NotPetya o EEEEHE [89]

£ 14 EEAVT7TOREEY]

HAF | e

10/15 | 7AUA ) —AhaTA4FMDOKIER ONWASA 23~/L 77 Emotet (&Y L F L7z, EIHDOTDR[IET
— AR = ADFAER A IR BIVELTZ [90];

10/19 | NSA o L7z En b AN —H > — )L DanderSpritz, FuzzBunch % L7 % &% Kaspersky £E23
WELEL, nv T A7, =7 D Windows 2003/2008 Server 50 B ANESL F U7, JF I FE, i@
5. IT, R&D EEPEMITRVEL 911,

10/31 | ATL DA77 HiliE Ry NI —2 3 Stuxnet [ ZHEEILIow VD =7 OB EEZ 2L ATV DT LE R
ISR ELTZ, Stuxnet |& 2010 £4E(2A T ORIREHEX ~DBE TSNz~ v=7T9 [92];
11/27 | L3/ UAE OBUFBLEY A Nl To~ A =TI DK B % Cisco fH23 AL £ L7z, DNS Z7U%Hu»
T C&C H—EE(EL, DNSUX ALV N T Ay =T B A MZFEE 5 FIETLE (93],

2.6.3. GREMERS. SRl —ERAEAEN LT DAY T

US-CERT 723, $A/N—% AR HIDDEN COBRA (255 ATM ISR IEICEL A% 5| & H 775 E) FASTCash O3 #rif
Ha 10/2 \ZABLE L=, 7 AU B EYFIZ, HIDDEN COBRA ZALEAREEUR & B AT CUVEd [94], 7= FireBye 4t
M, 10/3 N2 AR —IBAER APT38 (ZBIT AL AR —RABLELTz, LAR—NMZEIUR, RZV—71% 2014 4ELIRRIC
13 7 [E, 16 LA EOGRERING 11 BRAVLL EEREAEESIET, APT38 IXALEAfEBUM L DR # A RIS TERY, Ik
SIfEBU OSNVEESDRRNEE e Dl FAN—BENIEFRLT DI NnHYET [95],
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R 16 SRBEEE~DB ]

EEDE

10/2 X7 N7 DanaBot 237 AU A DA RFSB IR Z LK L7-E CheckPoint fE3#HIELELT,
DanaBot |IA T AL\ F 7 ORGEFE A B Lo~/ T 27 T, fERIFT—my /3 A — AU T ZAE)I
LCWELE [96],

10/9 N7 A Panda Banker 237 AUA 1A HARBEFERIZHLELL TDE Cylance (BN E L E LT,
IV MI—R ENE®R, B BEOTU ALy MOIFRREZ B IAIELTOES [97],

11/7 | NF 7 haA® TrickBot 73 Windows @ RAC?DIEHHINEE T HIH127e0FELT=, RAC 121X, Y7 =T
DAL AR—/VIBIERS OS THAELIZTT—RENFERIILTOET, /ERE OERNIAHTT A, 710>
YT A= NI EOBEBRICERSNABENRHVET [98],

11/16 | A/ X—ZEEER] MoneyTaker & Silence (255, By 7 D& RN AAZRNI LT T 4o v T A— VI B %
Group-IB HEMNHELE LT, T4 v T A=) UL, oo T OHREITOA— VA2 HESTEY 770V %
FALE~ AT 2 TG T 50D TL [99],

11/20 | Trend Micro fhid, ¥4/ N\—KBEEM] Lazarus 23 F K OBFEEEN Ny VR T 2 LT o HEE2R LT
WELELE [100],

11/22 | Kaspersky #L23, /X0 7 haA LT B A0 =7 O S & SR >F/ AL~/ 7 =7 [Rotexy | ¥R 5L
FLiz, 2O~ =T X, SMS ZEHELZD, T A REFEHAARRRIZLIZOL T, FREZEERLIZVLET,
FITrT T O—FEAERNT, T HELL EORBEFEALEL [101]

12/6 Kaspersky #E23, I —2o RORIT~D P AN =LA HE L ELT-, KEBEH X, *v 7 7, Raspberry
Pi, Bash Bunny®*% FIVNTERITD LAN (2 AL, iEmfa#lEY — a2 A Ah—/ L LELE [102],

12/11 | PayPal 77> MDA %U5Te Android heA DA% ESET L3 #HE L £ L7, Android hEADARE L,
Android D7 72 B VT 4 HEREA TR L C EEGRGEZ/ SALEL: [103],

12/11 | YA X—40FREE] Cobalt 73H Y —/L ThredKit DF/N—Tar R L, SNy IR T H AL Ah—/L¢ 55
PED Office LEZAFHL TWET, Cobalt [TARBEEI DRy N — 7 ~DIRAZFELL TWET [104],

12/19 | Menlo Security #1723, 7AVA | AFYAD R 2L Te A— MK OB B AR E L ELTZ, A—/VDOIRSS
TrANEEITTHE ERERIEY — VIS E S [105],

2.6.4. ZTofwryT
# 16 ZOf~A 7T DEH]
Afr | iR
10/11 | Cisco fHi%, HEHEVPHIYIT—FEZZEHE CELOHMO Android heADAREZFE R LI LMELEL,

D=7 1L, “Google Play Market”|Z{A3E L CRYLL ., mMR CT 77 A 2 AT D, HILW.NET DY
— 2O —REaL ANV L TEATEHEN TR R COVET, [106] (K 14 /7).,

2 Reliability Analysis Component
3 USB ARVZREL AR T, Bt oD as T/ s I 0% F T TED,
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10/11 | Microsoft Office DEETF 4 ZDMagstk CVE-2017-11882 Z M- A3 B4 B L7-L SANS 2V
FLTz, A—/WZEMEDO CEZIRM L, brADOAKSE Razy [ LSE5F 0 TLE [107],

10/24 | 79V NVOEEY —E RZ I XA— )L T/ 7 = T IR RS E DK % TrendMicro R38R L ELZ,
Windows D IEH 7 07T A THD, wnic, certutil 2 VA SN EEAYCTL7Z [108],

11/19 | RIATLRab =2 T 7VEHEIET 7 VIR Google Play THIISILCUWDD% BESET OAFZEE R R LEL
Teo 77X 13 BY, & 5F 56 FEILL EX T m—RETVELEE [109]

11/27 | D PowerShell A7V T NMZLD, A XV T HI ST A/ S BA—/ VKBS Yoroi 4L E L ELT, ISR L-
U DEREWNELT-D ATV = ay bR IRLTZ0 L £ [110],

11/27 | VA—=NRTNAT 4T %N LG9 57 — 2% Trend Micro #23HE L £ L7, Autoit' S FETaL /A LE
N7 7 ANV ARID< LT 27 C, F—a ) —=° DDoS V—/LELUTEMELET [111],

11/28 | TESHAIH -7~ AutoCAD R—AD< /L= T2\ Forcepoint #03ELELT-, /LU= T KK
IELisp S B CRUIB SN TN, FEEA AR AT o T ELT, HE AR, Mla, UAEIZEGEE
RKLTWEL [112],

12/11 | FBE. SOHO N—FZfEm )2 HfED T/ 27 A%k Novidade % Trend Micro #E23VRE L ELT-,
CSRF Maggtka >\ T/b—& D DNS BREAZFEMZ | L —F B FORMAE L EMET A h~FHELET
[113],

oogle P ayM.. Play Store

"0 90O

< O O
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