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ḴḥᴻḐᶎƎ NTTDATA-CERTᵫ ᶊ ᵶᵾ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶊ ᶄᵬƎᵼᶍ

ᶊᵩᵰᶪ᷅ḵᴻḘḳ ᶱ ᶍ ᶆ ᴴ ᵶᵾᶡᶍᶆᵸG

1.1 2020ᶿḲḻḜḋ᷄HḙḱḲḻḜḋ᷄ ᵪᶨ ᵾ᷊ᶹḘᴻ ᶍ

2021 7 9 ᶊ ᶆ ᵴᶫᵾ 2020ᶿḲḻḜḋ᷄HḙḱḲḻḜḋ᷄ ∙֩ ᴲ ᶿ

ḲḻḜḋ᷄HḙḱḲḻḜḋ֪᷄ᶆᶎᴲ ◖☺ᶊ☼ ᵫᵡᶪᶧᵥᶉ᷊ᶹḘᴻ ᶎ ᵲᶩᶝᵺᶲᶆᵶᵾ

ᵫᴲ ᵮᶍ᷊ᶹḘᴻ ᵫ ᵶᶝᵶᵾG ᶿḲḻḜḋ᷄HḙḱḲḻḜḋ᷄ ≠╢ ᶍ

ᶱ ᶂᵾ ᵫᵡᶂᵾ╗ ᶆƎ ᷊ḟḱᶹḉᶼᴻḻᶣ ᶿḲḻḜḋ᷄HḙḱḲḻḜḋ᷄

ᶇᵣᶂᵾ ᶍḁḎᴻ᷄ḣḳḈᶗᶍ᷊ᶹḘᴻ ᶡ ᵶᶅᵩᶩƎ ᶍ ᵧᵣᶉᶈᶍᶹ

ḻ᷿ḏḻḐᶡ ᵴᶫᶝᵶᵾG ᶆᶎᴲ ᷈ḵḒᶻᶹḳḁᶍ ᶣ ᶍ ᶍ᷊ᶹḘᴻ ᶍ

ᵫᴲ ᵪᶨ ᶍḁḎᴻ᷄ḣḳḈᶗᶍ᷊ᶹḘᴻ ᵫ ᵶᵾ╗╣ᶆᶎᶉᵣᵪᶇᵣᵥ

ᵧᶱ ᵶᶝᵸG

1.2 FortiGateᶍ ᶍ ᶊᶧᶪ

Fortinet ᵫ2019 5 ᶊ ᵶᵾSSL-VPN FortiGateᶍ CVE-2018-13379ᵫᴲ ᶍ

ᶆ∟ ᶇᵶᶅ ᵫ ᶲᶆᵩᶨᵹƎᵲᶍ ᶱℓ ᵶᵾ ᵫ ᵣᶅᵣᶝᵸG

CVE-2018-13379ᶎᴲ ᶍ ᵪᶨ ᶗᶍᶷ᷄ḃḁᶱ ᵸ SᶅSL-VPN ᶊ ᵶƎ

ᵫ ᵧᵣᵶᶅᵶᶝᵥᵾᶠ ᵫ ᵮƎFortinet ᶣ ᶍḃ᷂ḭḲḎᶸ ᵫ ≥ ᶱ ᶩ

ᵶᶅᵣᶝᵸG ᵼᶫᶊᶡ ᶮᶨᵹƎ ךּ ᵫ ᶝᶉᵣ ᵫ ᵡᶪᶍᵪ ᵼƎᶍ ╣ᶱ ᵶƎ

ᶍ ᶇ ᶍ ᶱ ᶠᶪᵾᶠᶍ ꞌᶊᶃᵣᶅ ᵶᶝᵸG

1 ᶽ᷅Ḅ᷄ḎᶸḞ᷊ḦḲᴻ
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1.3 iPhoneǡÔBlastDoorÕǵ ǌǾȥɖȘɓȬȘ

2021 8 Ǟ ȢȺȍȏȐȋÔPegasusÕȅ ǖǒiPhoneǫǡȥɖȘɓȬȘ ƿ ǈǿǱǊǒ¡ Ǣ iPhoneǞ ǱǿǾ ȅℓ Ǌ

Ǚ  ╓ ǫǡɊɋɓȋȘȤȢȅּס ǞǌǾǆǛǚPegasusȅȍɜȢȱºɔǊ  ǡ ȅ ǊǙƷǱǊǒ¡iOS 14ǞǙ ǈǿǒȤ

ȖɎɓȯȌ ǚƵǾÔBlastDoorÕǷ ǡiOSǡ ℓ ǡ ǲȅ ǊǙƷǾǆǛƿ ǊǙƷǱǌ¡ǌǚǞȤȖɎɓȯȌȋȬɀȰº

ȱƿ ǈǿǙƽǽ iPhoneȅiOS 14.8∙ ǞȋȬɀȰºȱǌǾǆǛǚ ȅ ǚǀǱǌ¡ ǡǵǛǵǛǡ Ǣ Pegasusȅ ǖǙ

ǡ ȅקּ ƾǞ Ǟ ǌǾǆǛǚǌ¡ ǝ ȅ ǌǾǛ  ƾƿ Ǟ ǘƷǙ  ȅ ǊǙ ǚǀǾǻƹǞǝǖǙ

ǊǱƹǒǴ ǐǡ ǞǐǃȂǝǂǝǽǱǌ¡ǊǒƿǖǙ ǆǡ Ǣ╗ ȅ ǌǾǆǛǢǝǂ ǌǚǞ ǈǿǙ ǵ ǲǡǒǴ 

ȋȬɀȰºȱȅ ǌǿǣ  Ǣ╗ ǡ ǫ ǊǱǎȆ¡

1.4

2021 7 9 ǞƽƷǙǵ EC-CUBEȅ ǊǒECȞȍȱǚWebȢȖɈɜșǡ ƿ ǊǙ ǊǙƷǾ ǚǌ¡ǆǡǻƹǝ ƾǼ 

ȅ ǊǒǱǱǚ ǉȆǞ ǘƾǝƷȞȍȱƿ ǚǵ ǌǾǛ ǈǿ ǊǣǼǂEC-CUBEǞ ǌǾECȞȍȱǡȍɜȠȰɜȱǡ ƿ

ǌǾǛ ǊǱǌ¡

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǚǢ ȓɈȘɖɜ ǡƽǐǿǷȞȍȹº ǡ ǡ ǵטּ ǝƷǛ ƻǼǿǾǆǛƾǼ  ȓɓɜ

ȽȬȘ¤ȺɒɓɜȽȬȘǛ Ǟ  ǡȢȯºȘɄɔȩȅ ǖǒȾȌȬȠɜș ǷȞɀɒȍȪȐºɜ ƿ ȂǿǾǛ ǊǱǌ¡

Ǳǒ AIǡ ǡ Ƿǐǿȅ ǊǒȞºȼȢƿ ǈǿǙƷǱǌƿ  ǢAIȅ ǊǒÔȰȌºɀȾȐȍȘÕƿ ǡ ǛǊǙℓ

ǈǿǾǆǛƿ ǈǿǱǌ¡

1.ȑșȥȘȯȌȿȞɇɓº

4© 2022 NTT DATA Corporation

ᴾ

ᴾ
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1¥ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ǡȞȍȹº ǡ

2.1 2020ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ƾǼ ǒȞȍȹº ǡ

2.1.1. 2020ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ǚǡȞȍȹº ǡ

2021 7 9 Ǟ  2020ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ È∙   ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘÉƿ ǚ ǈǿǱǊǒ¡

ȜɖȳȏȍɔȢǡ☼ Ǟǻǽ 1 ǡⱫ Ƿ ǝǜǡ ƿ Ǽǿǒ│ ǡ ǚǊǒ¡

ǆǡǻƹǝ ȍɂɜȱǢ  ǡ ƿ ǱǾǆǛǵƵǽ Ȟȍȹº ǡ ǞǝǽǱǌ¡ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ

ǵ ◖☺ ȠȢȯɉǷȶȬȱɘºȘǞ ǊǙ ȂǎǙ4+ ȅ ƻǾȞȍȹº ƿƵǽǱǊǒ¡ǒǓǊ  ǞǻǽǌǬǙȿɖȬȘǊ  ◖

☺ǫǡ☼ ǢǝƾǖǒǆǛƿ ǈǿǙƷǱǌ [1]¡

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǞ Ǌ ǈǿǒȞȍȹº ǡ ȅ 1Ǟ ǊǱǌ¡ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ

≠╢ È∙   ≠╢ ÉǷ ȓɓɜȽȬȘ≠╢ ǡ ȅ ǖǒ ƿƵǖǒ╗ ǚ ȠȢȯɉǡ≠ ǡȞɀɒȍȪȐº

ɜǷ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ǛƷǖǒ ǡȢȯºȘɄɔȩǫǡȞȍȹº ǵ ǊǙƽǽ  ǡ ƻƷǝǜǡȍɜ

ȠȰɜȱǵ ǈǿǱǊǒ¡

ǝǏ ǓǄǚǝǂ  ǡȢȯºȘɄɔȩȅ ǖǒȞȍȹº ƿ ǊǒǡǚǊǺƹƾ¡ ǚǢ  ∫ǡȢȯºȘɄɔȩȅ ǖǒ

Ȟȍȹº ƿ Ǌǒ ╣ǷǐǿǼǡȞȍȹº ǡ ǡ ȅ ǊǱǌ¡

2 ḐḜḋ᷄

2020ᶿḲḻḜḋ᷄ᴴḙḱḲḻḜḋ᷄ ᶇ ḐḴḻḑ

5

1
1 ǡ Ⱬ ȅ Ǆ Ǟ
ⱱȅ ǦƾǄǾ Ɋºɔ

2020

4 זּ
ȓɓɜȽȬȘ¤Ⱥɒɓɜ
ȽȬȘ

Ⱬ Ǟ ƹ ǡ ⱱȅ ǴǾ ǡɊºɔƿ ǈǿǱǊǒ¡ǈǼǞ  ǡ Ǜלּ
ǊǙȪȚȬȱȅ ↨ǚ ǚǀǾǛ ǖǙ  ǞɊºɔǚ ȅ ǈǎǱǊǒ [2]¡

2
ȓɓɜȽȬȘ≠╢

ǡȞºȹǞɒɜȞɉȏȐȋ
2020

4 זּ
ȓɓɜȽȬȘ≠╢

ȓɓɜȽȬȘ≠╢ ƿȞȍȹº ȅ Ǆ  ǡȞºȹǷPCǞɒɜȞɉȏȐȋƿ Ǌ

Ǚ  ǡȰºȨǞȋȘȤȢǚǀǝǂǝǽǱǊǒ¡ ǡ ǵ  ǵƵǽǱǎȆ
ǚǊǒ¡ ǡ ȅ Ǚ ǿ ƻ  ȅ ǊǱǊǒ [3]¡

3
ȓɓɜȽȬȘ¤Ⱥɒɓɜ

ȽȬȘǡ Ȟȍȱ
2021

3 ∙
ȓɓɜȽȬȘ¤Ⱥɒɓɜ
ȽȬȘ

ǡ ɓɕºǡɒȍȿאל ȅ ǖǒȞȍȱƿ ǈǿ  ƿ ≥ȅ ǦƾǄǱǊǒ¡
ȅ ǊǻƹǛǌǾǛ IDǷȺȢɘºȲ   ȘɕȡȬȱȔºȲ ǛƷǖǒ ǡ

ƿ ǴǼǿǱǊǒ [4]¡

Ǟǵ  ǡȢɆºȭ ȞȍȱǫȋȘȤȢǌǾǛȿɒȏȟ ȢȺɉȅ╥ǀ ǆǌ ǝǜ 
ȞȍȱǞǻǾ ǡ ƿƵǽǱǊǒ [5]¡

4
ǡProjectWeb ȋȘȤ

ȢǞǻǾ ≠╢
ǡ ƻƷ

2021

5
ȠȢȯɉǡ≠

ǡɀɖȡȐȘȱ ȞºȼȢǚƵǾProjectWebǫ ȋȘȤȢƿƵǽ  ȞȍȹºȤ

ȖɎɓȯȌȤɜȨºǞ ǌǾɀɖȡȐȘȱǡ ƿ ǊǱǊǒ¡ Ǌǒ ǡ ǞǢ 
≠╢ ǡ ǵ ǱǿǙƷǱǊǒ [6]¡

5
ǲȪȚȬȱǡ Ʒ Ǌ

ȅ ƹ Ȟȍȱ
ȓɓɜȽȬȘ¤Ⱥɒɓɜ
ȽȬȘ

ǲȪȚȬȱǡ Ʒ ǊǡȾȌȬȠɜșȞȍȱƿ ǈǿǱǊǒ [7]¡

© 2022 NTT DATA Corporation
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2.1.2. 2020ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǚǡȞȍȹº ǡ

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǚǢ  ◖☺ǫǡ☼ Ǣǝƾǖǒǵǡǡ  ≠

╢ ǡ ǓǄǚǝǂ ȠȢȯɉǡ≠ ǡȞɀɒȍȪȐºɜǷ ȓɓɜȽȬ

Ș¤ȺɒɓɜȽȬȘ ǡ  ǡȢȯºȘɄɔȩǫǡȞȍȹº ƿ ǊǙƷǱ

Ǌǒ¡ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ Ǟ ǚ ȜɖȳȏȍɔȢƿ ǊǙ

ƷǒǆǛǞ╗╣ƿƵǾǛ ǊǱǌ¡ǱǒǐǿǼǡȞȍȹº ǡ ǛǊǙ Ȟȍȹº

ǡ ǞⱲǖǙƷǒּס ƿƵǽǱǌ¡ 2Ǘǡ ȅ Ǌǂ ǊǱǌ¡

È1É ӡ¥ ȜɖȳȏȍɔȢǡ

2020 Ǟ ǈǿ Ǳǒǒǂ Ǟ Ǟ Ǌǒ ȜɖȳȏȍɔȢǢ  ȓɓɜ

ȽȬȘ¤ȺɒɓɜȽȬȘǡ1 ǡ Ⱬ Ǜ ǛƷƹ ǀǝ☼ ȅ ǯǊǱǊǒ¡

Ⱬ Ǜ ƿ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº ǫǜƹ☼

ǊǒǡǚǊǺƹƾ¡

Ǣ2020 ǡ ȅ ǊǙƷǒǒǴ  ≠╢ Ǣ Ƿ  

ȅ ǊǙƷǱǊǒ¡ǊƾǊ 1 ǡ Ⱬ ǞǻǖǙȖɌɜȤɔǷ ȅ ƹ ƿƵǽ 

ǐǿǞ ǖǙ נּ ƿ Ǌǒǽ  ƿ ǋǒǽǌǾƽǐǿƿƵǽǱǊǒ¡ Ǣ 

ǆǿǼǡ ǷƹȂǈǞ ǊǙ  ȅ ǖǙÔ1 ǡ Ⱬ ȅ Ǆ Ǟ ⱱȅ

ǦƾǄǾ ɊºɔÕÈ 1ǡ 1ÉǛƷƹȨȍȱɔǡȾȌȬȠɜșɊºɔ ȅ ƷǱǊǒ¡

ǚǢ ȍɜȨºȶȬȱ ǚȢɆºȭȅ Ǌǒǽ ȅ ǊǒǽǌǾ ·ƿ ƻǙ

ƷǱǌ¡ ǞǻǽȍɜȨºȶȬȱ Ƿ ǝǜǡוֹ ƿ ¡ǈǿǱǊǒטּ

ǀǖǛ ǵ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ǡWebȞȍȱȅ ǊǒǽⱣ Ǌǒ

ǽǌǾ ·ƿ ǌǾǛנּ ǊǒǚǊǺƹ¡ Ǟ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ

ȞȍȱÈ 1ǡ 3Éȅ ǖǒȾȌȬȠɜș ƿƵǽǱǊǒ¡Ǳǒ  ǫ

ǞǝǖǒǆǛǞǻǽ ȪȚȬȱǡ Ʒ Ǌƿ ǊǱǊǒ¡ǐǿǞǻǽ  ǲȪȚȬȱǡ

Ʒ Ǌȅ ƹ ȞȍȱÈ 1ǡ 5Éȅ ǖǒȾȌȬȠɜș ƿƵǽǱǊǒ¡

ǆǡǻƹǞ  ȜɖȳȏȍɔȢǡ Ǟǻǽ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ

Ǜ ǡ ƿ  ǊǒǒǴ ǐǿǞƵȂǎǙטּ ǫǡȞȍȹº ƾǼ

ȾȌȬȠɜș ǫǛ ƿ┌ǖǒǛ ǊǱǌ¡

2. ȱȽȬȘ

ᴾ

ᴾ

᷈ḵḒᶻᶸḳḁᶍ ᶊᶧᶩƎ

ᶍ ᶎ

᷊ᶹḘᴻ ᵪᶨ

ḝᶸḋ᷿ḻ᷅ ᶗ

6
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2. ȱȽȬȘ

∞
∞

1 1 Ÿ ȢɇɄ ǡ

2 2 Ÿ ȾȌȬȠɜșǞǻǾ ǡ

3 7 ŷ ȶȬȱ ǡ ¤ ¤Ȱɇ

4 5 ŷ ɊºɔǷSMS ȅ ǖǒ
¤ ǡ ǞǻǾ

5 3 Ź ȘɕȡȬȱȔºȲ ǡ

6 4 Ź ȍɜȨºȶȬȱȹɜȖɜșǡ

7 10 ŷ ȍɜȨºȶȬȱ ǡȞºȼȢƾǼǡ
ǡ

8 9 ŷ ǞǻǾȍɜȨºȶȬȱ

9 6 Ź ȋɀɓǞǻǾȢɇºȱȾȒɜ ǫǡ

10 8 Ź ȍɜȨºȶȬȱ ǡȞºȼȢǫǡ ɖșȍɜ

È2É Ӣ¥Ȟȍȹº ǡ

IPAƿ ǊǙƷǾÔ ȤȖɎɓȯȌ10 ≡ [8]ÕÈ∙  10 ≡ÉǛ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº ǡ ȅ

ǊǱǌ¡10 ≡ǛǢ  ȤȖɎɓȯȌ ǡ ƿקּ ƽǻǦ ȅ Ʒ ǐǡ1 ǚ Ǟ ǀǝ☼ ƿ ǼǿǒȤȖɎɓȯȌȍ

ɜȠȰɜȱ Ȟȍȹº   ǝǜǡȍɂɜȱȅ Ǌǒǵǡǚǌ¡2020 Ǟ Ǌǒȍɂɜȱȅ ǞǊǙ ǈǿǒ2021 ǡ10 ≡ȅ

2Ǟ ǊǱǌ¡

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº ǞǢ Ô1 ǡ Ⱬ ȅ Ǆ ⱱȅ ǦƾǄǾ ɊºɔÕÈ 1ǡ 1ÉǷÔ

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ ȞȍȱÕÈ 1ǡ 3ÉǝǜǛƷǖǒȾȌȬȠɜș ƿƵǽǱǊǒ¡ȾȌȬȠɜș Ǣ 10 ≡ǡ

ǡ2∞ǚǌ¡Ô ǡProjectWeb ȋȘȤȢǞǻǾ ≠╢ ǡ ƻƷÕÈ 1ǡ 4ÉǛƷǖǒȞɀɒȍȪȐºɜ

Ǣ 10 ≡ǡ ǡ4∞ǚǌ¡2020 ǡ10 ≡Ǟǵ ȾȌȬȠɜș ǛȞɀɒȍȪȐºɜ ǵ ∞Ǟ ǖǙƽǽ ǆǡ2Ǘǡ

Ǣ ·ƾǼ ǊǙƷǾǆǛƿ ƾǽǱǌ¡

ǆǡǻƹǞ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº Ǜ ǡ10 ≡ǡ ∞ǡȞȍȹº ƿ ǊǙƷǾǒǴ  ȓɓɜ

ȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº Ǣ Ȟȍȹº ǡ ǞⱲǖǙƷǒǛ ƻǾǆǛƿǚǀǾǚǊǺƹ¡

2¥ ȤȖɎɓȯȌ10 ≡ 2021 [8]

© 2022 NTT DATA Corporation

∞
∞

1 5 ŷ ɒɜȞɉȏȐȋǞǻǾ

2 1 Ź ǞǻǾ ǡ

3 - NEW
ȯɕɘºȘ ǡ
ȴɎºȷºɇɔǝ ǀ ȅ ǖǒ

4 4 Ÿ ȞɀɒȍȪȐºɜǡ ȅℓ Ǌǒ

5 3 Ź ȼȡȶȢɊºɔ ǞǻǾ

6 2 Ź ǞǻǾ ƻƷ

7 6 Ź ǎǟIT ǡ Ǟ ƹ

8 16 ŷ ȍɜȨºȶȬȱ ǡȞºȼȢǫǡ ɖșȍɜ

9 7 Ź ≥ǞǻǾ ƻƷ ǡ

10 14 ŷ ǡ Ǟ ƹℓ נּ
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2. ȱȽȬȘ

© 2022 NTT DATA Corporation

ᴾ
ᴾ

ᵿᵰᶆᶉᵮ

ᶍḁḎᴻ᷄ḣḳḈᶍ ᶡ
Ḑ Ḵ ḻ ḑ ᶎ2 0 2 2 ᶡ ᵸ ᶪ

2.1.3. ǱǛǴ

ǚǢ  ȜɖȳȏȍɔȢǡ ǞǻǖǙ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘȅ ǖǒȞȍȹº ƿ  ǓǄǚǝǂ  ǡ

ȢȯºȘɄɔȩǞǵ Ǌǒּס ƿƵǾǆǛǛ ǐǿǼǡ ǢȞȍȹº ǡ ǞⱲǖǙƷǒּס ƿƵǾǆǛȅ ǊǱǊǒ¡

ȜɖȳȏȍɔȢǡ ƿ ǂǆǛǷ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ∙ ǡȞȍȹº ǡ ȅ ǱƻǾǛ  ǌǾ ǝ

ȍɂɜȱǚǵ ȍɂɜȱǡ ǓǄǚǝǂ  ǡȢȯºȘɄɔȩȅ ǖǒȞȍȹº ǡ ƿ ǈǿǱǌ¡ǐǡǒǴ ȠȢȯɉǡ≠

ǡȞɀɒȍȪȐºɜǷȍɂɜȱǡ נּ ǛƷǖǒ ǡȢȯºȘɄɔȩǵ Ȟȍȹº ȅ ǄǾƽǐǿȅ ǊǙ ȅ ƷǱǊǺƹ¡

2022 2 ƾǼ ǌǾ 2022ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ǡ Ǣ  ǡ ȜɖȳȏȍɔȢǡ ǷȞȍȹº ǡ ƿƵǱ

ǽ ǊǝƷǛטּ ƷǱǌ¡ǐǡǒǴ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǛ ǡȞȍȹº ǡ ǞǝǾǛ ǊǱǌ¡
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3 ᵧᵣ

FortiGateᶍ ᶉ

3.1 FortiGateǡ ǡ ǞǻǾ

Fortinet Ǣ 2019 5 Ǟ CVE-2018-13379ȅ ǊǱǊǒ [9]¡CVE-

2018-13379 Ǣ Fortinet ǡSSL-VPN FortiGateǞ ǌǾ ǚ 2019

2 ǡșɖºȹɔȤȖɎɓȯȌ ɕɆºȱǚǵ ǝ

ǛǊǙ ǽ ǅǙƷǱǌ¡ǆǡ Ǣ☼ ƿ ǀƷǒǴ  Ǟ

Fortinet ǡPSIRTÈProduct Security Incident Response TeamÉǷ ǡȤ

ȖɎɓȯȌ ǵ  ǞȂǒǽ ≥ ǊǙƷǱǌ [10]¡ǊƾǊ ǈǱǉ

Ǳǝ ƾǼǡ ≥ ǵ Ǟ ǊǙ ǊǝƷ ƿ ǊǙ

ƽǽ ǆǡ ȅℓ Ǌǒ ǞǻǖǙFortinet ǡFortiGateǡ ǡ

ƻƷǷ ǡ ƿ ǽ Ǌ ǊǙƷǱǌ¡

2020 11 Ǟּך ƾƿ ȅℓ ǊǙ Ǌǒ 5 ǡFortiGateǡ

ȅȍɜȨºȶȬȱ ǚ ǊǙ  ǀǝ ȅ ǴǱǊǒ [11]¡

ǚ ǊǙƷǾFortiGateǡ Ǣ ǐǡƹǔǡ 1 ǞƵǒǾ5

ǚǊǒ¡ ǡ ǡ ǞǢ  ǝǜǡ ╔ Ƿ  

ǝǜƿ ǱǿǙƷǱǊǒ¡Ǳǒ2021 9 Ǟǵ Fortinet ƿFortiGate 8 7

ǡ ƿ ǊǙƷǾǆǛȅ ǊǱǊǒ [12]¡ ǚǢ  ǡ

ƿ∟ ǛǊǙ ǱǝƷ ╣ȅ Ǌ  ǡ Ǜ ǡ ȅ ǴǾ

ǒǴǡ ꞌǞǗƷǙ ǊǱǌ¡

2019 5 ƾǼ2021 9 ǡ ȅ 3Ǟ ǊǱǌ¡

3¥Fortinet PSIRT ǦȤȖɎɓȯȌ ǞǻǾ ≥

Ȩȍȱɔ
2019

5 24

Fortinet PSIRT Ǟ ǈǿǒHTTPɓȦºȢ
ɓȘȑȢȱǞǻǾSSL-VPNȅ
ǊǒFortiOSȠȢȯɉȾȊȍɔǡ
ƻƷ [13]

2019

9 2

JPCERT/CC ǡ SSLVPN ǡ Ǟ
ǌǾ ≥ [14]

2020

7 16

Fortinet PSIRT SSLVPNǡ ȅ ǛǊǒATP

29 [15]

2020

11 27

JPCERT/CC Fortinet FortiOS ǡ SSL-

VPN ǡ CVE-2018-

13379 ǡ☼ ȅ ǄǾɄȢȱǞ
ǌǾ ǡ ǞǗƷǙ [16]

2020

11 30
Fortinet PSIRT

CVE-2018-13379 Ǟ ǌǾȋȬ
ɀȰºȱ [17]

2020

12 3
Ȟȍȹº

ȤȖɎɓȯȌ
ȤɜȨº

Fortinet VPNǡ CVE-

2018-13379 Ǟ ǌǾ ȍɜ

Ⱦɒ ǞǗƷǙǡ ≥
ǡ ǞǗƷǙ [18]

2020

12 11

Fortinet PSIRT FireEyeɕȬȲȪºɉȭºɔǡ
[19]

2021

4 2

CISA/FBI Fortinetǡ ℓ Ǟ ǌǾ
CISA-FBI[20]

2021

4 3

Fortinet PSIRT ȺȬȪǛ ǡ [21]

2021

5 27

FBI MI-000148-MW [22]

2021

6 1

Fortinet PSIRT ȶȬȱɘºȘǡ ȅ ǌ
ǾǞǢ ȺȬȪ ȅ ǌǾ
ǆǛƿ סּ [23]

2021

9 8

Fortinet PSIRT ℓ≥ǡƵǾȋȘȨºƿFortiGate

SSL-VPNǡ ȅ [12]

9© 2022 NTT DATA Corporation
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3.1.1. CVE-2018-13379ǡ

CVE-2018-13379Ǣ Fortinet ǡSSL-VPN FortiGateǞ

ǌǾ ǚǌ¡FortiGateǢ  Ƿ ɘºȘǝǜǚȍɜȨºȶȬ

ȱƾǼ ǡ ȶȬȱɘºȘǫǡȋȘȤȢǞ ǊǒSSL-VPNȅ

ǊǱǌ [24]¡SSL-VPNǚǡȋȘȤȢǞǢ Fortinet ƿ ǌǾVPN

ȘɒȍȋɜȱȦȾȱȅ ǌǾȱɜȶɔɋºȲǛWebȿɒȏȟȅ

ǌǾWebɋºȲƿƵǽ ǆǡɋºȲȅ ǌǾɆºȨɔ ǞȺȢȱ

ɒȹºȞɔǡ ƿ ǊǱǌ [25]¡ Ǣ ǆǡ ȅℓ

ǊǙ  ǝǊǚFortiGate ǡ ≥ǡȾȊȍɔȅ ǊǙȩȏɜɖº

ȲǚǀǾƽǐǿƿƵǽǱǌ¡ Ǟ Ǣ FortiGate Ǟ ǈǿǙ

ƷǾsslvpn_websessionȾȊȍɔǡȺȢȅ ǊǙȩȏɜɖºȲȅ

ǲǱǌ¡ǆǡȾȊȍɔǞǢ SSL-VPN ǡɏºȟIDǛ ȺȢ

ɘºȲƿ ǱǿǙƷǾǒǴ ǵǊ ƿǆǡȾȊȍɔǡȩȏɜɖº

ȲǞ ǌǿǣ  Ǣ  ȅ ǖǙ ɏºȟǞǝǽǌǱ

ǊǙ FortiGateǫSSL-VPN ǚǀǙǊǱƷǱǌ [26]¡

ƿSSL-VPN ǌǾǛ ɏºȟǛ ǡ ǡȠȢȯ

ɉǫȋȘȤȢǚǀǾǒǴ FortiGate Ǟ ǈǿǙƷǾ ƿ

ƻƷǌǾ Ǟ ǱǽǱǎȆ¡ CVE-2018-13379ȅℓ Ǌǒ

ǡȠȢȯɉǡ ƻƷǷ ǉȆǝǜ  ƿ ǀǂǝǽǱǌ¡

Ǟ ǌǾFortiGateǡȾȊºɉȏȐȋȹºȡɐɜȅ∙ּז

ǡ 4Ǟ ǊǱǌ¡

4¥ ȾȊºɉȏȐȋȹºȡɐɜ

ȺȬȪ ȹºȡɐɜ

5.4 5.4.6 5.4.12

5.6 5.6.3 5.6.7

6.0 6.0.0 6.0.4

3.1.2. CVE-2018-13379ȅℓ ǊǒɒɜȞɉȏȐȋ

È1ÉɒɜȞɉȏȐȋÔCringÕǞǻǾ

ȱɕɜȲɇȍȘɖ ǞǻǾǛ 2021 1 ƾǼ4 Ǟ ƿȍɜȠ

Ȱɜȱ ꞌȅ ⱱǊǒɒɜȞɉȏȐȋ ǡƹǔ  7 ƿɒɜȞɉ

ȏȐȋÔCringÕǞǻǾ ǚǊǒ [27]¡CringǢ ȾȊȍɔǡ∆ טּ

Ƿ ÈɒɜȞɉȷºȱÉǡ  ȹȬȘȋȬɀȾȊȍɔǡ  

ȠȢȯɉ ǡ ǝǜטּ ǝɒɜȞɉȏȐȋǡ ȅ Ʒ

Ǳǌ¡ Ǣ  ǡȶȬȱɘºȘǫ ǊǙ ȶȬȱɘºȘ

ǚȭºɔȅ ƷǙȋȔȏɜȱ ǡ ǷCòCȞºȹǛǡ

ǝ ǡǷǽ ǽǌǾǒǴǡȹȬȪȾȊȍɔȅ Ǌǒ ǞɒɜȞ

ɉȏȐȋȅ ǊǙ ǈǎǱǌ¡ ƿ ǚ Ǌǒ ǚ

Ǣ  ǢFortiGateǡ ȅℓ ǊǙ ǊǙƽǽ  Ǟ

CVE-2018-13379ȅℓ Ǌǒ ƿ ƵǽǱǊǒ¡Ǳǒ ǵƹ╗Ǘ

ǊǒƷ Ǣ  ȅ Ǆǒ ǡ ǞǢ ȤȖɎɓȯȌȺȬȪȅ

ǊǒǞǵ ȂǼǍ FortiGate ǡSSL-VPNɏºȟǡȺȢɘºȲ

ƿ ǓǖǒǆǛƿ ╣ǚ CringǞǻǾ ȅ Ǆǒ ƿ

ƵǖǒǆǛǚǌ¡

10

3. ƻƷ



© 2022 NTT DATA Corporation 11

È2ÉȞȍȹº APT29ǞǻǾℓ

♣ ǡ ȞȍȹºȤȖɎɓȯȌȤɜȨºקּ (NCSC)ǛȔȳȩ

↨ ÈCSEÉ  ǡCISA NSAǢ ÔDukesÕǱǒǢÔCozy BearÕ

Ǜǵ ǣǿǙƷǾȞȍȹº ÔAPT29Õǡ ǡ ǡ╗ǗǞ

Fortinet ǡ ƿ ȂǿǙƷǾ ȅ ǅǙ  ǡǻƹǞ ǊǙ

ƷǱǌ [28]¡

ÔATP29ÕǢ ǈǱǉǱǝȭºɔǛ ǚ  Ǟ    ȠɜȘ

ȨɜȘ ═ ƽǻǦȑȶɔȗº ǝǜȅ Ǟ Ǌ

Ǚƽǽ  2020 ȅ ǋǙ Ȕȳȩ   ♣ ǞƽƷǙ COVID-19

ɘȘȪɜ Ǟ ǌǾ ·ǝ ȅ Ǟ COVID-19ɘȘȪɜǡ

Ǟ ǌǾ Ƿ ȅ ǳƽǐǿƿƵǽǱǌ¡COVID-19ɘ

ȘȪɜǡ ȅ ǛǊǒ ǡ ǚǢ  ǡ ɂȘȨº

ǚ  ƿ ǌǾ ǡ IPȋȲɕȢǡ ȢȖɌɜǞǻǽ

ȅ Ǌ  Ǟℓ ǊǙƷǱǌ¡ℓ ǌǾ ǞFortiGateǡ

CVE-2018-13379ǡ  2019 4 ǡșɖºȹɔȤ

ȖɎɓȯȌ ɕɆºȱǚ ǽ ǅǒCitrixǡ  2020

1 ǡșɖºȹɔȤȖɎɓȯȌ ɕɆºȱǚ ǽ

ǅǒPulseSecureǡ ǵ ǅǙƷǱǌ [29] [30]¡

È1É CVE-2018-13379ǡ

ӡ SSL-VPN ǡ

SSL-VPN ȅ ǊǙƷǝƷ Ǣ SSL-VPN ȅ ǊǙǂ

ǓǈƷ¡SSL-VPN ȅ ǌǿǣ ǓǿǵSSL-VPN ȅ ǚǀ

ǝǂǝǽǱǌ¡ ǵ Ǌǒ ȅℓ ǊǙSSL-VPN

ǚ ȋȘȤȢǚǀǱǎȆ¡ǒǓǊ  ǡ ǵSSL-VPN

ȅ ǚǀǝƷǒǴ  ȅ ƷǱǌ¡

È2É CVE-2018-13379ǡ

ӡ ȤȖɎɓȯȌȺȬȪǡ

CVE-2018-13379ȅ ǌǾȤȖɎɓȯȌȺȬȪȅ ǊǙ

ǂǓǈƷ¡∙ּזǡ 5Ǟ ȺȬȪ ǡ ƿ ǲǡȹº

ȡɐɜȅ ǊǱǌ [13]¡

ɕɆºȱ ǚǢ5.4 Ǜ5.6 Ǣ ǞɊºȔȞɆºȱƿ

ǊǙƽǽ  Fortinet ǢȤȖɎɓȯȌȺȬȪȅ ǊǱǎȆ¡6.0

ǵȘɓȯȌȔɔǝ ǡǲȤȖɎɓȯȌȺȬȪȅ ǌǾ

ǝȞɆºȱǞǝǖǙƷǾǒǴ ȤȖɎɓȯȌȺȬȪȅ ǊǝƷ

ƿƵǽǱǌ¡Fortinet ƾǼ ǊǙȤȖɎɓȯȌȺȬȪ ǡȞ

Ɇºȱȅ ǄǾǒǴǞǢ ȹºȡɐɜ6.2 ȅ┐ ǊǙǂǓǈƷ¡ǐ

ǡ   ƷȹºȡɐɜƾǼƷǀǝǽ ǡȤȖɎɓȯȌȺȬȪȅ

ǊǙȹºȡɐɜȋȬɀǊǙǊǱƹǛ  ƿ Ǟ╥ ƿǿǝƷ

ǆǛƿƵǾǒǴ ≥ƿ ǚǌ¡ ȅ Ǟ╥ ǃǒǴǞǢ Ɋº

Ȕǡ ǌǾ ǚ ǞȺȬȪȅ Ǌ  ȹºȡɐɜǞȋȬ

ɀșɕºȲǊǙǂǓǈƷ [31] [32]¡

11

3.1.3. CVE-2018-13379ǡ

CVE-2018-13379ǫǡ ǛǊǙǢ ȤȖɎɓȯȌȺȬȪǡ

ƿ ǚǌ¡2019 5 Ǟ ƿ ǈǿǙ∙  2021 10

ǚǌǚǞ2 6ɟ ǵ ǊǙƷǾǒǴ ǱǓȤȖɎɓȯȌȺȬȪ

ȅ ǊǙƷǝƷ Ǣ Ǟ ȅ ǄǙ ƿ ƻƷǊǙƷǾ

ƿ Ʒǚǌ¡ǐǡǒǴ ǆǿƾǼȤȖɎɓȯȌȺȬȪȅ ǌǾ

Ǣ  Ǟ ƿ ƻƷǊǙ ƿ ǀǙƷǾ ǚ 

ǡ ǓǄǚǝǂ  Ǟ ǡ ꞌǵ ǴǙǂǓǈƷ¡

ǔǞ ƹǬǀ Ǜ Ǟ ǌǬǀ   ȅ

ǃǒǴǡ ȅ∙ּזǞ ǊǱǌ¡

5¥ CVE-2018-13379 ǲǡFortiGateǡȹºȡɐɜ

ȹºȡɐɜ ǲȹºȡɐɜ ȞɆºȱ

5.4 5.4.13 ȞɆºȱ

5.6 5.6.8∙ ȞɆºȱ

6.0 6.0.5∙ ȞɆºȱ

6.2 6.2.0∙ ȞɆºȱ

3. ƻƷ



© 2022 NTT DATA Corporation 12

È3É È ƻƷÉǡ

ӡ FortiGateǡ

CVE-2018-13379Ǣ 2019 5 Ǟ ƿ ǈǿǙƾǼ

2 ∙ ƿ ǊǙƽǽ  ǊǙƷǝǄǿǣ  Ǟ ȅ ǄǙ

ƷǾ ƿ Ǟ Ʒǚǌ¡ǻǖǙ  CVE-2018-13379ƿ

ǈǿǙ ƿ ǖǙƾǼ ǌǾ Ǣ ǌǚǞ ƿFortiGate

ǡ Ǟ ǊǙFortiGate ƾǼSSL-VPN ǡ ȅ

ǊǙ  ɏºȟǞǝǽǌǱǊǙ ɖșȍɜǊǙƷǾǆǛȅ Ǟ

Ǌǒ ǚ  ǍFortiGateǫǡ ǡ ǡ ȅ ǊǙǂ

ǓǈƷ¡

Ӣ SSL-VPNɏºȟǡȺȢɘºȲ

ƿFortiGateǫǡ ɖșȍɜǞ ǊǙƷǒ  3.1.2ǡ

ǡǻƹǞ FortiGateǫȤȖɎɓȯȌȺȬȪȅ Ǌǒ ǚǵ

Ǣ ȅℓ ǊǙ ȺȬȪ ǲǡFortiGateǫ ǚǀ

ǙǊǱƷǱǌ¡ǻǖǙ  ƿ ǊǙƷǾ Ǣ ȤȖɎɓȯȌ

ȺȬȪ Ǟ ǍȺȢɘºȲ ǊǙǂǓǈƷ¡

È4É È ƻƷÉǡ טּ

CVE-2018-13379ǚ ƿ ƻƷǊǒ Ǟ ǼǍ 

SSL-VPN ǡ IPȋȲɕȢ Ǜ ǡ Ǣ 

ǡ ƻƷ ǡ טּ ǚǌ¡

ӡ SSL-VPN ǡ IPȋȲɕȢ

SSL-VPN ǡ IPȋȲɕȢȅ ǚǀǾ Ǣ SSL-VPN

ǡ IPȋȲɕȢȅ ǌǾǆǛǚ  ǡIPȋȲɕȢƾǼ

ǡ ɖșȍɜȅ ǚǀǱǌ¡ ƿ ƻƷǊǙǵ  ɖș

ȍɜȅ ǚǀǱǌ¡

Ӣ ǡ

ɏºȟIDǛȺȢɘºȲǡ Ǟ  Ƿ ɘɜȨȍɉȺȢ

ɘºȲǝǜǡ ȅ  ǊǙנּ ǡ ȅ ǲ ǎǙ

ǌǾ ȅ ǊǱǊǺƹ¡ ǡ1Ǘƿ ǈǿǙǵ

ɖșȍɜȅ ǚǀǾǆǛƾǼ  Ǣ ƿ Ǳǿ

ǒ ǓǄǚǝǂ  ǝȺȢɘºȲȅ ǖǙƷǾ Ƿ ȾȌȬȠ

ɜșȞȍȱǫ ǖǙȺȢɘºȲȅ ǊǙ ƻƷǊǒ ǵ ǝ

ǚǌ¡ǓǿǚǵȋȘȤȢּס ǝɆºȱǚ ɖșȍɜ ǀȞºȼ

ȢȅȍɜȨºȶȬȱǫ ǊǙƷǾ Ǣ  ǡ ȅ

ǂ ǊǱǌ¡

12

3. ƻƷ
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ᴾ

ᴾḙḁḷᴻḑ ᶊּנᵧƎIPᶷḑḴḁ ᶣ
ᶉᶈ טּ ᵫ

FortiGate ᶍ ᶊ ᵶᶅᶎ

ḙḋḉ ᶍ ᶇ
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3. ƻƷ

6¥ ƻƷ ╗

È ╢ / ╢ ǝǜÉ

[33] ╢ ¥7,995 [34]

[35]

╢ ¥ 5,000

È ↨≠╢ ¤ ╢≠╢ ȅ
ǂÉ [36]

√
[11]

╢ ¥431

È ╢ȅ ǂÉ [37]

₲
[38]

╢ ¥308 [39]

[40]
╢ ¥207 [41]

ɓȘɔºȱ[35]

╢ ¥15,807

Èȋɔȹȍȱ¤Ⱥºȱ ǳ) [42]

[43]
╢ ¥259 [44]

ȰȌºȔɕȬ
ȱ [45]

╢ ¥52 [46]

╔

[33]

╢ ¥2,791

È ȅ ǳÉ [47]

[48] ╢ ¥76 [49]

║
[50]

╢ ¥99 [51]

═
╗

╪ [33]

═ ¥180  
¥664 [52]
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3.2 CVE-2018-13379ȅ Ǌǒ ǡ

ǚǢ  CVE-2018-13379ƿ ǈǿǍǞ ǈǿǙƷǒ

ȅ ǊǱǌ¡

2 ǡ   CVE-2018-13379ǡ ȅ Ǌǒ Ǣ ȤȖɎɓ

ȯȌȺȬȪȅ ǚǀǝƷ ƿƵǖǒǡǚǊǺƹƾ¡ ƻǣ ÔȤȖɎɓ

ȯȌ Ǟ ȅƾǄǼǿǝƷ Ƿ ǡ ƿȤȖɎɓȯȌȺȬȪȅ

ǚǀǝƾǖǒÕǛ ǌǾǛ ƷǱǌ¡ǆǡ ƿ ǊƷƾǜƹƾ  ȅ

ℓ ǈǿǙFortiGateǡ ƿ ƻƷǊǒ ǡ ȅ ǴǙ ǊǱǊǒ¡

ǈǿǒ ǡ ȅ Ǌǒ ȅוֹ 6Ǟ ǊǱǌ¡ 6ƾǼ 

Ƿ   ╔ ǝǜ ǈǱǉǱǝ ǡ ǚ ƿ ǊǙƽǽ 

ǡ Ǟ ǖǙƷǱǎȆǚǊǒ¡ ǡ ǵ ·ǚ  ǽǷ ǢƵ

ǽǱǎȆǚǊǒ¡ǻǖǙ  ȅ Ǌǒ ╣Ǣ  Ƿ ǡ

Ǟ ╣ǊǙƷǝƷǛ ƻǱǌ¡

ǚǢ  6ǡ Ǣ  ǝ ɀɖȤȢȅ ǖǙƷǒǡǚǊǺƹƾ¡
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ȂǿȂǿƿ ƻǒ ȞȍȘɔȅ 1Ǟ Ǌ ∙ּזǚ

ȞȍȘɔȅ ǌǾ ɀɖȤȢȅ ǊǱǌ¡

ǱǍ  ȞȍȘɔǡ1Ǘ ǡɀɖȤȢǢ Ô Õǚ

ǌ¡ Ǣ  ǊǙƷǾ Ƿȹºȡɐɜ ȅ Ǟ

№ǌǾǆǛƾǼ ǴǱǌ¡ Ƿȹºȡɐɜ ȅ ǊǙƷǝ

ƷǛ 2Ǘ ǡɀɖȤȢǡÔ Õƿ ȂǿǱǎȆ¡ǆǿǞǻ

ǽ  ǡ Ƿ ≥ ƿƵǖǒǛǊǙǵ  ǡ ǷȦȾ

ȱȏȐȋƿ Ǟ ǌǾƾǜƹƾƿȂƾǽǱǎȆ¡ǻǖǙ 

ȅ ǌǾǆǛǵǝǂ  ȅ ǊǙǊǱƹƽǐǿƿƵǽǱǌ¡

2Ǘ ǡɀɖȤȢǢ Ô Õǚǌ¡ ǚǢ 

ǊǙƷǾ ǷȦȾȱȏȐȋǞǗƷǙ ɊºȔǷȤȖɎɓ

ȯȌ ȞȍȱƾǼǡ ȅ ǊǙ Ǌǒǽ ȤȖɎɓ

ȯȌ ǊǒǽǊǙ  ǡ ȅ ǊǙ ǊǱǌ¡ ǷȦ

ȾȱȏȐȋǡ Ǟ ǘǂǒǴǞǢ  ǡ Ǣ ƾǎǱ

ǎȆ¡ǆǡ ǡ Ǜ ǡɀɖȤȢƿ ǄǙǊǱƹǛ 

ȅ ǊǙ ƿ ǌǾƽǐǿƿƵǽǱǌ¡

3Ǘ ǡɀɖȤȢǢ ÔɓȢȘ Õǚǌ¡ɓȢȘלּ  ǚǢלּ

ǡ ȅ ¡ǊǱǌלּ ǞǢ  ǌǾ ǷȦȾȱȏȐȋ

ƿ ȅℓ Ǌǒ ȅ ǄǙǐǿƿ ǌǾ   ƿ Ǌ

ǒ ǡ☼ ǝǜȅ  ǊǙלּ ǡ Ǜ ȅ

ǊǱǌ¡ɓȢȘ ǚלּ ǡ ǡ ȅלּ ǾǛ 4Ǘ ǡɀɖ

ȤȢǡÔ Õƿ ǿǙ  ȅ ǄǙǊǱƹƾǵǊǿǱǎȆ¡

4Ǘ ǡɀɖȤȢǡÔ ÕǚǢ  ȅ ǊǱǌ¡ǆǡ

ɀɖȤȢǚǢ  ɈȢǊǝƷǆǛƿ ǚǌ¡ȤȖɎɓȯȌȺȬȪ

ȅ ǌǾ ǚǢ ǮǛȆǜ ƿ ǊǱǎȆƿ  Ƿ

טּ ǚǢ Ƿǽ ȅ ┴ƻǾǛ ƿוֹ ǼǿǱǎȆ¡ ǡȠȢȯ

ɉ Ƿ ǝǜ  Ǟ╗ ǌǾ ǡǲ  ǝ ǵ

ƵǽǱǌ¡ ┴ƷǊǙ  Ǟ╗ ǊǝƷȠȢȯɉǫ Ƿ טּ

ȅ ǊǙǊǱƹ ǵƵǽǱǌ¡

∙ ǡ4ǗǡɀɖȤȢǡƹǔ ǜǆƾǞ ƿ ǈǿ Ǆǒ

╣ƿƵǾǛ ǊǱǌ¡ǱǍ ƿǚǀǙƷǝƷ Ǣ 

ǚ ǊǙƷǾ ǷȦȾȱȏȐȋǡȹºȡɐɜȅ ǚǀǱǎȆ¡

ǐǡǒǴ  ȅ ǊǙǵɓȢȘ Ƿלּ ǎǍ 

ǡ ≥ ƿ ǽ Ǌ ȂǿǒǛǊǙǵ ǡ ǷȦȾȱȏȐȋ

ƿ ǌǾǆǛǞ ǘƾǍ  ȅ ǊǙǊǱƹǚǊǺƹ¡

ǗǁǞ ƿǚǀǙƷǝƷ ǚǌ¡ǜȆǝǞǊǖƾǽ

ȅǊǙƷǙǵ  ǡ ȅ ȂǝǄǿǣ ɊºȔǷȤ

ȖɎɓȯȌɂɜȩƿ ǌǾ ǡ Ǟ ǘǂǆǛǢƵǽǱǎȆ¡

ǱǒȤȖɎɓȯȌ ǡȴɎºȢȅ ǊǙƷǾǓǄǚǢ  ǡ

ȴɎºȢǞ ǿǝǂ ǘǂǛǢ ǽǱǎȆ¡ ƿǚǀǙƷǝ

Ʒ ǷǀǔȆǛ Ǜ ȅ ǊǙƷǝƷ Ǣ 

ȅ ǌǾǛ ƷǱǌ¡

ɓȢȘ ƿǚǀǙƷǝלּ   ǖǙɓȢȘȅ ǂ  ǊǙǊǱƷלּ

ȅ ǼǎǾǆǛƿƵǽǱǌ¡ǊƾǊ  ǝ Ǣ Ɋº

ȔǷȤȖɎɓȯȌ ƿ ǽ Ǌ ≥ ǌǾǒǴ  Ǜ

ȅ Ǟ ǖǙƷǿǣ ǐǿǼǡ ƾǼɓȢȘ ȅלּ ǽ

ǄǙ  ȅ ǌǾǆǛǢ ƻǞǂƷǚǌ¡

ƿǚǀǙƷǝƷ Ǣ ȤȖɎɓȯȌȺȬȪȅ ǌǾǱ

ƻǡ Ǟ ȅ ǌǾ ƿ ƻǼǿǱǌ¡ǊƾǊ ǜȆǝǞ

Ǟ ƿƾƾǾ ǚǵ  2 6Ȕ Ǣ ƾǼǝƷǢǍǚǌ¡

14

1ֹ ᷊ᶹ᷄ḳ

ӡ

Ӥ

ӣḲḁ᷄ לּ

Ӣ
᷊ᶹ᷄ḳ

3. ƻƷ
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3. ƻƷ

3.3ǱǛǴ

SSL-VPN ǡFortiGateǢ  ƾǼ ȠȢȯɉǞȋȘȤ

ȢǌǾ ȅ ǊǱǌ¡FortiGateǡ ȅ ǊǙǊǱ

ƹǛ  ƾǼFortiGate  ƽǻǦSSL-VPN ǚȋȘȤȢּס

ǝ ȠȢȯɉǱǚ  ǂ ȅ ǊǙ    Ǜ

ƿ ǌǾƽǐǿƿƵǽǱǌ¡ ǡ ǞǻǖǙǢ  ǡ

Ǣ ǄǼǍ ɒɜȞɉȏȐȋ ȅ ǄǙ  ǡ ȅ ǖ

ǒǽ ȠȢȯɉǡ Ǟ ȅ ǊǒǽǌǾǛ ☺ƿℓּטǊǙ 

ℓǡ Ǣ ǡ ȅ ƾǊǱǌ¡

ǐǡǒǴ  ☺ Ǣ ȅ ǌǾǆǛƿ ☺ɓȢȘǞǗ

ǝƿǾǆǛȅ Ǌ  ǡȤȖɎɓȯȌ ǡ ȅ Ǌǐ

ǡ ȅ ǊǙ ȱȬɀȩȏɜǚטּ ȞȍȘɔǡ ǽ ǲ

ȅ ǌǾ ƿƵǽǱǌ¡ ȅ Ǆǒ Ƿ ȠȢȯɉ

Ǣ ȞȍȘɔǡ◖ ȅ Ǌ  ǊǝǄǿǣǝǽǱǎȆ¡

ǈǼǞ ǐǡ ȞȍȘɔǡ◖ ƿ Ǟ ǈǿǙƷǾǆǛ

ȅ ǌǾ ǡ ǲǱǚ ☺ ƿ ǛǝǖǙ ǈǎǾǆǛǚ 

Ǟ ǊǙ Ǟ ꞌǌǾǆǛƿǚǀǾǢǍǚǌ¡

ǻǖǙ  ȠȢȯɉ Ƿ ȤȖɎɓȯȌ ǝǜǡȠȢȯɉ

ƿ Ǜ ȅ ǽ  ȅ ǚǀǝƾǖǒƾ

Ǽ  ȅ ǊǒǛ ǊǱǌ¡ ǚǵ  ƾǼǡ

ǚ ǴǙ ȅ ǊǒǛȜɊɜȱǊǒ ǵƵǽǱǊǒ [33] [35]¡

Ǳǒ  Ƿ ȅ ǖǒ Ǣ ǐǡ ǡɓȢȘ Ƿלּ

ǡɀɖȤȢƿ ǊǙƷǱǎȆ¡ ǞǻǾ ȅǝǂǌ

ǒǴǞǢ  ȞȍȘɔǢ Ǟ ǊǝǄǿǣǝǽǱǎȆ¡

ǊƾǊ ǆǿǱǚ ȅ ǊǙǀǒ Ǟ ȞȍȘɔȅ

ǈǎǾǡǢ ǚǢƵǽǱǎȆ¡ ǡ Ǜ ǡ

ȅ ǴǙ  ǡ ȅ ǴǾǆǛƾǼ ǴǝǄǿǣǝǽǱ

ǎȆ¡ɓȢȘ ǡלּ ǵ ǴǾ ƿƵǽǱǌ¡ȜȢȱǵƾƾǽǱ

ǌǊ ȤȖɎɓȯȌǡȢȖɔǵ ǚǌ¡ ǡȠȢȯɉ ǓǄ

ǚǢ ǛǙǵ ꞌǊǀǿǝƷǚǊǺƹ¡ ǞǻǖǙ FortiGateǝ

ǜǡȶȬȱɘºȘ ǡ◖ ȅ ɂɜȩǞ≠ ǊǙƷǾ ǵ

ƵǾƾǵǊǿǱǎȆ¡ ɂɜȩǢ ȸºȲȏȐȋ ǡǲƿ

∫ǚ ȺȬȪ Ƿ ǝǜǡȤȖɎɓȯȌ ƿ ∫Ǟ

ǱǝƷǆǛƿǻǂƵǽǱǌ¡ǐǡ Ǣ ≠ Ǟ Ȟ

ȍȘɔȅ Ǟ ǴǾǬǀǚǌ¡

ǆǆǱǚ ǬǙǀǒǻƹǞ  ȞȍȘɔǢ  Ǣ  

ǡ≠ ɂɜȩǵ ǴǙ ǈǎǾ ƿƵǽǱǌ¡ǆǿǼȅ

ǌǾǞǢ  ╢ ǷȜȢȱ  ɔºɔּטǡ ƿƵǾǡǚ 

☺ ƿȱȬɀȩȏɜǚ Ǟ ȞȍȘɔǡ ǽ ǲȅ

ǌǾǬǀǚǌ¡ ȅ ǌǾǆǛǢȞȍȹº ǞǻǾ

ǝǜǡ ǞǗǝƿǾǒǴ  ☺ɓȢȘǚǌ¡ ǡ

ȞȍȹºȤȖɎɓȯȌ ☺ȕȍȲɒȍɜVer2.0ǞǻǾǛ Ô ☺ Ǣ 

ȞȍȹºȤȖɎɓȯȌɓȢȘȅ Ǌ ɓºȩºȠȬɀǞǻǖǙ

ȅ ǴǾǆǛƿ ÕǛ ƾǿǙƷǱǌ [53]¡ ☺ Ǣ ǆǡȕȍȲ

ɒȍɜǞⱲǖǙ  ǡȤȖɎɓȯȌ ǡ Ǜǐǡ ȅ

ǊǙ ǐǡטּ ǫ ȞȍȘɔǡ ǽ ǲȅ ǌǾǬ

ǀǚǌ¡

Ǳǒ  ☺ ǫǡ ȞȍȘɔǡ ǡ ǝ ȅ

Ǆǒǽ  ȞȍȘɔǡ◖ ǡ ǵ ǽ ǿǒǽ

ǌǾǛ  ȅ ǌǾǆǛǢ ǂǝǾǛ ƻǱǌ¡

ᴾ ᷊ᶹ᷄ḳᶍ◖ ᶱ
☺ ᵫ ᵸᶪ ᶞᶱ
ᵶᴲ ᶍ ᶱ

ᴾ

15
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4 iPhoneᶆ ᵴᶫᵾ

ǚǢ iPhoneǞ ǋǒ CVE-2021-30860Ǜǐǿȅℓ Ǌǒ ǞǗƷǙ ǊǱǌ¡

4.1 iPhoneǡÔBlastDoorÕǵ ǾȥɖȘɓȬȘ

2021 8 24 Ǟ Ȕȳȩǡȱɖɜȱ ǡȤȖɎɓȯȌ Citizen LabǢ ȹºɕºɜ ƿȍȢɒȑɔǡNSO GroupǡȢȺȍȏȐȋ

ÔPegasusÕȅ ǖǙ ǡ ǡiPhoneǞȥɖȘɓȬȘקּ ȅ ǄǙƷǒ Ǜ ǊǱǊǒ [54]¡ȹºɕºɜ ǞǻǾPegasusȅ ǖ

ǒ Ǣ  Ǽǡ ǡ ƿ Ǔǖǒǻƹǚǌ¡

4.1.1. ȥɖȘɓȬȘ ǛǢ

ȥɖȘɓȬȘ ǛǢ 2016 Ǟ Ǘƾǖǒ ǡ ȅ ǛǎǍǞɇɔȏȐȋ ȅ ƹ ǚǌ¡ ƿ ȅ Ǌǝ

ǂǙǵɇɔȏȐȋǞ ǌǾǒǴ  Ǣ ȅ ǄǙƷǾǆǛǞ ǀǱǎȆ¡

2020 12 20  Citizen Labƿ iPhoneǡȰȾȒɔȱȋɀɓiMessageǞ ǱǿǾ ȅℓ ǊǒȑȘȢɀɖȍȱÔKismetÕǞǻǾȥɖȘɓȬ

Ș ȅ ǊǱǊǒ [55]¡ǆǡȥɖȘɓȬȘ Ǟℓ ǈǿǒ Ǣ ǚǀǙƷǱǎȆƿ Citizen LabǢ ǡiPhoneȅ ǊǙ

ǡ ȅ ǲǱǊǒ¡ ǡiPhoneǢ PegasusȍɜȢȱºɔȞºȹǞȋȘȤȢǌǾ Ǟ  2ǡÆHighly unusual connections to Apple

serversòǞ ǌǻƹǞ ǡiCloudȺºȯȌȠɐɜǫ│ ǝ ȅ ǖǙƷǱǌ¡ǐǡ  Ç*.regularhours.netòǫ ǊǙ Pegasus Installation

Server ƾǼPegasusȅȍɜȢȱºɔǊǱǌ¡ǆǡŧǗǡ ǡɖșȅ ǊǒǛǆȀ  ǡ Ǣ iMessageǷFaceTimeȅ ǌǾǒǴǡ

ǲ ǲȋɀɓǚƵǾimagentɀɖȤȢȅǗƾǖǙroot ǚ ǈǿǙƷǱǊǒ¡ǊǒƿǖǙ Citizen LabǢ imagentɀɖȤȢǞ ǱǿǾ ǡ

ƿℓ ǈǿǒǛ ǊǙƷǱǌ¡

16© 2022 NTT DATA Corporation
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4.1.2. BlastDoorǛǢ

AppleǢiMessageǡ ȅℓ ǊǒȥɖȘɓȬȘ ǫǡ ǛǊǙÔBlastDoorÕǛ ǣǿǾ ȅiOS 14ƾǼ ǊǙƷǱǌ¡BlastDoorǢ 

ɊȬȤºȡȅimagentɀɖȤȢƾǼ Ǌǒ ǡȞºȼȢɀɖȤȢ ǚ ǌǾ ǲǚǌÈ 3É¡identityservicesdɀɖȤȢǚ ǈǿǒɊȬ

ȤºȡǢMessagesBlastDoorServiceɀɖȤȢǞ ǈǿ XMLȾȊȍɔǡ ǷȰºȨǡȠɓȋɒȍȣ ȅ ǄǱǌ¡ǆǡ ǞȶȬȱɘº

Ș ǵ ǊǝƷǒǴ MessagesBlastDoorServiceɀɖȤȢǢȞɜȲɅȬȘȢּטǈǿǒ ǛǊǙȰºȨȅ ǊǱǌ¡imagentɀɖȤȢǢ

MessagesBlastDoorServiceɀɖȤȢǡ ƿ ǊǙƾǼȰºȨȅ Ǆ ǾǒǴ ǵǊɊȬȤºȡ Ǟℓ≥ǡƵǾȜºȲƿ ǱǿǙƷǙǵ iOS

ǚ ȜºȲƿ ǈǿǾǆǛǢƵǽǱǎȆ¡ ǡ Ǟǻǽ KismetǞǻǾȥɖȘɓȬȘ Ǣ ǊǝǂǝǽǱǊǒ¡

4.

2 Kֹismetʑ ᷄ḁḟḵᶹḐᶊᶧᶪ ᶍḇᶹḨḱᶹḻ[55] 3 BֹlastDoorɵ ᵶᵾiMessageᶍ ḙᶹḟḱᶹḻ[56]

© 2022 NTT DATA Corporation
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4.1.3. ÔBlastDoorÕȅ ǌǾȥɖȘɓȬȘ

iPhoneǡÔBlast DoorÞ È ƾǼ Ǿ Ʒ ÉÕȅÔForced Entry=ǆǋ ǄǙ

ÕǚǀǾǡƿ ǽ ǅǾ ǚǌ¡ǆǡ Ǣ iMessageǞ ǱǿǾ CVE-2021-

30860ȅℓ ǌǾȑȘȢɀɖȍȱÔForcedEntryÕȅ ƷǱǌ [57]¡ Ǣ iMessage ǡ

ǡAppleǡɂȘȱɔ ȾɕºɉɘºȘǚƵǾCoreGraphicsǞ Ǌ ℓ≥ǡƵǾȾȊȍɔȅ

ǌǾǛ ȓºȹºȾɖºƿ ǊǙ  ╓ ǫǡɊɋɓȋȘȤȢȅּס ǞǊǙǊǱ

ƷǱǌ¡ ǞǢ GIFǞ ǊǒAdobe PhotoshopǡPSDȾȊȍɔȅ ǌǾ Ǟ ǡ

ƿƵǽ PSDȾȊȍɔǞ Ǌǒℓ≥ǡƵǾȾȊȍɔȅ ǽ ǄǙ ǈǎǾǛ  ǡ

BlastDoorȅ ǊǙiPhoneȅȸȬȖɜșǚǀǱǌ¡ǈǼǞ ȱɕɜȲɇȍȘɖ ǞǻǾ ǚ

Ǣ ForcedEntryǢ BlastDoorǓǄǚǝǂ ∙ּזǡ2ǗǡiOSǡ ℓ ǡ ǲǵ

ǊǙƷǾǆǛƿȂƾǽǱǊǒ [58]¡

È1ÉȋȲɕȢ ǡɒɜȩɉּטÈASLRÉǡ טּ

ASLRÈAddress space layout randomization)ǛǢ Ɋɋɓ ǡ ǡℓ ȅ ǌǾ

ǲǚǌ¡OSƿɀɖșɒɉȅ ǌǾ Ǟ ȰºȨ ╓ǷȢȨȬȘ ╓ Ȼºɀ ╓ǝǜǡ

ȰºȨȅ ǌǾCPUɊɋɓ ╓ǡȋȲɕȢȅɒɜȩɉǞ ǊǱǌ¡ǆǡ ǲǞǻǽ 

Ǣ  ǡɊɋɓȋȲɕȢǞ ǝ ȅ ǽ ǄǾǆǛƿ ǞǝǽǱǌ¡

iOSǞǵASLR ȅ ǊǙƷǾǡǚǌƿ ȱɕɜȲɇȍȘɖ ǡ Ǟǻǿǣ 

ForcedEntryǡℓ ǞASLR ƿ ǈǿǙƷǱǊǒ¡ǝǏ ASLRטּ ȅ ǚǀǒǡטּ

ƾ  ǚǀǙƷǱǎȆ¡

È2ÉɆȍɜȨ ȜºȲÈPACÉǡȹȍȺȢ

ɆȍɜȨ ȜºȲÈPointer Authentication CodeÉǛǢ Ɋɋɓ ǡ ǡℓ ȅ

ǌǾ ǲǚǌ¡OSƿ ȅ ǌǾ  CPUɊɋɓ ǡ ǡȋȲɕȢǞ ǈǿǒ ȅ

Ǧ ǌǒǴǞ ǌǾɆȍɜȨǞ ǊǙ  ÈɆȍɜȨ ȜºȲǡ Éȅ ƷǱǌ¡

OSǢ Ǧ Ǌ ǡ ǡ ǞɆȍɜȨ ȜºȲǡ ȅ Ʒ  Ǟ ǌǾǛ ȅ

ǊǱǌ¡ǆǡ ǲǞǻǽ  Ǣ ɆȍɜȨȅ ǉȆǊǒ ǝȜºȲ ȅ ƹǆ

Ǜƿ ǞǝǽǱǌ¡ǊƾǊ ȱɕɜȲɇȍȘɖ ǡ Ǟǻǿǣ  ƿɆȍɜȨ

ȜºȲǡȤȖɎɓȯȌ ȅȹȍȺȢǊǙ ǡ Ǧ ǊǞ ǊǙƷǱǌ [58]¡

ǆǡǻƹǞ ForcedEntryǡ Ǣ iOSƿ ȅ ǌǾ Ǟ Ǎ ǊǙƷǾ2Ǘǡ

ȅ ǊǙƷǱǌ¡  ASLR ǛɆȍɜȨטּ ȜºȲ ȅȹȍȺȢǌǾ Ǣ

ǚǀǙƽǼǍ ForcedEntryǡ Ǣ ǝ ȅ ƷǙƷǒǛƷƻǱǌ¡

4.

ᴾ

ᴾ

iOSᶍ ℓ ᶍ
ᶞᶡ

ᶎ
ᵿ ᵴᶫᶅᵣᶉᵣ
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ᴾ

4.2. ǱǛǴ

ǚǢ iMessageǞ ǱǿǾ CVE-2021-30860Ǜǐǿȅℓ ǊǒÔForcedEntryÕȑȘȢɀɖȍȱȅ Ǌǒ ȅ ǽ ǅǱǊǒ¡

ǡ Ǣ iPhoneǡ ǡ ȅ ǌǾ ǚ ǝ ǚƵǽ ↨ Ǜ ȂǿǾiPhoneǞƽƷǙǵ ƿ ǊǱǊǒ¡

Ǣ iPhoneȅiOS 14.8∙ ǡȹºȡɐɜǞȋȬɀȰºȱǌǾǆǛǚ ǚǀǱǌ¡ ǡǵǛǵǛǡ ǢPegasusȅ ǖǙ ǡ ȅקּ

ƾǞ  Ǟ ǌǾǆǛǞƵǽǱǌ¡ּיǞǆƹǊǒ ȅ ǝ Ǟ ǊǙǊǱƹǛ  ƿ ǈǿǷǌǂǝǽ ǐǡ ǞǐǃȂ

ǝǂǝǽǱǌ¡ǊǒƿǖǙ ȋȬɀȰºȱȅ ǌǿǣ╗ ǡ ǫǡ Ǣ ǊǝƷǛ ƻǱǌ¡

4.

ᴾʊ ḋḟḏᴻḐᶱ ᵸᶫᶏ

╗ ᶗᶍ ᶎ

ᵯᵲᶇᵫᶆᵬᶪ ᶞ
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5 Ḧḳᶻᶼᶷᴴḱḻ᷊Ḩᶻᶼᶷ

Proxy Shellᶱ ᵶᵾ

5.1. Microsoft Exchange server ǡ

ProxyShellȅ ǊǒɇɔȏȐȋ

ÔProxyShellÕǛǢ Microsoft ExchangeServerǞƽƷǙ2021 4

Ǟ ǈǿǒ3Ǘǡ ǡ ǚǌ [59]¡ ǓǞ ǂǡȞºȹƿ

ȅ ǊǙƽǼǍ [60]  ǈǿǾƽǐǿƿƵǽǱǌ¡

Microsoft Ǣ 2021 4 ƽǻǦ5 ǞProxyShellȅ ǌǾǒǴǡ

ɀɖșɒɉȅ ǊǱǊǒ [61] [62] [63]¡ǊƾǊ ProxyShellƿ

ǈǿǙƾǼ7ƾ ǖǒ2021 11 ǚǵ  2 7 ǡȞºȹ

ƿǱǓProxyShellȅ ǊǙƷǱǎȆ [60]¡ǐǡǒǴ ProxyShellȅ

ǊǙƷǝƷMicrosoft Exchange Serverȅ ǛǊǒȞȍȹº ƿ 

ǂ ǊǙƷǱǌ [64]¡ ǞǢ  ǡMicrosoft Exchange

Serverȅ ǞǊǒȞȍȹº ǚ ɒɜȞɉȏȐȋÔLockFileÕǞ

ǻǾ ƿ ǊǙƷǱǌ¡ ·ǝ ǚ ≡ȅ ǾǖǙƷǾɒɜȞ

ɉȏȐȋǚǌ [65]¡LockFileǢProxyShellǡ ȅ Ǟ  Ǌǂ Ǌ

Ǚ 2021 7 Ǟ ǴǙȋɊɓȔǚ ǈǿǒɒɜȞɉȏȐȋǚǌ¡

ȋɊɓȔƽǻǦȋȡȋȅ ǛǊǙ ǡ ·ǝ ǚ ≡ȅ

ǾǖǙ  ƿ ǊǙƷǾɒɜȞɉȏȐȋǚǌ [65]¡ ȅ Ǆǒ

ǝ Ƿ Ǣ2021 10 ǚǢ ǚǌƿ 

ǷȾȊȍȳɜȠɌɔȞºȼȢ ȑɜȡȴȋɓɜș   

  Ʒ Ǟ ȅ ƻǙƷǱǌ [65]¡

ǚǢProxyShellȅℓ ǌǾ ǡ╗ ǡ ǿ ProxyShellǡ  

ƽǻǦ ǌǾ ǞǗƷǙ ǊǱǌ¡

5.1.1. ǡȢȯȬɀ

ȤȘȠɐɜǚǢ ǡ ǿȅ  4Ǟ ǘƷǙ ǊǱǌ¡

Ǣ ǚ10 ǡȢȯȬɀȅ Ǚ ǡ Ǟ ǊǙ ɇɔ

ȏȐȋȅ ǊǱǌ¡ȢȯȬɀӤǱǚƿProxyShellǞƾƾȂǾ ǝ

ǡǚ  Ǟ ǊǱǌ¡

Ø ǡȢȯȬɀÙ

ӡ ProxyShellǡ ȅ ¥

Ǣ ȍɜȨºȶȬȱ ǡ ǡMicrosoft Exchange ServerȅȢ

ȖɌɜǊǙ ProxyShellǡ ƿƵǾMicrosoft Exchange Serverȅ

ǊǱǌ¡

Ӣ ȹȬȘȑɜȲȞºȹǫSYSTEMɏºȟǛǊǙ ¥

ǢȢȯȬɀӡǚ Ǌǒ ƿƵǾMicrosoft Exchange

ServerǞ ǊǙ CVE-2021-34473ȅℓ ǊǙ ǊǱǌ¡ Ǣ 

ǊǒURLȅȘɒȍȋɜȱȋȘȤȢȞºȼȢÈ ǡȤȘȠɐɜǞǙ

ÉǫɓȘȑȢȱǌǾǛ ȘɒȍȋɜȱȋȘȤȢȞºȼȢƿǐǡ

URLȅȹȬȘȑɜȲȞºȼȢ⅜ǙǞ ǀ ƻǱǌ [66]¡ǐǡ  וֹ

ǢȹȬȘȑɜȲȞºȼȢǞSYSTEMɏºȟǛǊǙȋȘȤȢǚǀǱ

ǌ [66]¡

© 2022 NTT DATA Corporation 20
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ӣ WebShellȅ ǌǾ¥

ȹȬȘȑɜȲȞºȼȢǞ ǲǡ Ǣ  ǡ ≥ǊǒȞºȹƾǼ ǡMicrosoft Exchange ServerǡɊºɔɅȬȘȢǫWebShellǡȾȊ

ȍɔȅɊºɔǫ ǊǙ ǊǱǌ¡WebShellǛǢ ɏºȟƿȞºȹ ǚ ≥ǡȜɇɜȲȅ ǌǾǒǴǞ ȍɜȢȱºɔǊǙ ƹȹȬȘȲȋɀɖ

șɒɉǷǐǡ ǲȅ ƷǱǌ [67]¡SYSTEMɏºȟǢɊºɔɅȬȘȢȅ ǖǙƷǝƷǒǴ CVE-2021-34523ȅℓ ǊǙSYSTEMɏºȟƾǼ

Microsoft Exchange Server ǡ Ǟ ǊǱǌ¡ǆǿǞǻǽ  Ǣ ǚPowerShellȅ ǖǙ  ǡɊºɔɅȬȘȢƾǼ

WebShellǡȾȊȍɔȅ ǽ ǊǙ ǚǀǱǌ [66]¡ǊƾǊǆǡǱǱǚǢ WebShellǡȾȊȍɔǢ ɀɖșɒɉ ȅ ǊǒȾȒɔȩǞǊƾ

ǚǀǱǎȆ¡ǐǆǚ Ǣ ȾȊȍɔȅ ≥ǡȺȢǞ ǀ ǌǆǛƿǚǀǾ CVE-2021-31207ȅ ǖǙƷǾExchange Sever

PowerShellǡɊºɔǡȑȘȢɆºȱ ȜɇɜȲȅ ǖǙ WebShellȾȊȍɔȅ ǳɊºɔɅȬȘȢȅpstȾȊȍɔǛǊǙWebrootȾȒɔȩǫȑȘȢ

ɆºȱǊǱǌ [68]¡pstȾȊȍɔƾǼWebShellȾȊȍɔȅ ǊǙ WebrootȾȒɔȩǚ ǊǱǌ [68]¡

Ӥ ǊǒWebShellȅ ǊǙɇɔȏȐȋȅȩȏɜɖºȲ¥

Ǣ Microsoft Exchange Serverƿ ǊǙƷǾɇȠɜ ǚɒɜȞɉȏȐȋǝǜǡɇɔȏȐȋȅ ǌǾǒǴǞǢ  ǡɇȠɜƾǼɇɔ

ȏȐȋȅȩȏɜɖºȲǊǱǌ¡WebShellǚ ≥ǡȜɇɜȲȅ ǊǙ ɇɔȏȐȋÈupdate.exeÉȅȋȬɀɖºȲǊǱǌ¡

ȢȯȬɀӥ∙ Ǣ ɇɔȏȐȋȅ ǊǙ CòCȞºȹǛ ȅ ǌǾǆǛǚ  ƿɓɋºȱǚ ǡȞºȹǞɇɔȏȐȋȅ Ǌǒǽɒɜ

ȞɉȏȐȋȅǊƾǄǒǽǊǱǌ¡

5.ɇɔȏȐȋ¤ɒɜȞɉȏȐȋ

4 PֹroxyShellɵ ℓ ᵶᵾ ᶍ ᶫ

ӡ ProxyShellǡ ȅ

ɃȍɖºȲ Ȟºȹ

C&CȞºȹ

ɊºɔȞºȹ

ӢȞºȹǡSYSTEMɏºȟǛǊǙ
ӣWebShellƿ ǈǿǾ

Ӥ ǊǒWebshellȅ ǊǙ
ɇɔȏȐȋÈupdate.exeÉȅȋȬɀɖºȲ

ӥɇɔȏȐȋƿ ǈǿǾ

ӦɇɔȏȐȋƿ ǈǿǾ
ӧɇɔȏȐȋƿɃȍɖºȲÈ É ȞºȹǫȋȘȤȢ

ӨɃȍɖºȲȅȩȏɜɖºȲ

ө C&CȞºȹǛ

FW FW

Ӫ ǡȞºȹ ȅ

Șɒȍȋɜȱ

Șɒȍȋɜȱ

ADȞºȹ
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5.1.2. ProxyShellǡ

ȤȘȠɐɜǚǢ ProxyShellǡ☼ ǡ ǈƽǻǦ ǡ ⌐ǈȅ ǱƻǙ ProxyShellƿ

ǝ ǚƵǾǆǛȅ ǊǱǌ¡

È1É☼ ¥3Ǘǡ ȅℓ Ǌǒ ǞǻǾ ǡ ǷɒɜȞɉȏȐȋ

ǡȢȯȬɀǚǵ ǊǒǻƹǞ ProxyShellǢ3Ǘǡ│ǝǾ ȅ ǊǙƷǙ 3Ǘȅ

Ǟ ǌǾǛ ƿ ǝǊǚꜛ ƾǼ ǞȜɇɜȲ ǚǀǙǊǱƷǱǌ [69]¡3Ǘ

ǡ ƿ ǊǙ ǌǾǆǛǚ ƿ ǌǾǆǛƾǼ ȑȘȢɀɖȍȱȪȐºɜǛǵ

ȂǿǙƷǱǌ [70]¡ȑȘȢɀɖȍȱȪȐºɜǢ2019 ƵǒǽƾǼ ǈǿǙƷǾ ǊƷ ǚ 

╗ ǀǡȑȘȢɀɖȍȱÈȦȾȱȏȐȋǷȠȢȯɉƿ ǊǙƷǾȤȖɎɓȯȌǡ ȅ

ǌǾɀɖșɒɉ [71]Éȅ ǊǙƷǱǌ¡ProxyShellǡȑȘȢɀɖȍȱȪȐºɜȅ ǊǙƷǾ

3Ǘǡ ȅ 7Ǟ ǊǱǌ [61] [62] [63] [68]¡

5.ɇɔȏȐȋ¤ɒɜȞɉȏȐȋ

ᴾ

ᴾ

ProxyShell ᶊᶎ

ᶃᶍ

ᵫᵡᶩᴲ

ᶞ ᶮᵺᶪᵲᶇᶆ

ᵫ ᵶᶅᵶᶝᵥ

7¥Microsoft ƿ ǊǒProxyShellǡ3Ǘǡ

No. CVE ǡ

1 CVE-2021-34473 ȅ ǊǙɓɋºȱƾǼȜºȲȅ ǚǀǾ

2 CVE-2021-34523 ǡ ǡ

3 CVE-2021-31207
ȤȖɎɓȯȌ ȅȹȍȺȢǊǙ

≥ǡȾȊȍɔȅ ǀǚǀǾ
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5ǚÔClient access servicesÕǛ∫ǱǿǙƷǾ ƿ 

Microsoft Exchange ServerǡȘɒȍȋɜȱȋȘȤȢȞºȼȢ

È∙ּז ÔCASÕǛƷƹÉǡȾɖɜȱȑɜȲȞºȼȢǚ 

ÔBackend servicesÕǛ∫ǱǿǙƷǾ ƿȹȬȘȑɜȲȞº

ȼȢǚǌ¡CASǢ Șɒȍȋɜȱ Ǟ ǊǙ ȞºȼȢ

ǛɀɖȖȠȞºȼȢȅ ǊǱǌ [72]¡Microsoft ǞǻǾǛ 

CVE-2021-34473Ǣ CASǡȾɖɜȱȑɜȲȞºȼȢǞ

CVE-2021-34473ƿ ǊǱǌ¡ Ǣ ȍɜȨºȶȬȱ

ǚȾɖɜȱȑɜȲȞºȼȢǫ ǚǀǾǒǴ 

CVE-2021-34473ȅ ⌐Ǟ ǚǀǱǌ¡ȹȬȘȑɜȲȞºȼ

ȢǢ CASƾǼ ǈǿǒPOP3/IMAP4/SMTP Șɒȍȋɜȱ

ǷWebȘɒȍȋɜȱ (HTTP/HTTPS)ǝǜǡ ·ǝɓȘȑȢȱ

ȅ Ǆ ǖǙƷǱǌ [72]¡  OutlookǷWebȿɒȏȟǝǜ

ǡȘɒȍȋɜȱȦȾȱǢ CASȅ ǊǙ ȹȬȘȑɜȲ

ȞºȼȢǞƵǾɊºɔɅȬȘȢǝǜǫȋȘȤȢǌǾǒǴ 

ȹȬȘȑɜȲȞºȼȢǞ ȋȘȤȢǚǀǱǎȆ¡ǊƾǊ 

CASǞ CVE-2021-34473ƿƵǾǛ  Ǣǆǡ

ȅℓ ǊǙ ȹȬȘȑɜȲȞºȼȢǞȋȘȤȢǚǀǙǊǱ

ƷǱǌ [59]¡

CVE-2021-34523ƽǻǦCVE-2021-31207Ǣ ȹȬ

ȘȑɜȲȞºȼȢǞ ǊǝƷǛℓ ǚǀǝƷǒǴ [66] 

Microsoft Ǣ ƿℓ ǚǀǾ ƿ ƷǛ ǊǙƷ

Ǳǌ [61] [63]¡ǊƾǊ CVE-2021-34473ƿȹȬȘȑɜȲ

ȞºȼȢǫǡ ȅ ǌ ǚƵǾǒǴ  Ǟ Ǌ

ǒ Ǣ ℓ ǡ ƿ ƷCVE-2021-34523ƽǻǦ

CVE-2021-31207ǵℓ ǚǀǙǊǱƷ  Ǟǆǡ3Ǘǡ

ȅ ǠǾǛ ≥ǡȜɇɜȲƿ ǚǀǾǻƹǞǝǖ

ǙǊǱƷǱǌ [64]¡

ƿ ≥ǡȜɇɜȲȅ ǚǀǾǛ ȹȬȘȑɜȲ

ȞºȼȢǞƵǾɊºɔǡȰºȨɂºȢƾǼɊºɔ ȅ

ȆǓǽ ɒɜȞɉȏȐȋȅȩȏɜɖºȲǊǙ ǊǒǽǊ

Ǳǌ¡ǆǿǼǡ Ǟǻǽ  ♄ǷȠȢȯɉ Ǟ

ǌǾƽǐǿƿƵǾǒǴ  ǫǡ☼ Ǣ ƷǛ ƻǼ

ǿǱǌ¡

5 Mֹicrosoft ᵫ ᵶᶅᵣ Mᶅicrosoft Exchange Server 2016ᶍḕḋḐḷᴻ᷄

23

Exchange 2016 Mailbox server

Mobile devices

Web clients

Outlook

POP3

IMAP4

SMTP clients

(authenticated)

Telephony

Client access
services

Backend services

HTTP 
Proxy

IIS

POP3

IMAP4

Front End
Transport

UM Call
Router

HTTP/

HTTPS

Load

balancer

POP3

IMAP4

SMTP

SIP

redirect

IIS

Remote
Power
Shell

RPC
Proxy

EAS,
EAC
EWS,
OAB,

Outlook 
on the 
web

RPC
CA

POP3
Backend

IMAP4
Backend

Transport

UM

HTTP/

HTTPS

1

2

SIP + RIP3

POP3

IMAP4

SMTP

Mailbox

database

Delivery

queue

5.ɇɔȏȐȋ¤ɒɜȞɉȏȐȋ
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È2É ǡ ⌐ ¥40 ∙ ǡExchange ServerƿȍɜȨºȶȬȱǞ

Microsoft Exchange ServerǢ ȢɇºȱȾȒɜǷȺȦȜɜ ȅ ǖǙǜǆƾǼǚǵ

ȋȘȤȢǚǀǾǻƹ ɏºȟǡ ȅ ǊǙȍɜȨºȶȬȱǞ ǊǙƷǱǌ

[73]¡ȍɜȨºȶȬȱǞ ǊǙƷǾMicrosoft Exchange Serverǡ ǡ Ǣ  40

∙ ǚǌ [59]¡Ǳǒ  Ǣ  סּ ǝ ƿƵǾMicrosoft Exchange

Serverȅ ǞȢȖɌɜǊǙƷǱǌ [64]¡ǆǡ Ǟǻǽ  ƿ ǈǿǒ4

ƾ ǡ2021 8 ǚǵ ProxyShellǞ ǌǾȍɜȠȰɜȱɕɆºȱƿ2 ǚ100

∙ ǈǿǙƷǱǊǒ [74]¡ǻǖǙ  Ǜ ɀɖșɒɉǡ  

ƿ ǊǙǵ ProxyShellȅℓ Ǌǒ ƿ ǂ ǊǙƷǾǆǛƿ ƾǽǱǌ¡

5.1.3. ǱǛǴ

ǡ ǚǵ Ǭǒ ǽ ProxyShellǡ ƾǼ7ƾ ǖǒ2021 11 ǚǵ 

2 7 ǡȞºȹƿǱǓProxyShellȅ ǊǙƷǱǎȆ [60]¡ǐǡ ╣ǡ ǂǢ 

2021 2 ǡșɖºȹɔȤȖɎɓȯȌ ɕɆºȱǡ ƻƷǡ

ǚ ǊǒǻƹǞ  ȠȢȯɉ Ƿ ȤȖɎɓȯȌ ǝǜǡȠȢȯɉ

ƿ Ǜ ǡ ȅ ǽ  ȅ ǊǙƷǝƷƾǼǓǛ ƷǱǌ¡

ǒǓǊ ProxyShellǢ ƿǚǀǙƷǒǛǊǙǵ  ꞌǡ ǡ ƿ Ǌ

Ʒ ǚǌ¡3Ǘǡ ǡƹǔ 1ǗǴǡ CVE-2021-34473ǓǄǚǢ

WebShellȅ ǚǀǱǎȆ¡2Ǘ ∙ ǡ2Ǘǡ Ǣℓ ǚǀǾ ƿ ƷǛ

ǊǙƷǱǌ [61] [63]¡ǐǡǒǴ  ꞌ Ǜ ǊǙǊǱƹƾǵǊǿǱǎȆ¡ȠȢȯ

ɉ Ǣ ǥǛǗǥǛǗǡ ǡɓȢȘȅ  ǌǾǓǄǚǝǂלּ ǡȞȍȹº

ǡ ƾǼ3Ǘǡ ȅ ǲ ȂǎǙ ƿ ǌǾǆǛ  Ǧ ƿ

WebShellȅ ǖǒ ǡɓȢȘǡ ȅƵȂǎǙ ¡ǌǬǀǚǌלּ

ǆǡǻƹǞ ǡ ȅ ǲ ȂǎǙȞȍȹº ƿ ǌǾ ǵƵǾǒ

Ǵ ȤȖɎɓȯȌ ǷȤȖɎɓȯȌ ǡקּ ƾǼǵ ȅ

ǖǙ  ǡɓȢȘ ȅלּ ǖǙǂǓǈƷ¡ǐǊǙ ǌǃǞ ɀɖșɒɉ

ȅ ǊǙǂǓǈƷ¡

5.2. ɒɜȞɉȏȐȋǡ

2021 2 Ǟ ǀǒɒɜȞɉȏȐȋǡȍɜȠȰɜȱȅƷǂǗƾȽȬȘ

ȋȬɀǊǙ  8Ǟ ǊǱǌ¡

5.ɇɔȏȐȋ¤ɒɜȞɉȏȐȋ

8¥2021 2 ǞƽǄǾɒɜȞɉȏȐȋǡ

No.
ǡ

ȍɜȠȰɜȱǡ

1
2021

7 2

β

Arthur J. 

Gallagher

(AJG)

Ǟ ȅ ǂ ǝ ƽ
ǻǦɓȢȘ ǚƵǾ Arthur
J.GallagherÈAJGÉǢ ɒɜȞɉȏȐ
ȋ ȅ ǄǙ ☼ ȅ ǄǾƽǐǿ
ǡƵǾ Ǟ┴ ȅ Ǌǒ
[75]

2
2021

7 7 ȴȬɀɜ

ǡȴȬɀɜȼȡȶȢȠȢȯ
ɉƿ◖ ǌǾȶȬȱɘºȘǚ Ȟºȹ
Ƿ ƿ∆  ǈǿǒǆǛǞǻǖǙטּ

9 ǡȠȢȯɉǚ ƿ Ǌǒ¡
ȠȢȯɉǡ ǐǡǵǡƿ סּ Ǜ
ǝǖǒ¡ [76]

3
2021

7 9

β
Kaseya

IT KaseyaǡȦȾȱȏȐȋƿɒɜ
ȞɉȏȐȋÈ ȏȌɔȢÉ ȅ
Ǆ  ƿ ǚ ƿǖǙƷǾ¡
Ǣ ☼ Ǣ ǚ1500 Ǟ ǩǛ
[77]

4
2021

8 1

ȍȨɓȋ¤
ɒȭȌȓ

ȍȨɓȋǡɒȭȌȓ ǡ ═ IT
ȠȢȯɉƿȞȍȹº ȅ ǄǙ 
ȜɖȳȏȍɔȢɘȘȪɜǡ

ǡ ƿǚǀǝƷ Ǜǝǖǒ
[78]

5
2021

8 11

β

ȋȘȤɜ
ȪɎȋ

ȋȘȤɜȪɎȋ ǡɇºȚȯȌɜș
ƿɒɜȞɉȏȐȋÔLockBitÕǡɓº

ȘȞȍȱǫ ǈǿǒ¡ [79]

6
2021

8 13

ȼºȏȌȣ

ȺȦȳșɔºɀǡ ǚƵ
ǾȼºȏȌȣ Ǣ  ȋȘȤ
Ȣǚ ǡȋɔȹȍȱꞌ ǡ
15,421 ƽǻǦ ╢9,375
ǡ ƿ∆ ǈǿǒǛטּ Ǌǒ

[80]

7
2021

8 19

ȓɓȑɜȨɔ
ȜɜȞɔȨɜȭ

ȰºȨƿ∆  ǈǿטּ ƿ
Ǟ ǊǒƽǐǿƿƵǾ¡ 7+

5000 ⱦǡ ƿ ǈǿǒ [81]

8
2021

8 30 ₰

₰ Ǣ  ȶȬȱ
ɘºȘǫǡ ȋȘȤȢǞǻǽ Ȟº
ȹǷ Ǟ ǊǙƷǒ
ȰºȨƿ ǫ ǊǒƽǐǿƿƵǾ
Ǜ Ǌǒ [82]

9
2021

9 10

β

═ Ƿ ǡ ȅ ƿǄǾ
Ǣ  ȶȬȱɘºȘƿɒ

ɜȞɉȏȐȋ ȅ Ǆǒ¡ ȶȬ
ȱɘºȘǡ Ǟ☼ ƿ ǙƷǾǛ
Ǌǒ [83]

10
2021

9 19

Crystal 

Valley

Crystal ValleyǢ ȜɜȽɎºȨºȠȢ
ȯɉƿɒɜȞɉȏȐȋǞ ǊǙ
ǡ ƿ Ǟ ǈǿǒ [84]

β ǡ
24



© 2022 NTT DATA Corporation 25

6 ᶍḐḴḻḑᵫ & ḏᶸᴻḟḝᶼᶹ᷄ᶱ

EC-CUBEǞ ǌǾECȞȍȱǡȍɜȠȰɜȱ ǡ

2021 1 ǡɕɆºȱǞǙ EC-CUBEǡȘɖȢȞȍȱȢȘɓɀȯȌɜșǡ ȅ ǽ ǅ

ǱǊǒ [85]¡EC-CUBEǡ Ǣ  Ǟ ȂǿǷǌƷǒǴ  ǡ ǚ ≥ȅ ǊǱǊǒ¡2021

2 È2021 7 9 ÉǞƽƷǙǵ  9ǡǛƽǽ EC-CUBEȅ ǊǒECȞȍȱǚWebȢ

ȖɈɜșǡ ƿ ǊǙ ǊǙƷǾ ǚǌ¡ǆǿǢ  1 ǡɕɆºȱǡ Ǜ ǊǱǌ¡

ǆǡǆǛƾǼ  ȅ ǊǒǱǱǚ ǉȆǞ ǘƾǝƷȞȍȱƿ ǚǵ ǌǾǛ ƷǱǌ¡ǐ

ǡǒǴ ǊǣǼǂEC-CUBEǞ ǌǾECȞȍȱǡȍɜȠȰɜȱǡ ƿ ǌǾǛ ǊǱǌ¡

ǱǒEC-CUBEǡ Ǣ 2021 5 Ǜ6 Ǟ7Ǘ ǈǿǒǻƹǞ  ǵ ǱǓ ǊƷ ƿ

ǈǿǾƽǐǿƿƵǽǱǌ [85]¡ȍºȠºȖɎºȿ ǡ ǡ Ǟ ≥ǊǙǂǓǈƷ¡

No. ECȞȍȱ ECȞȍȱǡ◖☺
1 2021/7/6 Hoick ȦɜșȿȬȘȔȾȐ

2 2021/7/12 ȜȢɋȢȓɜɒȍɜȢȱȋ ȜȢɋȢ

3 2021/7/13 TRANSIC TRANSIC

4 2021/7/14 ǻǲȾȊǠǖǛ

5 2021/7/20 źŸȞȍȱɀɖȠɐȬɀ ȖɌɜȰȌɔȰȟȍɜ

6 2021/7/21 ȠɐȬȽɜșȞȍȱ

7 2021/7/26 KQLFTTOOLS SONS-MARKET

8 2021/8/16 FUKUYAONLINE ȾȘɍ

9 2021/8/18
THE HAIR BAR TOKYO

ȓɜɒȍɜȢȱȋ
ȗɌȬɀȍɜȨºȳȠɐȳɔ

10 2021/8/23 ȜɇȖ WEBȞȍȱ ȜɇȖ

11 2021/9/7 ǒǔ ȓɜɒȍɜȠɐȬɀ ǒǔ

12 2021/9/14 √ ǎǀǷȓɜɒȍɜȠɐȬɀ

13 2021/9/16 ȓɉȴECȠȢȯɉ ȡºȋºɔ

8¥2021 2 ǞƽǄǾEC-CUBEȅ ǊǒECȞȍȱǡȍɜȠȰɜȱ
[86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96] [97] [98]

25
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6.

2022ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ ȅ ǖǒȞȍȹº

2020ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ È∙   ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘÉȅ ǖǒȞȍȹº Ǣ  ȓɓɜȽȬȘ¤Ⱥ

ɒɓɜȽȬȘ ≠╢ ǡ ǓǄǚǝǂ ȠȢȯɉǡ≠ ǡȞɀɒȍȪȐºɜǷ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ

ǡ ǡȢȯºȘɄɔȩǞǵ ǊǙƷǱǊǒ¡2.1 ǚǢ  ∫ǡȢȯºȘɄɔȩǞǵȞȍȹº ƿ Ǌǒ╗╣ƿ ȜɖȳȏȍɔȢ

ǡ Ǜ ƿƵǾǆǛ  ǡ ǡȞȍȹº ǡ Ǜ ƿƵǾǆǛȅ ǊǱǊǒ¡

2022 ǡ2 ƾǼ  2022ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘ È∙   ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘÉȅ ǊǱǌ¡2.1 ǡ ȅ

ǱƻǾǛ  ǝ ȍɂɜȱǚƵǾ ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǚǢ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǛ Ǟ  ǡȢȯº

ȘɄɔȩȅ ǖǒȾȌȬȠɜș ǷȞɀɒȍȪȐºɜ ƿ ȂǿǾǛ ǚǀǱǌ¡ǱǍ  ǚǡ ȜɖȳȏȍɔȢǡ Ǣ ǔ

ƷǙǀǙƽǽ [99]  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǢ È ǡǲÉǚǡ ǞǝǾǻƹǚǌ [100]¡ǊƾǊ  ǚȓɈ

Șɖɜ ǛƷƹ │ ƿ Ǌ ǴǙƷǾǒǴ  ǚ ƿ Ǌ  Ǟ ǞǝǾƽǐǿƿƵǽǱǌ¡ǻǖǙ ȓɓɜ

ȽȬȘ¤ȺɒɓɜȽȬȘǚǵ Ȟȍȱȅ ƷǒȾȌȬȠɜș ƿ ȂǿǾǛ ǊǱǌ¡ ƷǙ  ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘƾǼ

ȓɓɜȽȬȘ¤ȺɒɓɜȽȬȘǡ Ǳǚ ƿ ƷǆǛƾǼ Ȟȍȹº ǡ ǵǮǛȆǜ ƿǝƷǚǊǺƹ¡ǐǡǒǴ ȾȌȬȠɜטּ

ș ǷȞɀɒȍȪȐºɜ ǛƷǖǒ  ǡ ǞⱲǖǒȞȍȹº ƿ ȂǿǾǛ ǚǀǱǌ¡

ȰȌºɀȾȐȍȘȅℓ Ǌǒ

AIǡ ǡ Ƿǐǿȅ ǊǒȞºȼȢƿ ǈǿǙƷǱǌƿ  ǢAIȅ ǊǒÔȰȌºɀȾȐȍȘÕƿ ǡ ǛǊǙℓ ǈǿ

ǾǆǛƿ ǈǿǱǌ [101]¡ȰȌºɀȾȐȍȘǛǢ AIǡ ÈȰȌºɀɒºȴɜșÉȅ ǊǙ ǈǿǒ ǡ Ƿּו ǚ 2020 ∙ ǡ

ȞȍȹºȤȖɎɓȯȌ ǞƽƷǙ ≡ǛǊǙ ǈǿǙƷǱǌ [102]¡  ♣ ȅ ǛǌǾȑȶɔȗº ƿ ȰȌºɀȾȐȍȘȅℓ Ǌǒ

ǞǻǖǙ 2600 ⱦȅ Ǟ Ǌǒ ƿ2019 Ǟ ǀǙƷǱǌ¡ȑȶɔȗº ǡCEOƿ  ǞƵǒǾȲȍȭǡ ǡCEOƾǼ ǚ

ȅ ǱǿǒǒǴ Ǌǒƿ  Ǣǐǡ ǢȰȌºɀȾȐȍȘǞǻǖǙ ǈǿǒּו ǚƵǖǒǆǛƿ ǊǱǊǒ [103]¡

ǆǡǻƹǝ ȅ Ǳƻ ȤȖɎɓȯȌ ǡȭºɔȅ Ǟ ǊǙ ǊǙƷǾ ƿƵǽǱǌ¡Microsoft Ǣ Ƿ ȅ Ǌ  Ǟ

ǈǿǒǵǡƾȅ Ƿ ǡȢȜȋǚ ǊǙǂǿǾÔMicrosoft Video AuthenticatorÕȅ ǊǱǊǒ [104]¡

 ȰȌºɀȾȐȍȘǡ Ǣ Ǟ ǌǾǛǈǿǙƷǾǒǴ [104] ȭºɔȅ ǌǾǓǄǚǢǝǂ  ǽǡ ǚƵǾǆǛ ǴǾǒǴǡ

ɓȯɒȠºǵǻǽ ǛǈǿǾǛ ƻǱǌ¡
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