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1. ʑ ᷅Ḅ᷅ḎᶸḞ᷊ḦḲ  ᴻ

ɕɆºȱǢ NTTDATA-CERTƿ Ǟ ǊǒȞȍȹºȤȖɎɓȯȌ Ǟ ǘ

ǀ ǐǡ ǞƽǄǾșɖºȹɔ ȅ ǡ ǚ ¤ Ǌǒǵǡǚǌ¡ 

 

Apache Log4jǡ ǝ ÔLog4ShellÕ 

202112 ǞApache Log4jǡ  Log4Shell(CVE-2021-44228)ǡ ƿ ǈǿǱǊ

ǒ¡Log4jƿJavaǡȠȢȯɉǞƽƷǙ ǂ ǈǿǙƷǾɒȍȿɒɓǚƵǾǆǛ Ǳǒ

ǡ ȅ ǌ ǚƵǾCVSSȢȜȋƿ ǵ ǝ10.0ǚƵǖǒǆǛƾǼ  Ǟ ǀǝ

ǛǝǽǱǊǒ¡Log4jǡ ǡ☼ ȅ ǄǾȠȢȯɉȅ╗Ǘǵ ǿǝǂ ǌǾǆǛ

Ǣ ǚƵǽ  ǵ ƿ ȅ ǒǝƷǛ ǈǿǱǌ¡ 

Log4ShellǡǻƹǞ☼ ǡ ǀǝȦȾȱȏȐȋǷɒȍȿɒɓǡ Ǟ ƻ ȠȢȯɉǡ◖

ǢȦȾȱȏȐȋȞɀɒȍȪȐºɜȅ≥ Ǌǒ ǡ ȅ ƹ ƿƵǽǱǌ¡ǐǡ

ǡ╗ǗǛǊǙ ȦȾȱȏȐȋ (SBOM)ǡ ¤◖ ǞǗƷǙ ǊǱǌ¡ 

 

ǡȤȖɎɓȯȌɂºȢɒȍɜÔMinimum Viable 

Security Product ÈMVSPÉÕ  

GoogleǷSalesforceȅ Ǟ ɂɜȩ ǝ ǡȤȖɎɓȯȌɂºȢɒȍɜ

ÔMinimum Viable Security Product È∙ּז ÔMVSPÕǛǌǾÉÕƿ ǈǿǱǊǒ¡MVSPǢ 

BtoBǡȦȾȱȏȐȋǷȼȡȶȢ¤ɀɖȤȢǡȋȏȱȦºȠɜșȞºȼȢȅ ǌǾ ƿ

ǌǬǀ ǡȤȖɎɓȯȌ ǚǌ¡ȞɀɒȍȪȐºɜ ƿ Ǌ Ȟɀɒȍטּ

ȪȐºɜ ǡɓȢȘ ǡלּ ƿ ǱǾ╗ ǚ ɓȢȘ ɀɖȤȢǢלּ ǚ ƿƾ

ƾǽ  ǌǾלּ ½ǈǿǾ ǡ ǞǛǖǙ ƿ ǀƷǛƷƹ ƿƵǽǱǌ¡MVSPǢ

ǆǡ ȅ ǌǾǒǴǞ ǈǿ  ǚǀǾ ǡȤȖɎɓȯȌ Ǟ ǖǒ ǝ

ȪȐȬȘɓȢȱǛǝǖǙƷǱǌ¡ ǡ ȅ ǌǾǒǴǞ ȤȖɎɓȯȌ ǡ

Ƿ   ǡ ƿ Ǟ ǈǿǙƷǱǌ¡MVSPȅ Ƿ ǝ≠ ǡɓ

ȢȘ ǷRFPǡȤȖɎɓȯȌלּ ǛǊǙ ǌǾǆǛǚ  ɀɖȤȢȅ ǚǀǾǚטּ

ǊǺƹ¡MVSPǢƵǂǱǚ ǡȤȖɎɓȯȌ ǡǒǴ  ǞǻǖǙǢ ȅ ǌנּ

ǾǝǜȔȢȨɇȍȣƿ ǝ ǞǢ ≥ƿ ǚǌ¡ ǌǾ ƿ ƻǿǣ MVSP

ǢȰȾȊȘȱȢȨɜȩºȲǛǝǾּס ǵƵǽǱǌ¡ 
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ZohoǡUEM Ǟ Ǌǒ  

ZohoǡManageEngineǢ ɇȠɜǫȑºȡȐɜȱȅȍɜȢȱºɔǊǙ ȠȢȯ

ɉ ƿꜛ ƾǼ  ╢ǡ ǷȞºȹȅꜛ ƾǼ ǚǀǾ ȑɜȲɆȍɜȱ

ÈUEMÉ ǚǌ¡ǆǡManageEngineǡȑºȡȐɜȱǫ ǊǙꜛ ǌǾǛǀ

Ǟ  ȅȹȍȺȢǚǀǙǊǱƹ ƿƵǽǱǊǒ¡APT șɔºɀƿ ǆǡ ȅ

ℓ ǊǙȥɖȰȍ ȅ ƷǱǊǒ¡ ƿUEM ȅ ǖ ǖǙǊǱƹǛ  ǡ

Ƿ ȅ ǾǒǴǡ ƿ  ȅ ǄǌǾ ǫǛ ȂǽǊǱǌ¡UEM ǡǻƹ

ǝ ǡɇȠɜȅ ǊǙ ǌǾȦȾȱȏȐȋǢ ǻǽ ǞȤȖɎɓȯȌ ȅ

ǖǙ  ƿℓ ǊǝƷǻƹǞ ǼǝǄǿǣǝǽǱǎȆ¡ 

EMOTET ȅ  

20211 ǞȯȍȘȩȏɜǊǒǢǍǡEMOTETƿ 202111 14 ƾǼ ȅ

ǊǱǊǒ¡ȯȍȘȩȏɜ ǞEMOTETȅ ǖǙƷǒɒɜȞɉȏȐȋContiǡ șɔºɀƿ 

ɒɜȞɉȏȐȋ ȅ ǌǾǒǴǞ TrickBot / Qbotǡ șɔºɀȅ ǖǙEMOTET

ǡɅȬȱȶȬȱȅ ǊǱǊǒ¡ǐǡ Contiǡ וֹ șɔºɀǛTrickBot / Qbotǡ

șɔºɀƿ  ǊǒEMOTETǡɅȬȱȶȬȱȅ ǖǙ ɒɜȞɉȏȐȋ ȅ

ǊǙƷǱǌ¡ 

ǡEMOTETǢ  ƿ  ǊǙƽǽטּ ǓǄǚǢ ƿ

ǊǂǝǖǙƷǱǌ¡ǐǡǒǴ  ǡȤȖɎɓȯȌ≥ Ǟ ǼǍ EMOTETǞ ǌǾIoCÈIndicator 

of CompromiseÉ ȅ Ǟ ǊǙ FirewallǷSIEMǝǜǡȤȖɎɓȯȌ ǫ Ǌ

Ǚ ȠȢȯɉǚEMOTETȅ Ǟ Ǌǒǽ  ǊǒǽǌǾǬǀǚǌ¡ 

 

 

ÈOFACÉǷ ƿ ǡ Ʒȅ ǌǾ ȅ ǊǙ 

ɒɜȞɉȏȐȋ șɔºɀǫ ȅ ȂǝƷ ƿ ƻǙǀǱǊǒ¡ǐǡǒǴ ɒɜ

ȞɉȏȐȋ șɔºɀǢ  ∙ ǚ ♬ȅ ǌǾ ǫȠȾȱǊǙƷǂǛ

ǊǱǌ¡  ɒɜȞɉȏȐȋ șɔºɀƿ  Ǌǒ ǡ ǝǜ ∙ ǡ

Ȟȿɀɒɜȅ ≥ǌǾǆǛǷ ƵǾƷǢȤȖɎɓȯȌ ǡ ȅƾƷǒ ǒǝ ♬ɋȰɔǡ

ȅ ǌǾּס ǵ Ǟ ƻǼǿǱǌ¡ Ǣ ǐǡ ǞƵǾǛƷƻǾǚǊǺ

ƹ¡ 

╗ ǚ  ȅ ȂǝƷ ƿ ǂǝǖǙƷǾȂǄǚǢƵǽǱǎȆ¡ǐǡ╗╣ǛǊǙ 

Ǟ ꞌǊǒȞȍȹº Ǟּנ ǊǙƷǾ ƿ  ǂ ƾǗ↨ǂ ǚǀǾǒǴ 

ǡ Ʒȅ ǌǾǆǛǚǌ¡ǊƾǊǝƿǼ Ȟȍȹº ƿ ǊǙƷǾנּ ǡȞȍ

ȹº ǡTOP10ǡƹǔ4 ƿ ǚƵǽ ǆǡǱǱ ƿ ǌǿǣ  Ǣ 

ɒɜȞɉȏȐȋǞ ȂǾ ǡ Ʒǡ ȅǷǴǙǊǱƹƾǵǊǿǱǎȆ¡ǐǡ

  ǡ Ʒƿ ǾǛ Ǌ  Ǿ ǞǢɒɜȞɉȏȐȋ ǵ ǌǾּס
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ƿƵǽǱǌ¡ 

Ǳǒ Ȝɖȳ︡ǚǡɓɋºȱɘºȘǡ  Ǟǻǽנּ ƾǼȍɜȨºȶȬȱ ǚ Ƞ

ȢȯɉǫVPN ǊǒǽȘɒȏȲȞºȼȢȅ ǊǒǽǌǾ ƿ  Ǌנּ ȠȢȯɉǞ

ǌǾǆǛȅ ǛǊǒȾȌȬȠɜș ƿ╗ ǊǙƷǱǌ¡ȾȌȬȠɜșטּ Ǟ

ǝ ȅas-a-Serviceǚ ǌǾȼȡȶȢǚƵǾPhishing as a ServiceÈPHaaSÉƿ ǊǙ

ƽǽ PHaaSȼȡȶȢƿ ǌǿǣǌǾǮǜ ȾȌȬȠɜșטּ ǵ ǊǙƷǂǛ Ǌ

Ǳǌ¡ 
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2. ḐḜḋ  ᷄

2.1. Apache Log4jᶍ ᶉ Lᴂog4Shell b

 

2.1.1. Log4ShellǛǢ 

The Apache Software FoundationǢ 202112 Ǟ CVE-2021-44228ȅ ǊǱǊ

ǒ [1]¡CVE-2021-44228Ǣ JavaǡɒȍȿɒɓǚƵǾLog4jǞ ǌǾ ǚ ÔLog4ShellÕ

ǛƷƹ ǚ ǣǿǱǌ¡Log4jƿ ǌǾȠȢȯɉ ǚ ɓɋºȱƾǼ ≥ǡȜºȲƿ

סּ ǚƵǽ  ⌐ ƿ ǂ ℓ ƿ Ǟ ⌐ǝ ǚǌ¡ ǡ ȅ ǌ

ǚƵǾCVSSȢȜȋǵ  ǵ ǝ10.0ǚǊǒ¡ 

Ǳǒ Log4jƿJavaǡȠȢȯɉǞƽƷǙ ǂ ǈǿǙƷǾǆǛǵ  ǡ ǈǞ

ȅƾǄǙƷǱǌ¡Googleƿ Ǌǒ Maven Central Repository1Ǟ [2] וֹ ǌǾ35,000

∙ ǡɒȍȿɒɓƿ ȅ ǳLog4jǞ∟ ǊǙƷǾǆǛƿ ǼƾǞǝǽǱǊǒ¡The 

Apache Software FoundationǢ 20221 Ǟ ȅ Ǌǒȹºȡɐɜ Log4j 2.15ȅ

ǞɓɓºȢǊǙƷǱǌƿ Log4jǞ∟ ǌǾɒȍȿɒɓǵLog4j 2.15ȅ ǽ ȆǓȹºȡɐɜ

ǫ ƿ ǚǌ¡Ǳǒ ɒȍȿɒɓ ǵ Ǟ∟ ǊƵǖǙƽǽ Log4jȅ ȆǓ ǡ

ɒȍȿɒɓǡ ǚǝƷǛ  ǡɒȍȿɒɓǡ Ǟ ǚǀǝƷ ǛƷǖǒ ǵ

ǊǙƷǱǌ¡  2-1ǡǻƹǞ Log4jȅ ȆǓ ǝּז∞ǡɒȍȿɒɓǡ ǔƿ

ǊǙƷǱǌ¡ 

 

 2-1 ֹ ḱᶹḞḱḲᶍ∟ ᶍ (Google Security Blogᶧ ╥ɭ  

 

 

1 Javaǡɒȍȿɒɓƿ ǈǿǙƷǾȞȍȱǡ╗Ǘ¡ ǡɒȍȿɒɓƿ ǈǿǙƽ

ǽ Javaǡ ǢǆǆƾǼ ǝɒȍȿɒɓȅȩȏɜɖºȲǊǙ ǌǾ¡◖☺ǢThe 

Apache Software Foundation¡ 
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[2]) 

 

Maven Central RepositoryǞ ǌǾLog4jǞ∟ Ǌǒ Ǚǡɒȍȿɒɓȅ ǌǾǓǄ

ǚǵ  ǚǡ ꞌǢ ǓǛ ȂǿǙƷǱǌ¡Ǳǒ  ǡLog4jǞ∟ Ǌǒɒȍȿɒ

ɓȅ ǊǙƷǾJavaǡȠȢȯɉ ǞǱǚ☼ ǡ ∫ȅ ǅǾǛ ǵǖǛ ǡȠȢȯ

ɉƿ☼ ȅ ǄǙƷǱǌ¡Log4jǡ ǡ☼ ȅ ǄǾȠȢȯɉȅ╗Ǘǵ ǿǝǂ ǌ

ǾǆǛǢ  Ǟ ǚǌ¡  ǜǆƾǡɒȍȿɒɓǷȠȢȯɉǞ  Log4Shellƿ

ǖǙƷǙ  ǡǜǆƾǚ ƿ ǌǾǛ ǊǱǌ¡ 

 

2.1.2. ǡɊȔȴȣɉ   

ÈŦÉ ǡɊȔȴȣɉ 

Log4jǢȠȢȯɉǡɖșȅ ǌǾǒǴǡɒȍȿɒɓǚǌ¡Log4jǞǢ ȠȢȯɉ ǡȓ

ȿȡȐȘȱǷɓȦºȢȅ ǌǾǒǴǡJNDI LookupǛƷƹ ȅ ǊǙƷǱǌ¡ǆǡJNDI 

LookupǢ  ǡ ȅ ǖǙ ǡȓȿȡȐȘȱ ȅ ǊǙ ǐǡȓȿȡȐȘ

ȱȅ ǲ ǳǆǛƿǚǀǱǌ¡Log4jǢ ɖșǞǆǡ ǡ Ǜ ǋ ƿ ǱǿǙƷ

Ǿ Ǟ JNDI Lookupƿǐǡ ǡ ǞǊǒƿǖǙ  ǡȓȿȡȐȘȱǷɓȦ

ºȢȅ ǌǾ ǝ ǞǝǖǙƷǱǊǒ¡ 

Ǣ ǆǡJNDI Lookupǡ ǝ ȅℓ ǊǙ  ǡȠȢȯɉȅ ƿ

≥ǊǒȞºȹǫȋȘȤȢǈǎǙ  ǡȠȢȯɉƿ ǡȓȿȡȐȘȱȅ ǌǾǻƹǞ

Ǆ ǐǡ ȠȢȯɉוֹ ǚ ≥ǡJavaȓȿȡȐȘȱȅ ǈǎǾǆǛƿּס ǚǊǒ¡Ǳǒ 

ǆǡJNDI Lookupƿ ǚ ǝ ǞǝǖǙƷǒǒǴ Log4jȅ ǌǾȠȢȯɉǡ

ǂƿ ȅ ǼǿǾ ǛǝǽǱǊǒ¡ 

ǡ ǛǊǙ  ƿȠȢȯɉǡɖșǡ Ǟ ǌǾ ƿƵǽǱǌƿ 

ǂǡ ǆǿǢƵǱǽ ǊƷǆǛǚǢƵǽǱǎȆ¡ ƻǣWebȞºȹǡ ǚǢ ȋȘȤȢ

ǊǙǀǒɏºȟǡóUser-AgentóǛƷƹȺɒɊºȨȅɖșǞ ǌǾ ƿ╗ ǚǌƿ ǆ

ǡóUser-AgentóǢ ƿ Ǟ ǌǾǆǛƿּס ǚǌ¡ 
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 2-2 ¥ LDAPȅ Ǌǒ (GovCERT.chǡ Ƀºȡǻǽ╥  [3]) 

 

 2-2ǚǢLDAPȅ ǊǙ  ƿɓɋºȱƾǼ ≥ǡJavaǡȜºȲȅ

ǌǾ ǿȅ ǊǱǌ¡ 

1. Ǣ HTTP ǡȘɒȍȋɜȱ ǡóUser-Agentóǫ  ƿ ≥Ǌ

ǒLDAPȞºȹǡȋȲɕȢ ȅ ǊǱǌ¡ 

2. ƿ  ǡWebȞºȹǞȋȘȤȢǌǾǛ WebȞºȹƿǆǡȋȘȤ

ȢǞ ǌǾɖșȅ ǊǱǌ¡ǆǡǛǀ ȋȘȤȢ ǡȘɒȍȋɜȱ

ǡóUser-Agentó ȅɖșǫ ǌǾ ǞǝǖǙƷǒ   ǡ ƿ

ǊǒLDAPȞºȹǡȋȲɕȢ ȅǐǡǱǱɖșǫ ǊǱǌ¡ 

3. JNDIǡLDAPȞºȹǡȋȲɕȢ ȅɖșǫ ǌǾ  Log4jǡJNDI 

LookupƿȰȾȒɔȱǚ ǞǝǖǙƷǾǒǴ  ƿɖș ǡJNDI

ȅ ǊǙLDAPȞºȹǡȋȲɕȢ ȅ ǊǱǌ¡ 

4. Log4jǢ  ǊǒȋȲɕȢǡLDAPȞºȹǫ Ʒ Ȃǎȅ ƷǱǌ¡ 

5. LDAPȞºȹƾǼ  ǡȞºȹǡȋȲɕȢ ƿ ǖǙǀǱǌ¡ 

6. ǡ ǖǙǀǒȋȲɕȢ ǡȞºȹǫȋȘȤȢǊǙ ℓ≥ǡƵǾȜºȲȅ

ȩȏɜɖºȲǊǙ ǊǱǌ¡ 

 

ÈŧÉ ǡ ꞌ  

זּ ǡӡǡ ǡ ǊǙǂǓǈƷ¡ӡǡ ƿ ǊƷ Ǣ Ӣǡ ȅ



ḐḜḋ  ᷄

 8 

Ê 2022 NTT DATA Corporation 

ǊǙǂǓǈƷ¡ 

ӡ  - Log4jǡȹºȡɐɜȋȬɀ 

CVE-2021-44228ȅ ǲǡLog4jǫȹºȡɐɜȋȬɀǊǙǂǓǈƷ¡ ǲȹ

ºȡɐɜǢ  2-1Ǟ ǌ ǽǚǌ¡Java 6Ǜ7 Ǣ ɂɜȩǡȞɆºȱƿ ǊǙƷǾǒ

Ǵ ּס ǝ ǽJava 8∙ ǫ ǽ ƻǙǂǓǈƷ¡ 

 2-1 ֹ ᶞLog4jᶍḘᴻḀḯḻ (2022.1) 

Javaȹºȡɐɜ ǲLog4jȹºȡɐɜ 

6  2.3.2∙  

7  2.12.4∙  

8  2.16.0∙  

 

Ӣ  - JNDI Lookupǡ  טּ

ȹºȡɐɜȋȬɀƿ ǊƷ  JNDI Lookupǡ ȅטּ ǊǙǂǓǈƷ¡

ǞǢ JNDI LookupȘɒȢȅȘɒȢȺȢƾǼ ǊǱǌ [4]¡ Ǟ ǅǒ ǡ Ǟ ȠȢ

ȯɉƾǼ ǫǡȋȘȤȢȅ ǌǾǆǛǵ ǝ ǚǌ [4]¡ǒǓǊDNSȅ ǌǾȠ

Ȣȯɉǡ Ǣ DNSǡȋȘȤȢȅ ǌǾǆǛǢǚǀǱǎȆ¡ 

 

2.1.3. ꞌǞƽǄǾȦȾȱȏȐȋȞɀɒȍȪȐºɜǡ

 

Log4jǢThe Apache Software Foundation(ApacheȦȾȱȏȐȋ )Ǟ ǌǾ ƷȂǹǾȓ

ºɀɜȦºȢǡȦȾȱȏȐȋǚǌ¡ȓºɀɜȦºȢǡȦȾȱȏȐȋǢ ǐǡɒȍȤɜȢǚ

ǴǼǿǒ ǞƽƷǙזּ ǚȦȾȱȏȐȋȅ ǌǾǆǛƿ ǴǼǿǙƷǱǌ¡Log4jǡ

Ǣ Apache License 2.0ƿ ǈǿǱǌ [5]¡Apache License 2.0 ǚǢ ȦȾȱȏȐȋǡ

  ȦȾȱȏȐȋǡ ¤ ¤ ƿ ǞǝǖǙƽǽ ǐǡ ǈƾǼ ǂǡȠ

Ȣȯɉǡ ƿ ǊǙƷǱǌ¡ 

ȠȢȯɉ ƿ ȠȢȯɉȅ ǌǾǛǀǞ  ƿLog4jȅ ǲ ȆǚƷǾȚ

ºȢǵƵǿǣ  ǊǒȦȾȱȏȐȋǷɒȍȿɒɓǫǌǚǞLog4jƿ ǲ ǱǿǙƷǾȚº

ȢǵƵǽǱǌ¡ ǡǻƹǞ ȠȢȯɉȅ ǌǾȦȾȱȏȐȋǷɒȍȿɒɓǫƵǼƾǋǴ

Log4jƿ ǲ ǱǿǙƷǾ Ǣ  ǊǒȠȢȯɉǞLog4jƿ ǲ ǱǿǙƷǾǆǛǡ №

ƿ ǊǂǝǽǱǌ¡Log4jǢ ɖș ǛƷƹ ǝ ȅ ǌǾȦȾȱȏȐȋǚƵǽ 

ȓºɀɜȦºȢǡȦȾȱȏȐȋǡ ǚǵ Ǟ ǂ ǈǿǙƷǱǌ¡ǆǡǒǴ ╗ ǜǡȠ

ȢȯɉǞLog4jƿ ǲ ǱǿǙƷǾǡƾ ǐǡȹºȡɐɜǢƷǂǗƾ Log4Shellǡ☼ ȅ

Ǆ Ǿǡƾ  ǡ №Ǟ Ǟ ǂǡ Ǜ ƿƾƾǽǱǌ¡Log4ShellǢǛǙǵ

ǚ ǈǼǞǆǡǻƹǝ Ƿ☼ ǡ №ƿ ǊƷ  ꞌǞ Ǌǒ ǚǊǒ¡ 

ǵǊLog4j∙ Ǟǵ ǆǡǻƹǝȦȾȱȏȐȋƿȠȢȯɉǫ ǲ ǱǿǙƷǙ  ǝ
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ƿ Ǘƾǖǒ  ǐǿǢȠȢȯɉǞǛǖǙ ǝɓȢȘǚǌ¡ȠȢȯɉǞǜǡǻƹǝ

ȦȾȱȏȐȋƿ ǲ ǱǿǙƷǾǡƾ ƵǼƾǋǴ №ǊǙƽǀ  ǝ ƿ Ǘƾǖ

ǒǛǀǞ  ȅ ȆǚƷǾȦȾȱȏȐȋȅǌǣǷǂ Ʒ ǊǙ ☼ ȅ ǚǀǾלּ

ƿƵǿǣ↨ ǚǌ¡ǐǿȅ ǌǾ ǡ╗Ǘƿ ȦȾȱȏȐȋ (SBOM : Software 

Bill of Materials)ǚǌ¡SBOMǢ ȦȾȱȏȐȋǡ Ƿ ǡ ȅ ǌǾ ǚǌ¡ 

 

 

Solarwindsǡ ȅℓ ǊǙ ƿ ǈǿǒȍɜȠȰɜȱǝǜ ȦȾȱȏȐȋȞ

ɀɒȍȪȐºɜ ǡ ƿ ǊǙƽǽ SBOMǡטּ ƿ ǈǿǙƷǱǌ¡ȦȾȱ

ȏȐȋȞɀɒȍȪȐºɜ Ǟ ǊǙǢ 2020 3 ǡɕɆºȱǞǵ ǊǱǊǒ 

[6]¡SBOMǛǢ  ƻǣ Ƿּק ǝǜǡ ǞƽǄǾ ǡǻƹǝǵǡǚ ȠȢ

ȯɉǞ ǲ ǱǿǙƷǾȦȾȱȏȐȋȅ Ǌǒ ǚǌ¡ NTIAǡ  [7]ǞǻǾǛ SBOM

Ǣ  2-2Ǟ ǌ ǚ ǈǿǱǌ¡ 

 

 2-2 ֹ ḅḝḐᶻᶼᶷ (SBOM)ᶍ  

  

 ȦȾȱȏȐȋ (SBOM)ǡ ǡ ¡ 

ȨȍɉȢȨɜɀ ȦȾȱȏȐȋ (SBOM)ǡ ¡ 

Ȟɀɒȍɍ  ȦȾȱȏȐȋǡȞɀɒȍɍǡ ¡ 

ȜɜɆºȶɜȱ  

(ȦȾȱȏȐȋ ) 

ȦȾȱȏȐȋǡ ¡ 

ȹºȡɐɜ ȦȾȱȏȐȋǡȹºȡɐɜ ¡ 

ȸȬȠɎ  ȦȾȱȏȐȋǡȸȬȠɎ ¡ 

ǈǿǙƷǾȦȾȱȏȐȋ¤ȹºȡɐɜǝǜȅ╗≥

Ǟ ǌǾ ǚǌ¡ȸȬȠɎ ǞּנƻǙ ȸȬȠ

Ɏȅ ǌǾǒǴǞǐǡ ǵ ǌǾ ƿƵ

ǽǱǌ¡ 

ID ɏȴºȘǝID¡ 

ɓɕºȠɐɜ ȦȾȱȏȐȋǡ ¡ 

ǡȦȾȱȏȐȋȅ  ǱǒǢ∟ ǞƵǾ

ǐǡ ȅ ǊǱǌ¡ 

 

SBOMǡ ȅ  2-3ǫ ǊǱǌ¡SBOMǢ ȠȢȯɉǷȦȾȱȏȐȋ ɒȍȿɒɓǡɓ

ɕºȠɐɜȅ ǿ ǚ ǊǱǌ¡  2-3ȅ Ǟ ǌǾǛ ȜɜɆºȶɜȱÔFoo 

ApplicationÕǢ 2ǗǡȜɜɆºȶɜȱ Ôfoo-framework-loggerÕǛÔbar-framework-httpÕ

ȅ ǲǱǌ¡ǐǡƹǔǡ╗ǗǡȜɜɆºȶɜȱǚƵǾÔfoo-framework-loggerÕǢÔlog4j-
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apiÕȅ ȆǚƷǱǌ¡ǵǊlog4j-apiǡȹºȡɐɜ2.14.0Ǟ ǝ ƿƵǾǆǛƿ ǈ

ǿǒ  Foo ApplicationǡSBOMƿƵǿǣ Foo ApplicationǛlog4j-apiǞ∟ ƿƵǾ

ǆǛƿ ǽǱǌ¡ǈǼǞ∟ ƿƵǾlog4j-apiǡȹºȡɐɜƿ2.14.0ǚƵǾǆǛǵ ǌǃ

Ǟ ǽǱǌ¡ 

 

 2-3 ֹ ḅḝḐᶻᶼᶷ (SBOM)ᶍ  

 

ǆǡǻƹǝSBOMȅ ¤◖ ǌǾǆǛǚ  ƿ ǈǿǒȦȾȱȏȐȋƿ ◖

ǡȠȢȯɉǞ ǲ ǱǿǙƷǾǡƾ Ǳǒ ǲ ǱǿǙƷǾ  ǜǡȦȾȱȏȐȋǛ∟

ǞƵǾǡƾ  Ǟ №ǚǀǱǌ¡SBOMǢ   2-4Ǟ ǌǻƹǞ  ǡ☼ ƿƵǾ

ȠȢȯɉǡ ǡ Ƿ  ǡ☼ ƿƵǾȠȢȯɉǡ № ǿȅ ǚǀǾǛ

ǈǿǙƷǱǌ [8]¡ 
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 2-4 ֹ ḅḝḐᶻᶼᶷ (SBOM)ᶍ  [8] וֹ

 

2.1.4. ǱǛǴ 

Log4jǡ Log4Shell (CVE-2021-44228)Ǣ  Ǟ ǝ ǚǌ¡ ⌐Ǟɓɋºȱ

ƾǼ ≥ǡȜºȲƿ סּ ǚƵǽ  ǝLog4jƿ ǲ ǱǿǒJavaǡȠȢȯɉǚƵǿǣ 

Ȟºȹ¤Șɒȍȋɜȱȅ ȂǍ סּ ǚǌ¡Log4jǢ ǂ ǈǿǙƷǾǒǴ  ǝLog4j

ƿ ǱǿǙƷǾǞǵ ȂǼǍ ǱǓ ȅ ǊǙƷǝƷȦȾȱȏȐȋƿǱǓ ǖǙƷǾ

ƽǐǿƿƵǽǱǌ¡  ǆǡǻƹǝ Ǌǒ ǝLog4jƿ ╣ǚ  ·ǝ ǡ ƿ

ǈǿǱǌ¡ǆǡǻƹǞ ȠȢȯɉǞ ǌǾȦȾȱȏȐȋǷɒȍȿɒɓǞ ƿ

ǌǾ  ȠȢȯɉǡ ǚǝǄǿǣ ǐǡ ǡɓȢȘȅ ǚǀǍ  ƿ

Ǌ ǄǙǊǱƹ ǛƷƹ ƿ ǊǱǊǒ¡ 

ȅ ǌǾǆǛǢ    ǝȤȖɎɓȯȌ ǞǗǝƿǾƽǐǿƿƵǽǱǌ¡

Ǟ ȠȢȯɉȅ ◖ ǊǙƷǾ Ǣ  ǂ ǊǙƷǾɒȍȿɒɓǡ ǡ

ƿ ǝ ǞǝǽǱǌ¡ǐǆǚ ȦȾȱȏȐȋȞɀɒȍȪȐºɜǡ ƿ ƻǾȦȾ

ȱȏȐȋ (SBOM)ƿ ǈǿǙƷǱǌ¡SBOMǡ Ǜ◖ Ǣ  ꞌȅǻǽ

Ǟ ǻǽ ǚ ǌǾǆǛƿǚǀǾǒǴ  Ǟ ƿƵǾǛוֹ ƻǱǌ¡ 
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2.2. ᶍḃ᷂ḭḲḎᶸḡᴻḁḱᶹḻ

Mᴂinimum Viable Security Product M֩VSP֪b

 

 

202110 GoogleǷSalesforceȅ Ǟ ɂɜȩ ǝ ǡȤȖɎɓȯȌɂº

ȢɒȍɜÔMinimum Viable Security Product È∙ּז ÔMVSPÕǛǌǾÉÕƿ ǈǿǱǊǒ¡

MVSPǢ BtoBǡȦȾȱȏȐȋǷȼȡȶȢ¤ɀɖȤȢǡȋȏȱȦºȠɜșȞºȼȢȅ ǌ

Ǿ ƿ ǌǬǀ ǡȤȖɎɓȯȌ ǛǊǙ ǈǿǱǊǒ¡MVSPǢ 

ǡȦȾȱȏȐȋǷȞºȼȢȅ ǌǾ ȅȤȖɎɓȯȌ ǌǾǛǀǡɀɖȤȢǡלּ ǈ

ǷǐǿǞǻǖǙ ǋǾȓºȹºɁȬȲȅ ǚǀǾǻƹǞ  ǚǀǾ ǡȤȖɎɓȯ

Ȍ Ǟ ǖǒ ǝȪȐȬȘɓȢȱǞǝǖǙƷǱǌ [9]¡ ǚǢ MVSPƿ ǈǿǒ

ǷMVSPǡ   ǞǗƷǙǇ ǊǱǌ¡ 

 

2.2.1. MVSP ǡ  

 

ȜȢȱ ǷȜȋ ǫǡ ǝǜȅ Ǟ ȘɒȏȲȞºȼȢȅ Ǌǒǽ IT Ƿ

ȠȢȯɉǡ ¤◖ ¤ ǝǜȅ ≠ ǊǒǽǌǾ ƿ ƻ ITǞ ȂǾȞɀɒȍȪ

Ȑºɜƿ ǊǙƷǱǌ¡ǐǡ  וֹ ǡȤȖɎɓȯȌ ȅǊǖƾǽ ǊǙƷǙǵ 

ȤȖɎɓȯȌ ƿ ǝ≠ ǝǜ ȞɀɒȍȪȐºɜǡ ȅ ƾǿǙȞȍȹº

ȅ ǄǾ ƿ ƻǙƷǱǌ¡ ȅ ǌǾ ǡȞɀɒȍȪȐºɜ ǡ ȅ

Ǟ ǃǆǛǢ ǚǌƿ  ƿ╗ ȅ Ǆǒ ǡ ȅ Ǟ ƻǾǒǴǞǢ Ȟ

ɀɒȍȪȐºɜ ȅ №ǊǙ  ǝɓȢȘ ȅǛǾǬǀǚǌ¡ǆǡɓȢȘ Ǣ 

≠ ǡȤȖɎɓȯȌ ȅǌǬǙǡ≠ ǫ ǊǙ╗ ǌǾ Ƿ ≠ ƿȞɀ

ɒȍȪȐºɜ Ǟ ǊǙ ǝ ȅ ǖǙ↨ ǚƵǾǆǛȅ ǊǙƾǼ ǌǾ

ǝǜƿƵǽǱǌ [10]¡ƷǍǿǡ ǵ ǱǍǢ≠ ǝǜǡȞɀɒȍȪȐºɜ ǡȤȖɎ

ɓȯȌ ȅ №Ǌ  ǞɓȢȘ  ¡ǊǝǄǿǣǝǽǱǎȆלּ

 

 

≠ ƿ≠ ǡɓȢȘ ȅלּ ƹ  ╗ ǞǢ ӡ≠ ƿ Ǟ ǊǒȤȖɎ

ɓȯȌɂºȢɒȍɜȅ ƷǙȤȖɎɓȯȌ ȅ ǌǾלּ  ǱǒǢӢȤȖɎɓȯȌ

ƿ ǊǙƷǾɓȢȘ ȞºȼȢȅלּ ǌǾ ǡǜǔǼƾȅ ƷǱǌ¡ 

ӡǡ  ≠ Ǣ ǚȤȖɎɓȯȌɂºȢɒȍɜȅ ǌǾǓǄǚǝǂ ≠ ǡ

ǡ Ƿ ǽǱǛǴǞ ȅ ǌǾǒǴ ≠ ǡ↨ ǡ ƿ ǂǝǾ ƿƵ

ǽǱǌ¡ Ƿ ǡȱɕɜȲƿ Ǟ ǌǾטּ ǞƽƷǙ ≥ ƿ ǿǙ Ǟ
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ƿƾƾǿǣ  ǡ ǔ ǅƿ ǿǙȼȡȶȢ ǡ ǞǗǝƿǽǱǌ¡ 

Ǳǒ ӡ ӢǜǔǼǡ ǵ ≠ ƿ Ƶǿǣ ≠ ǢɓȢȘ ךȅּלּ ǵ Ǌ

ǝǄǿǣǝǽǱǎȆ¡ לּ Ǣ≠ ǱǒǢɓȢȘ ȞºȼȢלּ Ǟ│ǝǾ ƿ Ʒǒ

Ǵ  וֹ Ǟ ǝ ǡȤȖɎɓȯȌ Ǟ ꞌǊǝǄǿǣǝǼǍ ≠ ǞǛǖǙǵ

ƿ ǀƷǛƷƹ ƿƵǽǱǌ¡ 

 

2.2.2. MVSPǛǢ 

 

MVSPǢ  ǡ≠ ȅǢǋǴǛǊǒȞɀɒȍȪȐºɜǡɓȢȘ ǡלּ ȅ ǌǾ

ǒǴǞ Google Salesforce Okta Slackǝǜ  ȅ ƻǒ ǡ ǞǻǖǙ ǈǿ

ǱǊǒ [9]¡MVSPǢ  ǌǬǀȜɜȱɖºɔ24 ƾǼ ǾȪȐȬȘɓȢȱǚǌ¡

Googleǝǜǡ ƿ  ǡȤȖɎɓȯȌ Ǟלּ ƷǙƷǾ לּ ȅ Ǌ ǆǿǼ

ǡ ǡǮǛȆǜƿ ǲ ǱǿǙƷǱǌ [11]¡24 ǡȜɜȱɖºɔǢ ȼȡȶȢȜɜȱɖ

ºɔ ȋɀɓȚºȠɐɜ Ȝɜȱɖºɔ ȋɀɓȚºȠɐɜ Ȝɜȱɖºɔ ◖ Ȝɜ

ȱɖºɔǡ4ǗǞ ǚǀǱǌ¡ȪȐȬȘɓȢȱǞǢ  ȜɜȱɖºɔǛǊǙ ǌǬǀ

ǝ ƿ ƷǙƵǽǱǌ¡Ǳǒ ȪȐȬȘɓȢȱǛǢ ǞFAQƿ ≥ǈǿǙƽǽ  Ȝ

ɜȱɖºɔǡ ǝ Ǜ ȜɜȱɖºɔƿȤȖɎɓȯȌ Ǟ ǝ ƿ ƷǙƵǽǱ

ǌ [12]¡∙ּזǞMVSPȪȐȬȘɓȢȱǡ╗ ȅ ǊǱǌ¡ 

 

 2-3 ֹ MVSPḉᶼḋ᷄ḲḁḐ╗֩  ֪[13] 

Ȝɜȱɖºɔ

ǡ  

Ȝɜȱɖºɔ

ǡ  
Ȝɜȱɖºɔǡ  

1 ȼȡȶȢȜ

ɜȱɖºɔ 

1.4 ȯȢ

ȱ 

ȤȖɎɓȯȌɂɜȩǛ Ǌ  1   ȠȢȯɉǡ

ǝɃȶȱɕºȠɐɜȯȢȱȅ ǌǾ¡ 

1.7 ȍɜȠȰ

ɜȱȸɜȲɓ

ɜș 

ȅ ǊǙƾǼ72 ∙ Ǟ  Ǟ ǿǾǆǛǝ

ǂ Ǟ ǌǾ¡ ǞǢ ∙ּזǡ ȅ ǴǾ¡ 

¶ ǌǾ  

¶ ǡ ǝ  

¶ ǝȢȚȡɎºɔȅ ƹ  

2 ȋɀɓȚº

Ƞɐɜ Ȝ

ɜȱɖºɔ 

2.1 Ƞɜșɔ

Ȟȍɜȓɜ 

ǡ ɀɖȱȜɔȅ ǊǒȠɜșɔȞȍɜȓ

ɜȅ ǌǾ¡ 

2.4 ȺȢɘº

ȲɆɓȠº 

ȠɜșɔȞȍɜȓɜǞּנƻǙȺȢɘºȲ ȅ ǌǾ

¥ 

סּ ¶ ǝ ȅ ǊǝƷ¡ 

¶ ȺȢɘºȲǡ ǈȅ64 Ǟזּ∙ ǊǝƷ¡ 
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¶ ȺȢɘºȲɓȤȬȱǡ ǛǊǙ  ǡ ȅ

ǚ ǊǝƷ¡ 

¶ ȺȢɘºȲ ǡɊºɔ ȅ ǛǌǾ¡ 

¶ ȺȢɘºȲ Ǟ  ǊƷȺȢɘºȲǞּנƻǙ 

ǡȺȢɘºȲǵ ǌǾ¡ 

¶ Ǌǂ ǊǒȺȢɘºȲǢ ╗ ǝȺȢɘºȲɓ

ȢȱǷ ǊǒȺȢɘºȲǡȰºȨɂºȢǛ ǌǾ¡ 

¶ ǡɏºȟºȺȢɘºȲƿ ♄ǊǙƷǝƷƾ

ǞȪȐȬȘǌǾ¡ 

¶ ɊɋɓȸºȲǱǒǢCPUȸºȲǡ╗ ȸȬȠɎ

ȅ ǊǙ ȺȢɘºȲȅȸȬȠɎּטƽǻǦȦɔȱּט

ǊǙ ǌǾ¡ 

¶ ǝȋȔȏɜȱɖȬȘȋȏȱǛȋȔȏɜȱȋȘȤȢ

ǡȿɔºȱȾȒºȢ ȅ ǌǾ¡ 

2.6 ∟

ǡȺȬȪ 

ȢȜȋƿÔ Õ∙ ǡȤȖɎɓȯȌȺȬȪȅ

ǌǾƾ ȺȬȪɓɓºȢ 1Ȕ ∙ Ǟ ȋɀɓȚºȠ

ɐɜȢȨȬȘǡǌǬǙǡȜɜɆºȶɜȱǚ ǡ

ȅ ǚǀǾǻƹǞǌǾ¡ 

3 ȋɀɓȚº

Ƞɐɜ Ȝ

ɜȱɖºɔ 

3.3 ǡ

 

ǝǂǛǵ∙ּזǡ ȅ ǃǒǴǞ  ǡ ╔Ƿ

ȕȍȲɒȍɜȅ ǌǾ¡ 

¤ ǡȹȍȺȢÈ ¥ ǡȋȔȏɜȱƾǼ ǡ

ȰºȨǷ ǞȋȘȤȢǌǾÉ 

¤ ↨ ǚǝƷȤȬȠɐɜIDÈ ¥ סּ ǝȱºȘɜ 

↨ ǚǝƷ Ǟ ǈǿǒȱºȘɜ¡ÈsecureƽǻǦ

httpOnlyƿ ǈǿǙƷǝƷCookieǝǜÉÉ 

¤ ȍɜȡȐȘȠɐɜÈ ¥SQLȍɜȡȐȘȠɐɜ NoSQL

ȍɜȡȐȘȠɐɜ XXE OSȜɇɜȲȍɜȡȐȘȠɐ

ɜÉ 

¤ ȘɖȢȞȍȱȢȘɓɀȯȌɜșÈ ¥↨ ǚǝƷ

JavaScriptǡ Ǧ Ǌ ↨ ǚǝƷDOM ǡ

 ȑȢȚºɀǎǍǞHTMLǞɏºȟ ȅȑȜºȹ

ȬȘǌǾÉ 

¤ ȘɖȢȞȍȱɓȘȑȢȱȾȒºȡȐɓÈ ¥│ǝǾȲ

ɊȍɜƾǼǡOriginɁȬȩȅ ǗɓȘȑȢȱǡ Ǆ

ǿÉ 

¶ ¤ ǡƵǾɒȍȿɒɓǡ È ¥ ƿ

ǊǙƷǾȞºȹȞȍȲȾɕºɉɘºȘǷJavaScriptɒȍ

ȿɒɓǡ É 
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3.4 ǡ

 

ȤȖɎɓȯȌǞ ǝ☼ ȅ ƻǾȋɀɓȚºȠɐɜǡ

Ǟ Ǌ  ƾǼ90∙ ǞȺȬȪȅ Ǌ 

ǌǾ¡ 

4 ◖ Ȝɜȱ

ɖºɔ 

4.1 ȋ

ȘȤȢ 

ǡזּ∙ ƿ ȂǿǙƷǾǆǛȅ Ǌ  ǡ

ȤȖɎɓȯȌȅ ǌǾ¡ 

¶ ǝ Ǧ ȹɓȋ 

¶  

¶ ɖș 

¶ Ǟ ǌǾ ǝ ꞌ  

 

 

ǝȤȖɎɓȯȌɂºȢɒȍɜǛǊǙǢ  ǡ ☺ ǚƵǾCIS (Center for 

Internet Security) ƿ ǌǾÔCIS ControlsÕǷ  ÈIPAÉƿ ǌǾÔ

șɕºȲÕǝǜƿƵǽǱǌ¡ 

CIS ControlsǢ șɖºȹɔǚǡ ƿ ǂ  ǂǡ ƿ ǞǊǙ ǡɔºɔ

ǷȤȖɎɓȯȌ ȅ ǊǙƷǱǌ¡CIS ControlsǢ Ȟȍȹº ǫǡ ǡ

ɂȢȱɀɒȘȯȌȢȅ18 ǡȜɜȱɖºɔǞ ǊǙ Ǌǒ ɓȢȱǚǌ¡CIS Controls

Ǣ ȜɜȱɖºɔǇǛǞ șɔºɀ(IG)ƿ ǈǿǙƽǽ  ǡ Ƿ ǞꞌǋǙ

ǡ ∞ȅ ǴǾǆǛƿǚǀǱǌ¡ǈǼǞ Ȝɜȱɖºɔȅ ǌǾǒǴǞ ƿǛǾ

Ǭǀ153 ǡ ǝ ƿɓȢȱּטǈǿǙƷǾǮƾ  Ƿ Ȝɜȱɖºɔǡ  

Ǜȭºɔǝǜǡ ǵ ǈǿǙƷǱǌ [14]¡ ·ǡ ƿ סּ ǚƵǾǆǛȅ

ǊǙ ǈǿǙƽǽ Ȝɜȱɖºɔȅ ǌǾǒǴǡ Ƿȭºɔǝǜƿ Ǟ ǈ

ǿǙƷǱǌ¡Ǳǒ  ƿ ǞǻǖǙ│ǝǾǡȅ ǄǾǒǴǞ ǝ ȅ ȂǍ ╗ ǡ

ǞǗƷǙǢ ȅ ǴǾǆǛǚ ǡ ɕɂɔǝǜȅ ǚǀǾǻƹǞǊǙƷǱǌ¡ 

șɕºȲǢ ȠȢȯɉ Ǟ ǌǾ ȅ ǞɓȢȱȋȬɀǊ

ǒǵǡǚǌ¡ȠȢȯɉ ǡ ǝǜǡ ǚ ȅ   ∏ǌǾ Ǟ ¤

ƿ ȅ ǗǆǛȅ Ǟ ǈǿǙƷǱǌ¡ Ǣּס   ¤  

◖ ¤  ┌  ȤȖɎɓȯȌ ȠȢȯɉ ¤ȑȜɖȡºǡ6 Ǟ ǈǿ Ȥ

ȖɎɓȯȌǞ ǌǾ Ǣ37 ƵǽǱǌ¡ȠȢȯɉǡ ǇǛǞ ɕɂɔƿ Ǟ

ǈǿǙƷǱǌ¡ ╗ ǡǮƾǞ  Ƿ ǝǜƿ ƾǿǒ ȕȍȲƿ

≥ǈǿǙƷǱǌ [15]¡ 

Ǟ MVSPƽǻǦזּ∙ ǡȤȖɎɓȯȌɂºȢɒȍɜǡ ƽǻǦɊɓȬȱ¤ȰɊɓȬ

ȱȅǱǛǴǱǌ¡ 
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 2-4 ֹ ḃ᷂ḭḲḎᶸḡᴻḁḱᶹḻᶍ ᵩᶧᶒḩḲḋḐᴴḏḩḲḋḐ 

ȤȖɎɓȯȌ

ɂºȢɒȍɜ 
 ɊɓȬȱ ȰɊɓȬȱ 

MVSP ¶ ȅȤȖɎɓȯȌ לּ

ǌǾǒǴǡȤȖɎɓȯȌ Ǟ

ǊǙƽǽ ȪȐȬȘɓȢȱ

ǡ ƿ ǝƷ 

¶ Ȝɜȱɖºɔǡ ȅ

Ǟ ǊǙƽǽ  Ƿ

ȅ ǊǙƷǾ 

¶ ɓȢȘ ɀɖלּ

ȤȢȅ ǚטּ

ǀǾ 

¶ ƿ

ǀǞǂƷ 

¶ ȤȖɎɓȯȌ

ǡ Ǟ

ǄǾ 

¶ ǚǀǾ

ƿ ǈǿǾ 

CIS Controls ¶ Ȟȍȹº ǡȱɕɜȲȅ

Ǳƻǒ ǝ ȅ

ǊǙƷǾ 

¶ Ȝɜȱɖºɔǡ ȅ

Ǟ ǊǙƽǽ  Ƿ

ȅ ǊǙƷǾ 

¶ ǡȤȖɎɓȯȌȾɕºɉɘ

ºȘǛǡ ƿƵǾ 

¶ ǡ Ƿ ǞꞌǋǙ

ǡ ∞ȅǗǄǼǿǾ 

¶ șɖºȹɔǚ ǊǙƷǾ 

¶ Ƿ

ǡ│ǝǾƵǼǹ

Ǿ Ǟ ǚ

ǀǾ 

¶ ƿ

ǀǞǂƷ 

¶ șɖºȹɔ

Ǜǡ ƿ

Ʒ 

¶ ȤȖɎɓȯȌ

ǡ ƿ ǂ 

ǌǬǙǡ ꞌǞ

ȜȢȱƿƾƾǾ 

șɕºȲ 

¶ ȠȢȯɉ Ǟ ǌǾȤȖɎ

ɓȯȌ Ǟ ǈǿǙƷǾ 

¶ Ǜ ȅ

ǊǙƷǾ 

¶ ǡ ǝ ɕ

ɂɔȅ ǊǙƷǾ 

¶ ǄǡȕȍȲƿ Ǌ

ǙƷǾ 

¶ ǡ

ȅǗǄǷǌƷ 

¶ ǝ לּ

ƿǚǀǾ 

¶ ȠȢȯɉ ∙

ǚ ǌǾȤ

ȖɎɓȯȌ

ƿ ǱǿǙƷǝ

Ʒ 

¶ ǚǊƾ Ȃ

ǿǙƷǝƷ 

 

3ǗǡɂºȢɒȍɜǡ ǚ  ǵȤȖɎɓȯȌ ǡ ƿ ƷǡǢCIS Controlsǚǌ¡

ǡɔºɔ Ƿ ǡ Ʒ ȅ⅛ƹȠȢȯɉǷ ǡɓȢȘ ȅלּ ƹ ǝǜ 

¤ ȜȢȱǻǽǵȤȖɎɓȯȌ ǡ ȅ ǌǾ ǞǢCIS Controlsȅ

ǌǾǡƿǻƷǚǊǺƹ¡╗ ǚ ≠ ƿ ǂǡ≠ Ǟ ǊǙɓȢȘ ȅלּ ƹ

Ǣ 1 Ǟ ǄǾȜȢȱƿ Ǽǿǒǽ ȢȽºȲȅ ǊǒǽǊǱǌ¡ǐǡ ǞǢ 

ǡȤȖɎɓȯȌ Ǟ ǖǒMVSPȅ ǌǾǡǵǻƷǚǊǺƹ¡Ǳǒ ȠȢȯɉ ǡ

ǝǜǡ ǚǢ ȠȢȯɉ ǚ ǌǬǀȤȖɎɓȯȌ Ǟ ǊǙ ȠȢȯטּ

ɉǡ Ǟꞌǋǒ ɕɂɔȅ ǊǙƷǾ șɕºȲƿ ƷǙƷǾǛƷƻǱǌ¡
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ǆǡǻƹǞ ȤȖɎɓȯȌɂºȢɒȍɜǞǻǖǙ ǷɊɓȬȱ¤ȰɊɓȬȱƿ│ǝǾǒǴ 

ǞꞌǋǙ Ʒ ǄǾǡƿǻƷǚǊǺƹ¡ 

 

2.2.3. MVSP ǡɊɓȬȱƽǻǦ ≥  

ȞɀɒȍȪȐºɜ ǡɓȢȘȅ ǌǾǞǢ ≠ ǡɓȢȘ Ǣלּ Ǟ ǚǌƿ 

ȞɀɒȍȪȐºɜƿ ≠ ǌǾǮǜטּ Ǜ≠ ǡ ǡ ƿ ǀǂǝǽǱǌ¡Ȟɀ

ɒȍȪȐºɜǞƽǄǾ≠ ǡɓȢȘ ǞMVSPȅלּ ǌǿǣ ≠ Ǜ≠ ƿ∙ּזǡ

 2-5ǡɊɓȬȱȅ ǚǀǱǌ¡ 

 2-5 ֹ MVSPɵ ᵶᵾ ᶍ≠ ᶇ≠ ᶍḩḲḋḐ 

≠  ≠  

ǡȤȖɎɓȯȌɂºȢɒȍɜȅ ǌ

Ǿ ȅ ǂǆǛƿǚǀǾ 

≠ ǇǛǞ│ǝǾ ǡ Ǟ ꞌ

ǎǍǛǵ MVSPǡ Ǟ ꞌǌǾǓǄǚ

ǳ 

≠ ǡɓȢȘ Èלּ ǡ   ǝ

ǜÉǞƾƾǾ ȅ ǚǀǾ 

ȪȐȬȘɓȢȱǡ ǞƾƾǾ ȅ

ǚǀǾ 

MVSPǞ ꞌǊǙƷǾ≠ ȅ ǌǾǆǛ

ǚ  ǡ ɀɖȤȢȅ ǚǀǾ 

MVSPǞ ꞌǊǙƷǾǆǛƿ ǫǡȋȽº

ɔ ǛǝǾ 

 

MVSPǢ  Ƿ ǝ≠ ǡɓȢȘ Ǟלּ ǌǾǆǛƿǚǀǱǌ¡ȤȖɎɓȯ

Ȍ ǡ Ƿ   ǌǬǀ ƿ Ǟ ǈǿǙƷǾǒǴ  Ǟ≠ Ǜ≠

ǡ ǚ ǡ ƿ ǀǞǂǂǝǽǱǌ¡Ǳǒ ȪȐȬȘɓȢȱǡ ƿ24

Ǜ ǝƷǒǴ  ǌǾ≠ Ǜ ȅ לּ ǌǾ≠ ǡ ǛǵǞ  ƿ ǝ

ǂǙ ǲǱǌ¡ǱǒMVSPǢ  ∏∟ ÈRFPÉǡ Ǟ ǌǾǆǛǵǚǀǱǌ¡MVSP

ȅRFPǡȤȖɎɓȯȌ Ǜǌǿǣ ≠ Ǣ ǝ ɀɖȤȢǚ ǡȤȖɎɓȯȌ

ȅ ǚǀǱǌ¡ 

ǊƾǊ  ƷǍǿǡ ǵ MVSPǚǢ ǡȤȖɎɓȯȌǊƾ ǚǀǝƷ Ǟ

≥ǊǙǂǓǈƷ¡ ǡȘɕȡȬȱȔºȲ Ƿ┼ ǡǻƹǝ ǝ ȅ⅛ƹ Ʒ

ȤȖɎɓȯȌ ɕɂɔȅ ǴǾ Ǣ MVSPǞּנƻǙ  ƿ ǴǾȢȨɜȩºȲǝȤ

ȖɎɓȯȌ Ƿ נּ ȅ ǌǾǆǛȅ ǊǱǌ¡ 

 

2.2.4. ǱǛǴ 

șɖºȹɔּטǷȼȡȶȢɋȰɔǡ Ǟטּ Ʒ ȞɀɒȍȪȐºɜǢǱǌǱǌ ǌǾטּ

Ǜ ǊǱǌ¡ȞɀɒȍȪȐºɜ ǡɓȢȘȅ Ǟ №ǌǾǆǛƿ Ǌǂǝǽ  Ǟ

Ǆ ǿƿ ǋǷǌǂǝǾǚǊǺƹ¡ǐǡ ȞɀɒȍȪȐºɜ וֹ ǞȤȖɎɓȯȌ ǡ

ǝ ƿ ƻ ȞɀɒȍȪȐºɜ ǡ Ǟ ƹ ƿ ǵ ƻǾǛ ǚǀǱ

ǌ¡ȞɀɒȍȪȐºɜ Ǟ ǌǾ ǝ Ǣ ǊǝƷǒǴ ȞɀɒȍȪȐºɜ
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ǚ ǝ ȅ ǼǝƷǆǛƿ ǚǌ¡ǐǡǒǴǞǢ ȞɀɒȍȪȐºɜ ǡɓȢȘȅ

Ǟ Ǌ ɓȢȘǡלּ ƷǛǆȀƾǼ ǌǾ ƿƵǽǱǌ¡ǊƾǊ  ǡɓȢȘ

ɀɖȤȢǢלּ ǚ ƿƾƾǽ  ǌǾלּ ½ǈǿǾ ǞǛǖǙ ƿ ǀƷǒǴ 

ȞɀɒȍȪȐºɜ ǡǌǬǙǡ ǡɓȢȘ Ǣלּ ǚǌ¡MVSPǢ ǆǡɓȢȘ ɀלּ

ɖȤȢȅ  Ǌטּ ǡȤȖɎɓȯȌȅ ǌǾǆǛǞ ǗǒǴ ȞɀɒȍȪȐºɜ

ǡɓȢȘ Ǟלּ ǌǾ ƿ ƻǾǛ ǊǱǌ¡  MVSPȅ ǌǾ ƿ

ƻǿǣ MVSPǢȰȾȊȘȱȢȨɜȩºȲǛǝǾּס ƿƵǽǱǌ¡≠ Ƿ≠ Ǜǝǽ

ƹǾ ǢMVSPǞ ꞌǚǀǾǻƹ ƻǙƽǂǛ ƷƾǵǊǿǱǎȆ¡ 
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3. ᵧᵣ EdC-CUBEᶍ ᶍ

ᶹḻ᷿ḏḻḐ  e

20215 7 Ǟ ȍºȠºȖɎºȿƿ EC-CUBEǡȘɖȢȞȍȱȢȘɓɀȯȌɜș

ÈXSSÉǡ Ǟ ǌǾ ≥ ȅ ǊǱǊǒ [16]¡2021  1  2 ǡ ɕ

Ɇºȱǚǵ ǆǿǼǡ ǚ ǊǒȍɜȠȰɜȱ Ƿ ȅ ǽ ǅǱǊǒƿ [17] 

[18]  3 ǞƽƷǙǵ ∟ ǛǊǙEC-CUBEǡ ȅℓ Ǌǒ ǞǻǖǙ EC

ȞȍȱƾǼȘɕȡȬȱȔºȲ ǡ ƻƷ ƿ ǊǙƷǱǌ¡ 

ǚǢ ǆǿǱǚǡȍɜȠȰɜȱ ƾǼ  ǫǡ ƿ ǿǾ  ƽǻǦ

Ǟ ȅ ǴǾ ȅ ǊǱǌ¡ 

 

3.1. 20215 ᶊ ᵴᶫᵾEC-CUBEᶍ  

 

EC-CUBEǞǢ 20215 Ǟ ǈǿǒXSS ƿ ǌǾ2Ǘǡ ƿƵǽǱǌ¡  

ɏºȟƿ ȅ ǌǾWEBɃºȡǢ  ǊǙƷǒ ǡ ȂǽǞȢȘɓɀȱȅ

ǊǙǵ ȢȘɓɀȱȅ ǊǝƷǻƹǞ ǊǱǌ¡ǊƾǊEC-CUBE 4.0Ǣ  ǊǒȢ

Șɓɀȱȅ ǌǾטּ ȅ ǊǙƷǱǊǒ¡ǆǿƿ 1Ǘטּ ǡ  CVE-2021-20727

ǚǌ¡ǱǒEC-CUBE 3.0Ǣ ǡטּ ȅ ǖǙƷǒƿ  ǡɀɒșȍɜƿǐǡ טּ

ǊǒȢȘɓɀȱȅ סּ ǝ Ǟ ǌ ȅ ǊǙƷǱǊǒ¡ǆǿƿ 2Ǘ ǡ  

CVE-2021-20735ǚǌ¡ 

 

 

 

 

 

 

 

 

 

 

 

 3-1 ֹ EC-CUBE ᶍXSS ᶍ ᶫ [19] 
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ǆǿǼǡ ȅℓ Ǌǒ Ǣ   3-1Ǟ ǌ ǿǚ ȂǿǱǌ¡ Ǣ ECȞȍȱ

ǡ ȾȒºɉǫ ǝȢȘɓɀȱȅ ȆǓ ȅ ǊǱǌ¡ ƿ Ǌǒ ǝ

ȢȘɓɀȱǢ ECȞȍȱǡȰºȨɂºȢǫ ǈǿǱǌÈ  3-1ǡӡÉ¡ǆǡ ǚ ECȞ

ȍȱǡ ƿEC-CUBEǡ ȅȿɒȏȟǚ ƷǙ ǡ ȅⱣ ǌǾǛ ȿɒ

ȏȟƿ ǝȢȘɓɀȱȅ ǲ Ȇǚ ǊǱǌÈ  3-1ǡӢÉ¡ ǡ ǝȢȘɓɀ

ȱǢ  ǡɇȠɜ ƾǼ ȅ ǊǙ  ǡ Ȟºȹǫ ǊǱǌÈ  3-1

ǡӣÉ¡ Ǣ  Ǌǒ ȅ ǖǙECȞȍȱǫ ǞɖșȍɜǊǙ Webshellȅ

ǊǱǌÈ  3-1ǡӤÉ¡ Ǣ  ǊǒWebshellȅ ƷǙ ɏºȟƿECȞȍȱ ǫ

ȘɕȡȬȱȔºȲ ǡ ȅ ǌǾǒǦǞ ǐǡ ȅ ǚǀǱǌÈ  3-1ǡӥ¢

ӦÉ [19]¡ 

 

 

2021  2 ǡɕɆºȱǚǢ  ǊǒEC-CUBEȅ Ǌǒ ǡ  [18]

ȅ ǊǱǊǒƿ ּז ǡ  3-1Ǟ ǌǛƽǽ  3 ǵ ǊǙ ǋ ǡ

ƿ ǈǿǙƷǱǌ¡ 

 3-1 ֹ EC-CUBEɵ ᵶᵾEC᷊ᶹḐᶍ 2֩021 2, 3  ֪

#  ECȞȍȱ  ECȞȍȱǡ◖☺  

1 2021/7/6 Hoick [20] ȦɜșȿȬȘȔȾȐ 

2 2021/7/12 ȜȢɋȢȓɜɒȍɜȢȱȋ [21] ȜȢɋȢ  

3 2021/7/13 TRANSIC [22] TRANSIC  

4 2021/7/14 ǻǲȾȊǠǖǛ [23]  

5 2021/7/20 źŸȞȍȱɀɖȠɐȬɀ  [24] ȖɌɜȰȌɔȰȟȍɜ 

6 2021/7/21 ȠɐȬȽɜșȞȍȱ  

[25] 

 

7 2021/7/26 KQLFT TOOLS [26] SONS-MARKET 

8 2021/8/16 FUKUYAONLINE [27] ȾȘɍ 

9 2021/8/18 THE HAIR BAR TOKYO 

ȓɜɒȍɜȢȱȋ [28] 

ȗɌȬɀȍɜȨºȳȠɐȳɔ 

 

10 2021/8/23 ȜɇȖ WEBȞȍȱ [29] ȜɇȖ  

11 2021/9/7 ǒǔ ȓɜɒȍɜȠɐȬɀ [30] ǒǔ  

12 2021/9/14 √ ǎǀǷȓɜɒȍɜȠɐȬɀ  

[31] 

 

13 2021/9/16 ȓɉȴECȠȢȯɉ [32] ȡºȋºɔ 

14 2021/10/21 ALPHAICON [33] ȋȍȜɜȣ 
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3.2. ᶹḻ᷿ḏḻḐ ᶱ ᵶᵾ ᶍ  

 3-1ǡȍɜȠȰɜȱ ƿ Ǌǒ ǡ Ƿ ȅ Ǌǒ ǡזּ∙ וֹ

ƿƵǾǆǛƿ ƾǽǱǊǒ¡ 

 

 3-1ǻǽ  ȅ ȂǍ  ǞȂǒǾ ǡ ƿ  ȅ ǖǒ ǡ

ǞƵǖǒǆǛƿ ƾǽǱǌ¡Ǳǒ  ȅ Ǌǒ Ǣ  Ǟ ƿ Ʒǚǌ¡

ȤȖɎɓȯȌ ǡ ȅ ǋǗǗǵ  ǝ Ƿ ╢ȅ ǽ ǙǼǿǍǞ  ǡ

Ƿ ƿ ǝǱǱǞǝǖǙǊǱƷ  ǡ ƿ ǊǒƽǐǿƿƵǽǱǌ¡ 

 

 

 3-1ǡ ǡ ȅ ǌǾǛ  ǡ◖☺ ƿ ȔºȲ Ƿƽ ƾǼȘ

ɕȡȬȱȔºȲǡ ǡ ȅ ǄǙƾǼ ȍɜȠȰɜȱǞ ǘƷǙƷǾǆǛƿ ƾǽ

ǱǊǒ¡∙ּזǞ  ƾǼ ȅ ǄǾǱǚ ◖☺ ƿȍɜȠȰɜȱǞ ǘƾǝƾǖǒ

ȅ ǊǱǌ¡ 

 ̧ ȤȖɎɓȯȌ ȅ Ǌǒ ꞌƿǚǀǝƷ 

ü ȤȖɎɓȯȌ ȅ ǊǙƷǝƷ 

ü ȤȖɎɓȯȌ ƿ ǊǝƷÈ ǚǀǝƷ ǝ É 

ü ȤȖɎɓȯȌ ƿ Ǌǒƿ  ȅ Ǿ 

 ̧ ǡ Ƿɖșǡ ǝ ȅǊǙƷǝƷ 

ü ECȞȍȱǡWebȋȘȤȢǡɖșȅ ǊǙƷǝƷ 

15 2021/10/26 www.tapiocaworld.jp [34] ȶȬȱȨɘº 

16 2021/10/28 TANAXȓɜɒȍɜȠɐȬɀ [35] ȨȳȬȘȢ  

17 2021/11/2 ɂȍȠȋȶȬȱȠɐȬȽɜș [36] ɂȍȠȋ 

18 2021/11/2 ȺºȭȘɒȿȓɜɒȍɜ [37] ȑɜȲɕȢ 

19 2021/11/2 ROOMDECOȓɜɒȍɜȠɐȬɀ  

[38] 

ƾǠǒǷּק  

20 2021/11/9 LINK IT MALL [39] ɓɜȘȍȬȱ 

21 2021/11/16 ∕ ȓɜɒȍɜȠɐȬɀ [40] ∕  

22 2021/11/18 șɒɜȱɇȱȓɜɒȍɜȠɐȬɀ  

[41] 

șɒɜȱɇȱ  

23 2021/11/18 ȱȜǔǶȆȲȬȱȜɉECȞȍȱ  

[42] 

ȱȜǔǶȆȲȬȱȜɉ 

24 2021/12/2 ǊȓɜɒȍɜȠɐȬɀ [43] Ǌ 

25 2021/12/2 EVANGELION STORE [44] șɒȏɜȲɘºȘȢ 



ᵧᵣ EdC-CUBEᶍ ᶍᶹḻ᷿ḏḻḐ  e

 22 

Ê 2022 NTT DATA Corporation 

ü ǡɖșȍɜǷ ǡɖșȅ Ǟ ǊǙƷǝƷ 

 ̧ ȞȍȘɔǡ◖ Ǟ ƿƵǖǒ 

ü Ǜ ȅǊǙƷǝƷ 

ü ǡɓȢȘ  ȅǊǙƷǝƷלּ

ü ȅǊǙƷǝƷ ǚǀǝƷ 

 

3.3. ᵫᶇᶪᶘᵬ  

2021 2 ǡɕɆºȱǚǢ FortiGateǡ ƿ ╣ǚ ǊǒȍɜȠȰɜȱ

ȅ ǽ ǅ  Ǟ ȞȍȘɔȅ◖ ǌǾǆǛǡ ȅ ǊǱǊǒ [18]¡3.2

ǚ Ǌǒ ƾǼ EC-CUBEǡוֹ ╣ǚ ǞƵǖǒECȞȍȱǡ ǂǢ 

ȞȍȘɔǡÔӡ Õ ÔӢ Õƿ ǚǝƾǖǒǛ ǊǱǌ¡ǐǡǒǴǞ 

ȔºȲ Ƿƽ ƾǼǡ ǡ ƿƵǾǱǚ  ȅ ǊǙƷǒǛ ǊǱǌ¡

Ǣ ǱǍǢӡ ǛӢ ȅ Ǟ ǌǾǆǛǚǌ¡ 

 

 

 3-2 ֹ ᷊ᶹ᷄ḳ [18] 

 

ǱǒEC-CUBEǢ 20215 ǡ Ǟ ǬǾǛ☼ ǡ Ǣ Ʒǵǡǡ 202111

ǞǵȋȘȤȢ ǡ ǡ  CVE-2021-20841ǛȘɖȢȞȍȱɓȘȑȢȱȾȒºȡȐ

ɓǡ  CVE-2021-20842ȅ ǊǙƷǱǌ [45] [46]¡ǆǡǻƹǞ ╗Ǘǡ ƾǼ

ǡ ƿ ·Ǟ ǗƾǾ ƿƵǽǱǌ¡FortiGateǡȍɜȠȰɜȱ ǡ ǚǢ 

ȞȍȘɔȅ Ǟ◖ ǌǾǒǴǞ  ǡȤȖɎɓȯȌ ȅ ǌǾǆǛȅ

ǊǱǊǒ¡ǊƾǊ 3.2ǚ ǬǒǛƽǽ   3-1ǡ ǞǢ  ǡǲǚȤȖɎɓȯ

Ȍ ȅ  ◖ ǌǾǆǛƿ ǊƷǛ ȂǿǾ ȅ ǂ ȆǚƷǱǌ¡ǆƹǊǒ

Ǣ  ɂɜȩǫECȞȍȱǡ Ǜ◖ ȅǌǬǙ≠ ǌǾȚºȢƿ╗ ǚǌ¡ǐǡ

ǒǴ ∙ּזǡ ȅ ǒǌ≠ ǫ ECȞȍȱǡ┐ ◖ ȅ≠ ǌǾǬǀǚǌ¡ 
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 ̧ ȞȍȘɔȅ◖ ǚǀǾǆǛ 

ü ƿǚǀǾ 

ü ƿǚǀǾ  ǡɓȢȘ ☼Ǜלּ ƿǚǀǾ 

ü ȺȬȪ Ƿ ƿǚǀǾ 

ü ƿǚǀǾ 

 ̧ ISMSǷPɇºȘǝǜǡ ȅ ǊǙƷǾ 

 

ǡ ȅ ǒǌ≠ ǫECȞȍȱǡ┐ ◖ ȅ≠ ǌǾǆǛƿ ǚƵǿǣ 

SaaSǡȘɒȏȲȞºȼȢǡ ǵ ǊǙǲǱǊǺƹ¡ǐǡ Ǣ  ƿ Ǘƾǖǒ

Ǟ Ǟ ǊǙƷǒǽ  Ǟ ꞌǊǙƷǒǽǌǾȘɒȏȲȞºȼȢƿ↨

ǚǌ¡ȘɒȏȲȞºȼȢǡ ǡ ꞌ ƿȂƾǼǝƷ Ǣ ISO/IEC 27017ǷISMS

ȘɒȏȲȤȖɎɓȯȌ ǝǜǡ ȅ ǊǙƷǾȞºȼȢȅ ǊǙǂǓǈƷ¡ 

 

3.4. ᶝᶇ  f

EC-CUBEǡXSS ȅℓ Ǌǒ ǡ Ǣ  ƾǼ ∙ Ǌǒ202112

ǚǵ ƷǙƷǱǌ¡3.2ǚ ǬǒǻƹǞ ǞƵǖǒ ǡ ǂǢ  ǈǿǒ Ǟ

ǘƾǍ  ǝ ȅǛǼǝƷǱǱ ȅ ǄǒǛ ȂǿǱǌ¡ǆǡǻƹǞ ǲǡ

ȅ ǌǾǛ  Ʒ ǚ ȅ ǄǙ ǀǝ ƿ ǊǱǌ¡ ǡ ǝǜ 

ȞȍȘɔȅ ǊǙ Ǟ ǌǆǛƿ  ǝ ǚǌ¡ǊƾǊ  ǝ

ȤȖɎɓȯȌ ȅ ǙǝƷ Ǣ  ǡǲǚ ȞȍȘɔȅ ǌǆǛǢ

ǚǌ¡ȠȢȯɉ Ƿ◖ ȅ≠ ǌǾǛǀǢ  ȞȍȘɔȅ↨ ǊǙ ǎǾǆǛ

ƿǚǀǾ≠ ǫ∟ ǌǾƾ SaaSǡȘɒȏȲȞºȼȢȅ Ǟ ǌǾǬǀǚǌ¡ 
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4. ZdohoᶍUEM ᶊ

ᵶᵾ  e

ǚǢ Zohoǡ ManageEngine Desktop Centralǡ ǡ ȅ ǊǱǌ¡ȋɊ

ɓȔ ÈNISTÉƿ ǊǙƷǾ ȰºȨɂºȢÈNVDÉǞ ǈǿǒ

ǡCVSSǢ9.8ǚƵǽ  ǝ ǚǌ¡ ȅ ǊǙƷǾ   Ǣ

ǞȺȬȪȅ ǊǝǄǿǣǝǽǱǎȆ¡ 

 

4.1. ZohoᶍUEM ᶊ ᵶᵾ  

4.1.1. ǡ  

ZohoǢ 2021123 ǞManageEngine Desktop CentralǞ ǋǒ  CVE-2021-

44515ǛManageEngine ServiceDesk PlusǞ ǋǒ CVE-2021-44526ǫǡȤȖɎɓȯȌ

ȋȲȹȍȟɓºǛȺȬȪȅ ǊǱǊǒ [47]¡CVE-2021-44515Ǣ ɓɋºȱƾǼ

ManageEngine Desktop CentralǡȑºȡȐɜȱǫ ǌǾǛǀǡ ȅȹȍȺȢǚǀǙǊǱ

ƹ ǚǌ¡ Ǣ  ǊǒɓȘȑȢȱȅȑºȡȐɜȱǫ ǊǙ ȅȹȍȺȢǊ

Ǚ ɓɋºȱƾǼ ≥ǡȜºȲȅ ǚǀǾƽǐǿƿƵǽǱǌ¡CVE-2021-44526ǵ ȅ

ȹȍȺȢǚǀǙǊǱƹ ǚǌ¡ Ǣ ȋɀɓȚºȠɐɜȾȌɔȨǡ ȅ ǖǙ

ǊǒɓȘȑȢȱȅ ǌǾǛ  ȅȹȍȺȢǊǙ  ǲɏºȟǡǲƿ ǚǀǾ

ǞȋȘȤȢǚǀǱǌ¡ǆǿǼǡ Ǣ ȺȬȪ Ǟ ƿ ǊǒȥɖȰȍ

ǚǌ¡ ƿקּ ⱱǊǙƷǾ șɔºɀƿ ǆǡ ȅ Ǟℓ ǊǙƷǱǌ¡ 

FBIǡɕɆºȱǞǻǾǛ ƵǾAPTÈAdvanced Persistent ThreatÉ șɔºɀƿ ǌǚǞ

ז202110ּ ƾǼ ǆǡ ȅℓ ǊǒȥɖȰȍ ȅ ǖǙƷǱǌ [48]¡ǆǡAPT

șɔºɀǢ 8 ƾǼ3Ǘǡ ȖɌɜɃºɜȅ Ǌ  ǝǂǛǵ13 ȅ ǊǱǊǒ¡

ǱǍ 20219 16  Cybersecurity and Infrastructure Security Agency(CISA)Ǣ APT

șɔºɀƿȤɔȾȞºȼȢ ǡȺȢɘºȲ ƽǻǦȠɜșɔȞȍɜȓɜȦɓɎºȠɐɜ

ǡManageEngineǡADSelfService Plusǡ ȅℓ ǊǙ   4-1ǡȖɌɜɃºɜ1ǡ

ȅƽǆǝǖǙƷǾǛ ǊǱǊǒ¡117  PaloAltoǢ ȖɌɜɃºɜ2ǚ ǝǂǛǵ

9Ǘǡ ƿ ǈǿǒǛ ǊǱǊǒ¡ǐǊǙAPT șɔºɀǢ ȖɌɜɃºɜ3ǚ

ȅManageEngineǡ  ServiceDesk Plusǫ ǊǙ 1025ƾǼ118 Ǟƾ

ǄǙ ȅ ǊǙ ǡ ȅ ǊǱǊǒ¡ 
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 4-1: ᷂ḫḻḢᴻḻᶍḇᶹḨḱᶹḻᶇ☼  [49] 

 

4.1.2. ManageEngineǡ  

ManageEngine Desktop CentralǢ ȠȢȯɉ ƿ  ╢ǡ ǡȺȬȪ  ȦȾȱ

ȏȐȋȍɜȢȱºɔǷɒȍȤɜȢ   ȰȹȍȢǡ  ɋȹȍɔȰȹȍȢ

ȅ ȜɜȦºɔ ǚ ǚǀǾ ȑɜȲɆȍɜȱ ÈUEMÉǛ ǣǿǾȦȾȱ

ȏȐȋ ǚǌ [50]¡ ǡȰȹȍȢǞȑºȡȐɜȱȅȍɜȢȱºɔǌǿǣ ȶȬȱɘ

ºȘ ǚ ǜǆƾǼǚǵȋȘȤȢǊǙ Windows/Mac/Linuxǡ ǛɓɋºȱȜ

ɜȱɖºɔƿǚǀǱǌ¡ȶȬȱɘºȘƿ ƿǖǙƷǿǣ  ǡȼɔǡ Ƿ ǡ ǵꜛ

ƾǼ Ǟ ǚǀǱǌ¡ 

ManageEngine ServiceDesk PlusǢ ȍɜȠȰɜȱ      CMDB 

  ǝǜ  ǝ ȅ ǗWebɂºȢǡITȞºȼȢɇȶºȡɊɜȱȭ

ºɔǚǌ¡ 

 

4.1.3. CVE-2021-44515ǛCVE-2021-44526ǡ  

4.1.1ǫ Ǌǒ ǽ CVE-2021-44515Ǣ ȅȹȍȺȢǌǾ ǚǌ¡ Ǣ 

Ǟ ǊǒɓȘȑȢȱȅ ǝȑºȡȐɜȱǫ ǌǾǛ CVE-2021-44515ȅℓ ǊǙ

ManageEngine Desktop Centralǡ ȅȹȍȺȢǚǀǙ ɓɋºȱƾǼ ≥ǡȜºȲȅ

ǚǀǱǌ¡ ȅℓ ǌǾǛ ꜛ ƾǼȑºȡȐɜȱƿ ǊǙƷǾɇȠɜ ǫȦȾ

ȱȏȐȋȅȍɜȢȱºɔǊǒǽ ȜɇɜȲɀɖɜɀȱȅ ǊǒǽǌǾ ƿℓ ǚǀ

ǾǛ ǊǱǌ¡APT șɔºɀǢ  CVE-2021-44515ȅℓ ǊǙManageEngine 

Desktop Central ǡAPIǡ ǚ  ǝǊǚWebshellȅȋȬɀɖºȲǊǱǌ¡ǆǡWebshell

ǚ  ǡManageEngine Desktop CentralǡAPI ȅ ǀǊǙǊǱƷǱǌ¡WebshellǢ 

ManageEngine Desktop Centralǫ ƷǒɓȘȑȢȱ ȅ ǊǙ ǐǡ ƾǼ ǡ
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ȅ ǊǙ SYSTEMɏºȟ ǚȜɇɜȲȅ ǊǱǌ¡APT șɔºɀǢ  ǡ

Webshellȅ ǖǙ ǊǒɇȠɜȅ ǲ ǞǊǙ Ǘǁǡ ȅ ƷǱǌ¡APT șɔº

ɀǢ ȲɊȍɜȜɜȱɖºɒȅ ǊǙ ǊǙ Mimikatzȅ ǊǙ ȅ Ǌǒ

ǽ pwdumpǷProcDumpȅ ǖǙLSASSɀɖȤȢɊɋɓƾǼȺȢɘºȲ ǊǒǽǊǱǌ¡ 

 

CVE-2021-44526Ǣ  ǊǒURLȅ ǊǙ ȋɀɓȚºȠɐɜȾȌɔȨȅ Ǌǂ Ǌ

ǙƷǝƷ ȅℓ ǊǙ ǝǊǚȞºȿɕȬȱɀɖșɒɉǫȋȘȤȢǚǀǾ ǚǌ¡

PaloAltoǞǻǾǛ ManageEngine ServiceDesk Plusȅꜛ ǌǾǒǴǡREST APIǞ

ƿƵǽǱǌ¡APT șɔºɀǢ ǱǍ ǊǒURLȅ ǖǙ ManageEngine ServiceDesk 

Plus ǡȞºȹǡREST APIǫómsiexec.exeó ǛƷƹȾȊȍɔ ǡɇɔȏȐȋ(ȲɖȬȺº)ǡȋ

ȬɀɖºȲȅ ǊǱǌ¡ǆǡǛǀ  Ǣ ǚǌ¡ǗǁǞ APT șɔºɀǢ 

ǡ ǚREST APIǫ ǆǡmsiexec.exeǡ ȅ ǊǱǌ¡ǆǡǛǀAPT șɔºɀǢ 

ManageEngine ServiceDesk Plusƿ ǡmsiexec.exeǡ ȂǽǞ ɇɔȏȐȋȅ ǌǾǻ

ƹǞ ǊǱǌ¡ɇɔȏȐȋǡ ƿ ǌǾǛ  ╗ɇȠɜ ǚɇɔȏȐƿ Ǌǝ

ƷǻƹǞ ǌǾ ǲǚƵǾɈɎºȯȬȘȢȅ ǊǱǌ¡ǆǡɈɎºȯȬȘȢƿ 

ȖɌɜɃºɜ1Ƿ2ǚ ǗƾǖǒɇɔȏȐȋǡɈɎºȯȬȘȢǛ ǋǓǖǒǒǴ  ǋAPT

șɔºɀǡ ǓǛ ǊǙƷǱǌ¡ǆǡɇɔȏȐȋǢ APT șɔºɀǡȞºȹƾ

ǼWebshellȅȩȏɜɖºȲǊǙ Ɋɋɓ ǫɖºȲǊǙ ǊǱǌ¡ǆǡWebshellǢ Apache 

TomcatǡJava Servlet Filterȅ ǊǙ ǊǱǌ¡ǐǡǒǴ APT șɔºɀƾǼ

Webshellǫǡ ǡ Ǣ  ǡ URLȅ ǊǝǂǙǵ ȾȌɔȨɓɜș Ǟ

WebshellǄǡ ǓǄȅ ǊǙWebshellǫ ǊǱǌ¡ǐǡǒǴ ȤȖɎɓȯȌȾȌɔȨ

ǵ ǊǙǊǱƷǱǌ¡APT șɔºɀǢ ǆǡ ȅℓ ǊǙȍɜȢȱºɔǊǒWebshell

ȅ ǖǙ ManageEngine ServiceDesk Plus ǡȞºȹȅꜛ ǚǀǱǌ [51]¡ 

 

4.1.4. ǡ  

ǆǡUEM ǡ Ǣ ɓɋºȱ סּ ǝ ǡ ǛǢ │ǝǾ ƿƵǽǱ

ǌ¡ ƿUEM ȅ ǊǙ ǖ ǖǒ  ǜǡǻƹǝ☼ ƿ ǌǾǚǊǺƹƾ¡ 

 

 4-2 ֹ ManageEngine Desktop Centralᶍᶷᴻ᷂Ḏ᷄ḉḫ [50] 
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APT șɔºɀƿ   4-2ǡ Ǟ ǊǙƵǾManageEngine Desktop CentralǷ

ServiceDesk PlusǡȞºȹȅ ǊǙꜛ ǚǀǾǻƹǞǝǖǒ  ManageEngineȋɀ

ɓȚºȠɐɜǡȞºȹǡ ȅ ƹǆǛƿǚǀǱǌ¡4.1.2 ǚ ǊǒǻƹǞ 

ManageEngine Desktop CentralǢ ȑºȡȐɜȱȅȍɜȢȱºɔǊǙƵǾ ǫꜛ ƾǼ

ȦȾȱȏȐȋȅȍɜȢȱºɔǊǒǽ ȜɇɜȲȅ ǊǒǽǚǀǱǌ¡APT șɔºɀǢ 

ǫɇɔȏȐȋȅȍɜȢȱºɔǌǾǆǛǵ  ǡ ȅ ǌǾǆǛǵּס ǚǌ¡ 

ManageEngine ServiceDesk PlusǢ WebɂºȢǡITȞºȼȢɇȶºȡɊɜȱȭºɔǡǒǴ 

ȅꜛ ǌǾ ǢƵǽǱǎȆ¡ǊƾǊAPT șɔºɀǢ ManageEngine 

ServiceDesk PlusǡȞºȹȅ ǲ ǞǊǙ  ǌǾActive DirectoryȞºȹȅ ǌǾǆǛ

ƿǚǀǱǌ¡APT șɔºɀƿActive DirectoryȞºȹǫǡ Ǟ ǊǙ WindowsȲɊ

ȍɜǡ ȅ ǚǀǒ  WindowsȲɊȍɜǫ ǊǙƷǾנּ ȅǊǒǽ 

ǡƵǾȲɊȍɜǫ ∫ȅ ÈɒȯɒɔɉºȿɊɜȱÉǊǒǽǌǾƽǐǿƿƵǽǱ

ǌ¡ 

 

4.2. ᶝᶇ  f

ƿ ǷȠȢȯɉ ǡ ȅ ǊǙ ǐǆȅ ǲ Ǟ ∫ȅ ǌǾ Ǜ

ǬǙ UEM ȅ ǊǙ ȅ Ǌǒ Ǣ  ⌐ǞɇɔȏȐȋȅ ǈ

ǎǒǽ  ȅ ȆǓǽ  ∫ȅ ǊǒǽǚǀǱǌ¡ Ǣ  ǡ Ƿ

ȅ ǾǒǴǡUEM ƿ  ȅ ǄǌǾ ǫǛ ȂǽǊǱǌ¡UEM ǡǻƹǝ

ǡɇȠɜȅ ǊǙ ǌǾȦȾȱȏȐȋǢǻǽ ǞȤȖɎɓȯȌ ȅ ǖǙ 

ƿℓ ǊǝƷǻƹǞ ǼǝǄǿǣǝǽǱǎȆ¡ǵǊ ǈǿǒ Ǣ  ǚ

∫ǫ☼ ƿ ǌǾǒǴ  Ƿ ƿ ⌐ǚǢƵǽǱǎȆ¡ Ǟ☼ ∫ȅ ǌ

Ǿ ǷȶȬȱɘºȘ ǷȠȢȯɉ ǞǻǾ ȅ ǌǾ   ȅ

ǊǙ ƷǉǛ ƹǛǀǡǒǴǞ ƻǙƽǀǱǊǺƹ¡ 
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5. Ḧḳᶻᶼᶷᴴḱḻ᷊Ḩᶻᶼ ʊ

EdMOTET ᶱ  e

20211 ǞȯȍȘȩȏɜǊǒEMOTETƿ 20211114 ƾǼ ȅ ǊǙƷ

ǾǛThe Record by Recorded Futureƿ ǊǱǊǒ [52]¡ǐǡ  IPAƿ 20211116

ǞóEmotetǡ ǞǗƷǙóǛ ǊǙ  ɊºɔǷ ≥ ȅ ǊǱǊǒ [53]¡ 

ǚǢ EMOTETƿ ǡ Ǟ ǖǒ Ƿ ȅ Ǌ  ǡEMOTETǡ

Ƿ ≥ ȅ ǊǱǌ¡ 

 

5.1. EMOTETᶍᵲᶫᶝᶆ 

EMOTETǢ ɏºȟƿ Ɋºɔȅ ǖǒ Ɋºɔǡ ȾȊȍɔǷɓɜȘȅȘɓȬȘ

ǌǾǛ ǊǙ  ǡ Ƿ ɇɔȏȐȋǡ ȅ╥ǀ ǆǊǱǌ¡EMOTETǢ 

ƿ ≥ǊǒȍɜȨºȶȬȱ ǡ ¤ ȞºȹÈCommand and controlȞºȹ¡∙

ÔC2ȞºȹÕǛƷƹÉǛ זּ ǊǱǌ¡EMOTETǡɇɔȏȐȋ Ǣ  ƿ ƷɋȡɎ

ºɔ ǚ  Ǟ Ǌ C2ȞºȹǛנּ ǝɅȬȱȶȬȱȅ ǌǾ ƿƵǽǱǌ¡

2014Ǟ ǊǙ∙  EMOTETǢ ǚ ǝ ȅ╥ǀ ǆǊǱǊǒ¡ǊƾǊ 

20211 27ǞEUROPOLǛEUROJUSTǡ ǡּז ȓɒɜȩ ȲȍȭȅǢǋǴǛǌǾ8ƾ

ǡ ƿ ǊǙÔOperation LadyBirdÕ ȅ Ǌ EMOTETǡ◖ Ǣ ÈȯȍȘ

ȩȏɜÉǊǱǊǒ¡ȯȍȘȩȏɜǡ ƾǼ Ǳǚǡ ǝ ǿǢ  ǡÔșɖº

ȹɔȤȖɎɓȯȌ ɕɆºȱ 2020   4 ÕǞǙ ǊǙƷǱǌǡǚ 

Ǉ ǂǓǈƷ [54]¡ 

IPAǞǻǾǛ ȯȍȘȩȏɜ ǢEMOTETǞ ǌǾ ǡ Ƿ ƿ ·Ǟ ǝǂǝǽ 

EMOTETǞǻǾ Ƿ ƿ ƵǾƷǢ Ǟ ǊǱǊǒ [53]¡Ǳǒ JPCERT/CCǡɕ

ɆºȱǞǻǾǛ  ǡ ƿ 20214 25 12:00ǞǝǾǛEMOTETǡɀɖșɒɉǢ 

ȅ Ǌǒɀɖșɒɉǫטּ Ǟ ǊǙ ƿ ǊǱǌ¡ǐǡ 2021 וֹ

4 26∙   ǞƽǄǾEMOTETǡ Ǣ Ǯǯ ǈǿǝǂǝǽǱǊǒ [55]¡ 

ǛǆȀƿ 20211114  The Record by Recorded FutureƿEMOTETǡ ǡ

ȅ ǊǒǛ ǊǱǊǒ [52]¡Ǳǒ IPAƿ Ǟ ǊǒEMOTETǡ Ɋºɔǡ

ȅ ǊǙƷǱǌ [53]¡ ǡ Ǣ ȯȍȘȩȏɜ Ǜ╥Ǆȅ ǼǝƷ ǚ

ǌ¡202112Ǟ ℓ Ȟȍȱǡ ɀɖȡȐȘȱóURLhausóǫ ǈǿǒEMOTETǞ

ǌǾℓ URLǡ Ǣ 202012ǡℓ URLǡ ǡ 2 ǚǊǒ [56]¡ 

ǚǢ ǝǏEMOTETǢ Ǟ ǖǒǡǚǊǺƹƾ¡ ǚ ƻǼǿǾ Ƿ

ȅ ǊǱǌ¡ 
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5.2. EMOTET ᶱ  

5.2.1. ǡ  

ȯȍȘȩȏɜ ǡEMOTETǡ șɔºɀǢ EMOTETȅ ǊǙ TrickBot / Qbotȅ ǳǈ

ǱǉǱǝɇɔȏȐȋȅȜɜȽɎºȨǫ ǈǎǙƷǱǊǒÈ É¡TrickBot / Qbotǡ

șɔºɀǢ TrickBotǝǜȅ ǊǙ ȜɜȽɎºȨǫConti ( Ryuk) / DoppelPaymer / 

Darkside / Revil ǝǜǡɒɜȞɉȏȐȋȅ ǈǎǙ ǊǙƷǱǊǒÈ É¡ 

 

 5-1 ֹ EMOTETḟḱḋḐḝᶾᴻḨ ᵶᵾ Ḧḳᶻᶼᶷ ᶹḩᴻḀ 

 

20211 Ǟ ƿEMOTETǡɅȬȱȶȬȱȅȯȍȘȩȏɜǌǾǛ ǆǿǼǡɒɜȞɉȏ

Ȑȋ șɔºɀǢEMOTETǡɅȬȱȶȬȱȅ ǖǒ ƿǚǀǝǂǝǽǱǊǒ¡ǐǡ  וֹ

EMOTETǡɅȬȱȶȬȱȅ ǊǙƷǒ ǡ șɔºɀǢ ɒɜȞɉȏȐȋ ȅ

ǊǙǊǱƷǱǊǒ¡ 

ǊƾǊ ǐǿǼǡ șɔºɀǡ ǡɒɜȞɉȏȐȋContiǡ șɔºɀǓǄǢ 

ȅ ǊǒɒɜȞɉȏȐȋ șɔºɀƾǼ ȅ ǎ Ǵ EMOTETǡɅȬȱȶȬȱǡ

ǫ ǄǙ ǀ ǴǱǊǒ¡ɒɜȞɉȏȐȋContiǡ șɔºɀǢ EMOTETɅȬȱȶȬ

ȱǡɀɒȬȱȾȒºɉȅ ǊǙ  ǡ ȅ ǖǙƽǽ  ƾǼ ǞƵǖ

ǒTrickBotǡ șɔºɀǞ ȅ ǔ Ǆ EMOTETǡ ȅ ǊǒǛ ƻǼǿǙƷǱǌ 

[57]¡Bleeping ComputerǷBlackBerryǡ ǞǻǾǛ TrickBot / Qbotǡ șɔºɀƿ 

TrickBotɇɔȏȐȋƿ ǊǒȰȹȍȢǫ TrickBotɇɔȏȐȋȅ ǊǙEMOTETɖºȩº

ÈEMOTETȅȩȏɜɖºȲǊǙ ɇȠɜǫ ǈǎǾ ȅ ǗɀɖșɒɉÉȅ ǽ Ȇǚ

Ǌ EMOTETǡɅȬȱȶȬȱȅ ǊǱǊǒ [57] [58]¡ǆǡǻƹǝ └ǚ ɒɜȞɉ

ȏȐȋContiǡ șɔºɀǛTrickBot / Qbotǡ șɔºɀƿ ɒɜȞɉȏȐȋ ȅ

ǌǾǒǴǞ EMOTETǡɅȬȱȶȬȱȅ ǊǱǊǒ¡ 

ǢBleeping ComputerǼƿ ƻǒּי ǚǌƿ ǵǊּי ǽǚƵǿǣ EMOTETǡ

Ɋºɔǡ ǢEMOTETǡ ƿ ǚǢǝǂ ɒɜȞɉȏȐȋContiǡ șɔº
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ɀǡ ǡ ƿ ǚǌ¡ 

  Ǧ ƿEMOTETǡɅȬȱȶȬȱǡȯȍȘȩȏɜǞ ǊǙ EMOTETǡɅȬȱ

ȶȬȱȅ◖☺ǊǙƷǒ șɔºɀǡɊɜȹȅ ǊǒǛǊǙǵ ǱǒEMOTETǡɅȬȱȶ

Ȭȱȅ ǖǙƷǒ ǡ șɔºɀƿEMOTETǡɅȬȱȶȬȱȅ ǊǙɒɜȞɉȏȐȋ

ȅ ǌǾǚǊǺƹ¡ǐƹ ƻǾǛ  ǡǒǴǞǢEMOTETǡ șɔºɀɊɜ

ȹǓǄǚǝǂ  ǞƵǾɒɜȞɉȏȐȋǡ șɔºɀɊɜȹȅ ǳ ∫ǡ Ƿ

Ǟ Ʒ ǳ ƿƵǽǱǌ¡ 

 

 

5.2.2. ǡ  

ǚǢ Ǟ ȯȍȘȩȏɜ ǡEMOTETǛ ǡEMOTETǡ ǡ┴Ʒȅ Ǌ

Ǳǌ¡∙ּזǡ2Ǘǡ Ǟ ǊǱǊǒ¡ 

 

 

ǡ┴ƷǢ ∙ּזǡ2 ǚǌ¡ 

ǱǍ  ǒǝOfficeȾȊȍɔǡ ǚǌ¡ ǡEMOTETǡ Ǣ ȯȍȘ

ȩȏɜ Ǜ Ǟ Ɋºɔǫǡ ȅ ǖǒ ɊºɔǷ  Ǌǐƹǝ ǝ

ǡ Ɋºɔȅ ǖǒ ǚǌ¡ ɊºɔǞǢ ȾȊȍɔȅ ǊǱǌ¡ȯȍȘȩȏɜ

ǞǢ Microsoft WordǡɇȘɖ ȾȊȍɔÈ Ô.docmÕÉȅ ǊǙƷǱǊǒ

ƿ  Ǣ ǒǞMicrosoft ExcelǡɇȘɖ Ô.xlsmÕȅ ƷǾǻƹǞǝǽǱǊǒ [59]¡

ɇȘɖȅ ǳOfficeȾȊȍɔǢ ȯȍȘȩȏɜ Ǜ   ɊºɔǞ ǈǿǾǮƾ zip

ȾȊȍɔǛǊǙ ǈǿǾȚºȢƿƵǽǱǌ¡Ǳǒ ȯȍȘȩȏɜ Ǜ   ȾȊȍɔ

ǡǝƷȚºȢǵ ǄǼǿǱǊǒ¡ǐǡ  ɊºɔǞURLƿ ǈǿǙƷǱǌ¡URLǫȋ

ȘȤȢǌǾǛ ɇȘɖȅ ǳOfficeȾȊȍɔǷ ǡAPPINSTALLERȾȊȍɔȅȩȏɜɖºȲ

ǌǾɓɜȘ ǛǝǖǙƷǱǌ¡ǆǡURLǢȘȬȠɐɜɃºȡǛ ǣǿǙƷǱǌ [60]¡ǆǡ

OfficeȾȊȍɔǡɇȘɖǢ ȜɇɜȲɀɖɜɀȱƾǼPowerShellȅ Ǧ ǊǙ EMOTETǫǡ

Ǟ ǝȾȊȍɔȅ ¤ ǊǱǌ¡ 

Ǟ PowerShellƿ ǊǙƵǾȚºȢǷȋɀɓȍɜȢȱºɒºȅ ǊǒȚºȢƿ 

ǒǞ ǗƾǖǙƷǱǌ¡APPINSTALLERȾȊȍɔǢ ǡȘȬȠɐɜɃºȡǚ ǈǿǙƷ

ǱǊǒ¡ȋɀɓȍɜȢȱºɒºǢ  Ô.appinstallerÕǡAPPINSTALLERȾȊȍɔȅ ǲ

Ȇǚ ȍɜȢȱºɔɀɖșɒɉƿ ǊǱǌ¡ȘȬȠɐɜɃºȡǚ ǊǙƷǒ

APPINSTALLERȾȊȍɔǡ Ǣ Adobe PDFǞ ǎƾǄǒEMOTETǡȲɖȬȺºƿȍɜȢȱ

ºɔǈǿǙ ɏºȟƿWindowsǞɖșȓɜǊǒ ǝǜǞ ǊǙ EMOTETȅȩȏɜɖºȲ

ǊǙ ǈǎǱǌ [60]¡ 
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EMOTETǡ ǡ┴ƷǢ ∙ּזǡ4 ǚǌ¡ 

ǱǍ  ǀǝ┴ƷǛǊǙ ǡEMOTETǢ HTTPSǝǜǡ∆ טּ ȅ Ǌ

ǙC2ȞºȹǛ Ǌ ǴǱǊǒ [59]¡ǐǡ  וֹ ǡ ƾǼC2 ȅ ǌǾ ǚ

Ǣ  ȅ ǚǀǝƷɀɖȖȠǝǜǡ ǚ EMOTETǡC2 ȅ ǚǀǝ

ǂǝǽǱǊǒ¡Ǳǒ HTTPɓȘȑȢȱƿPOSTɊȦȬȲƾǼGETɊȦȬȲǞ ¡ǊǱǊǒ [59]טּ

ȯȍȘȩȏɜ ǡEMOTETǡ ǚƵǾPOSTɊȦȬȲǚ URLǛReferrerƿ ǋURL

ǛƷƹ ȅ ǖǙ ǊǙƷǾ Ǣ ǐǡ Ǌƿ ǛǝǾǚǊǺƹ¡ 

ǐǡ ǞǢ  ǡEMOTETǢ CookieɁȬȩǞɒɜȩɉǞ ǈǿǒȖº

Ǜbase64ǚȑɜȜºȲǈǿǒȖº ƿ ǱǿǙƷǱǌ [59] [61]¡Ǳǒ C2Ȟºȹǡ

Ǣ ȯȍȘȩȏɜ Ǜ ǞEMOTETǞȸºȲȜºȰȌɜșǈǿǙƷǱǌƿ 

ǡEMOTETǢ XORɂºȢǡȋɔȝɓȣɉȅ ǊǙ∆  ¡ǊǙƷǱǌ [61]טּ

 

5.3. EMOTETᶇContiḱḻ᷊Ḩᶻᶼ ᶗʊᶍ  

ȯȍȘȩȏɜ ǵ ǵ EMOTETǢɊºɔ ǚ ȅ ǊǱǌ¡ǐǡǒ

Ǵ ǆǿǱǚǛ Ǟ  ɊºɔǷǐǡ ȾȊȍɔǞ ≥Ǌ  ǝ ȾȊȍɔǷɓ

ɜȘǢ ƾǝƷǛƷǖǒ ǝ ƿ ǚǌ¡ǊƾǊ  ǚ Ǭǒ ǽ 

ǡEMOTETǢ  ƿ ǞȂǒǽ Ǳǒ ǡ ɊºɔǷ Ǟ ǌǾ

ǝ ȅ Ʒǒ Ɋºɔȅ ǌǾǒǴ  ƿ Ɋºɔƾǜƹƾȅ ǊǙ ǃǆǛ

Ǣ ǻǽ ǞǝǖǙƷǱǌ¡ǐǡǒǴ  ǡǻƹǝ ǡȤȖɎɓȯȌ≥ Ǟ∟ Ǌ

ǒ ꞌǛǢ Ǟ  ƿȠȢȯɉǚEMOTETȅ Ǟ Ǌǒǽ  ǊǒǽǌǾ

ꞌƿ ǚǌ¡EMOTETǞ ǌǾIoCÈIndicator of CompromiseÉ ȅ Ǟ ǊǙ 

FirewallǷSIEMǝǜǡȤȖɎɓȯȌ ǫ ☿ǚǀǿǣ  ǚǀǱǌ¡ǆǿȅ ǌǾ

ǝ ǡŦǗǞ MISPÈMalware Information Sharing PlatformÉǡ ƿƵǾǚǊǺƹ 

[62]¡MISP Ǣ FeedǚIoC ȅ ǚǀǒǽ Synchronisationȅ ǊǙ

ǡMISPǛIoCȅ ⌐Ǟ ǚǀǒǽǊǱǌ¡ 

ǱǒÔ6.2.1. ǡ ÕǞǙ Ǌǒ ǽ ContișɔºɀǢTrickbotǡȍ

ɜȾɒȅ ǖǙEMOTETǡɅȬȱȶȬȱȅ ǊǱǊǒ¡ContiɒɜȞɉȏȐȋǢ ∆ טּ

ǓǄǚǝǂ  ȅ ǲ ǊǙ ǌǾÔ ɒɜȞɉȏȐȋÕǚǌ¡20205 Ǟ

ǴǙ ǈǿǒɒɜȞɉȏȐȋǚǌƿ   ǐǡ ƿ ǊǙƷǱǌ¡ȩºȘȶטּ

ȬȱȅɓȋɔȨȍɉ ǌǾȠȢȯɉ darkfeed.ioǞǻǾǛ EMOTET ǡ2021

12ǞƽƷǙ ContiǢ ɒɜȞɉȏȐȋ ǡ 24ðȅ ǴǙƷǱǊǒ [63]¡Contiɒ

ɜȞɉȏȐȋǢ  ǡȾȊȍɔȅ∆ ǌǾǓǄǚǝǂ ȋȘȤȢǚǀǾטּ ȾȒɔ

ȩȅ ǊǙ ǡȾȊȍɔǡ∆ ȅטּ ǲǱǌ [64]¡ContiɒɜȞɉȏȐȋǢ  Ȟ

ȍȘɔƿ ǂ  ǚȹºȡɐɜȋȬɀǊǙƷǱǌ¡ ǊƷȹºȡɐɜǡContiɒɜȞɉ
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ȏȐȋǢ  Ǟɖºȩºƿ ǊǙ ǐǡɖºȩºƿDLLȅȩȏɜɖºȲǊǙɊɋɓ ǫ

ǊǙ ǌǾȾȊȍɔɕȢȨȍɀǚǌ¡ǆǿǞǻǽ ȏȍɔȢ ȦȾȱɂɜȩǷȤȖ

ɎɓȯȌ ǞǻǾContiɒɜȞɉȏȐȋǡקּ ȅ ǊǱǌ [64]¡ǻǖǙ ContiɒɜȞ

ɉȏȐȋǡȩȏɜɖºȲ ǡIoC ȅ ǊǙȤȖɎɓȯȌ ǫ ☿ǚǀǿǣ  ȅ

ǚǀǱǌ¡ 

 

5.4. ᶝᶇ  f

ǊǒEMOTETǞ ȅƵǙ  Ǟ ǖǒ Ƿǐǡ ȅ ǊǱǊǒ¡

ǐǡ ǞǢ ȯȍȘȩȏɜ ǞEMOTETȅ ǖǙƷǒɒɜȞɉȏȐȋContiǡ șɔºɀ

ƿ ɒɜȞɉȏȐȋ ȅ ǌǾǒǴǞ TrickBot / Qbotǡ șɔºɀȅ ǖǙ

EMOTETǡɅȬȱȶȬȱȅ ǊǒǛ ƻǼǿǙƷǱǌ¡ ǡEMOTETǢ ȯȍ

Șȩȏɜ Ǜ Ǌ  ƿ ǊǙƽǽ ǆǿǱǚǡטּ Ƿ Ǆ ƿ ǚ

ǀǝƷȚºȢǵ ǄǼǿǱǌ¡Ǳǒ  ǡ ǵטּ ǊǙƽǽ  ǓǄǚǢ

ƿ ǊǂǝǖǙƷǱǌ¡ǐǡǒǴ  ǡȤȖɎɓȯȌ≥ Ǟ ǼǍ EMOTETǞ

ǌǾIoC ȅ Ǟ ǊǙ FirewallǷSIEMǝǜǡȤȖɎɓȯȌ ǫ ǊǙ ȠȢ

ȯɉǚEMOTETȅ Ǟ Ǌǒǽ  ǊǒǽǌǾǬǀǚǌ¡  
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6.  

ɒɜȞɉȏȐȋ șɔºɀǡ ♬ɋȰɔǡ   טּ

ɒɜȞɉȏȐȋǡ șɔºɀǡ Ǟ  ǒǝ ƿטּ ƻǙƷǱǌ¡2017Ǟ

ǊǒWannaCryǞ ǈǿǾǻƹǞ  ǡɒɜȞɉȏȐȋ șɔºɀǡ Ǣ 

Ƿ ǡȰºȨȅ∆ ǊǙ ǐǡטּ ǡ ǛǊǙלּ ȅǎǊǴǾ ♬ɋȰɔƿ ǚ

Ǌǒ¡2021 3 ǚǢ ɒɜȞɉȏȐȋ șɔºɀƿȰºȨǡ∆ ȅטּ ȂǝƷ

ƿ ǗƾǖǙƷǱǌ¡ 

ȢȏȐºȰɜǡ ɊºȔºǚƵǾVolvoǢ ɒɜȞɉȏȐȋ șɔºɀóSnatchóǡ

Ǟ ƷǱǊǒ¡SnatchǢ Volvoǻǽ ǲ ǊǒȰºȨǡ╗ ȅ  ƿ◖☺ǌ

ǾɓºȘȞȍȱǚ ǊǱǊǒ¡BleepingComputer [65]ǡ ǞǻǾǛ SnatchǢÔȰºȨ

ǡ∆ ȅטּ ȂǝƷÕǛ ǊǙƷǾǒǴ Volvoǡ ǚǵȰºȨǡ∆ Ǣטּ Ȃǿǝ

ƾǖǒǛ ǊǙƷǱǌ¡SnatchǢ  ƿ ȅ Ȃǿǝƾǖǒ Ǣ  ǲ Ǌ

ǒȰºȨȅ ǫ ǌǾƽǐǿƿƵǽǱǌ¡ 

2020Ǟ ǡ ÈOFACÉƿ ǡ Ʒȅ ǌǾ  [66]ƿ

ǊǒǆǛǵƵǽ ɒɜȞɉȏȐȋ șɔºɀǫ ȅ ȂǝƷ ƿ ƻǙǀǱ

Ǌǒ¡Ǳǒ  ǞƽƷǙǵ  ǡ Ʒȅ ǌǾ ƿƵǽǱǊǒ¡ Ǘ

Ǿǁ ╪Ǣ202110 ǞɒɜȞɉȏȐȋ Ǟ Ʒ  Ȕɔȯȅ∆ ǈǿǙǊטּ

ǱƷǱǊǒƿ  Ʒȅ Ǌǒ ǚ ǚǡ ǡ ȅ ǊǱǊǒ [67]¡∆ טּ

Ǌǒ ȅ ǌǾ ǡ Ǣ  Ʒȅ ǈǿǾǛɒɜȞɉȏȐȋ șɔº

ɀǢ ♬ȅ ǅǾǆǛƿǚǀǱǎȆ¡ǐǡ  וֹ ȅ ǌǾ ǡɒɜȞɉȏȐȋ

ǡ ƿטּ♬ ǊǂǝǖǙǀǙƷǱǌ¡ 

ɒɜȞɉȏȐȋ șɔºɀǢ  ƿ ȂǿǝǂǙǵ ♬ȅ ǌǾǒǴǞ 

∙ ǚ ♬ȅ ǌǾ ǫȠȾȱǊǙƷǂǛ ǊǱǌ¡ǒǛƻǣ Snatchș

ɔºɀǡǻƹǞ  ƾǼ ǡ ȅ ǊǙƷǿǣ ǐǡ ȅ ǚǀǾּס ƿƵ

ǽǱǌ¡ּיǞ Ǌǒ ƿȘɕȡȬȱȔºȲ ǝǜǡ Ƿ ID/ȺȢɘºȲɓȢ

ȱǝǜ ǡ Ʒ ǚƵǿǣ ɒɜȞɉȏȐȋ șɔºɀǢ Ǟ∟ ǎǍǛǵ

♬ȅƵǅǾǆǛƿּס ǞǝǾƾǵǊǿǱǎȆ¡  ɒɜȞɉȏȐȋ șɔºɀƿ 

Ǌǒ ǡ ǝǜ ∙ ǡȞȿɀɒɜȅ ≥ǌǾǆǛǷ ƵǾƷǢȤȖɎɓȯȌ

ǡ ȅƾƷǒ ǒǝ ♬ɋȰɔǡ ȅ ǌǾּס ǵ Ǟ ƻǼǿǱǌ¡

Ǣ ǐǡ ǞƵǾǛƷƻǾǚǊǺƹ¡ 
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ɒɜȞɉȏȐȋ ǡ Ʒǡ  

ɒɜȞɉȏȐȋ ǚǢ  Ǣ ǡ ǚƵǾ ƿ ǖǒȾȊȍɔȅ∆  ǊǙטּ

ǡǒǴǡ Ʒȅ ǛǊǙ ǊǱǌ¡ È̀˷˲É˴Ƿ
ǝǜ ·ǝ ƾǼ ȅ ȂǝƷǻƹǞǛƷƹ Ƿ ƿ ǙƷǾǵǡǡ 

ȅ ƹ Ǣ ȅ ǔǱǎȆ [68]¡ ȅ ƹȚºȢƿǝǂǝǼǝƷ ǡ╗ǗǛ

ǊǙ ǡ ƷǞ ꞌǊǒȞȍȹº ƿƵǾƾǼǚǌ¡ǆǡ Ǟּנ ǊǙƷǾ

Ǣ ǚ ȅ ǄǙȠȢȯɉȅ ǌǾǻǽ ǂ ƾǗ↨ǂ ǚǀǾǒǴ  ǡ

Ʒȅ ǊǱǌ¡ 

ǊƾǊ ǆǡȞȍȹº ǚ ȅ ƹ Ǣ  ƻǝǂǝǾƾǵǊǿǱǎȆ¡2020

ǡ TOP10ǡȞȍȹº ǡƹǔ 4 Ǣ ♬ƿ ǚǊǒ [69]¡ Ǟ ǢɒɜȞ

ɉȏȐȋȅǢǋǴǛǌǾȞȍȹº ƿ ǂ ǊǙƷǾǆǛƾǼ ɒɜȞɉȏȐȋ ǡ

ǡ Ʒƿ ƻǙƷǾǛ ǚǀǱǌ¡ǈǼǞ ɒɜȞɉȏȐȋǡ Ǣ 

ƾǼȞȍȹº ǡ ɓȢȱȅ Ǌ  ȅ ǚ ƻǾ ǫȨºțȬȱȅ

ǴǙɒɜȞɉȏȐȋ ȅ ǖǙƷǾǛ ǊǙƷǱǌ [70]¡ǵǊǆǡǱǱ ǡ

ƿ ǌǿǣ  ǢɒɜȞɉȏȐȋǡ ȅ Ʒǡ ȅǷǴǙǊǱƹƾ

ǵǊǿǱǎȆ¡ǵǊǐƹǝǿǣ ɒɜȞɉȏȐȋ ǞƵǖǒ ǡ ǂǢ  ȅ

ȂǝǂǝǾǛ ǊǱǌ¡ ǡ Ʒƿ Ǟ ǿǣ ɒɜȞɉȏȐȋ ǵ Ǟ

Ǿּס ƿƵǽǱǌ¡ 

 

 Phishing as a Service(PHaaS)ǡ  טּ

Ȝɖȳ︡ǚǡɓɋºȱɘºȘǡ  Ǟǻǽנּ Ƿ ǡ ƾǼȍɜȨºȶȬȱ ǚ

ȠȢȯɉǫVPN ǊǒǽMicrosoft365ǝǜǡȘɒȏȲȞºȼȢȅ ǊǒǽǌǾ

ƿ ƻǱǊǒ¡ǆǡǻƹǝ ǞꞌǋǙ  ȠȢȯɉǞ ǌǾǆǛȅ ǛǊǒȾȌȬ

Ƞɜș ƿ╗ ǊǙƷǱǌ¡ȾȌȬȠɜșטּ Ǟǻǽ ǡȋȔȏɜȱǡIDǛȺȢ

ɘºȲȅ ǈǿǙǊǱǖǒ  ǒǛƻǣ  ƿ ǝȠȢȯɉǫ ɖșȍɜǊǙ

ɒɜȞɉȏȐȋ ȅ ǝƻǣ  ǡȾȌȬȠɜș ǡ ǛǢ ǞǝǼǝƷ

ƿ ǊǱǌ¡ 

ƿȾȌȬȠɜș ȅ ǌǾǒǴǞǢ ID/ȺȢɘºȲȅ ǌǾȾȌȬȠɜș

Ȟȍȱǡ Ƿ ǐǡȞȍȱǫ ǌǾǒǴǡȾȌȬȠɜșɊºɔǡ Ǜ ǡȋȲɕ

Ȣ   ǡɊºɔ ǝǜ  Ǟ Ǜ ƿ ƾǽǱǌ¡ǆǡǻƹǝȾȌȬȠɜș

Ǟ ǝ ȅas-a-Serviceǚ ǌǾȼȡȶȢƿPhishing as a ServiceÈPHaaSÉǚǌ¡

ȋɜȩºșɒȏɜȲǡ ǚǢ PHaaSǡ ǵ ǱǿǙƷǱǌ¡ ǞǢ as-a-Service

ǡ ǡǛƽǽ  ǡȴºȣǞꞌǋǙ ȾȌȬȠɜșǞ ǝǐǿǑǿǡɀɖȤȢȅ 

∞ǞǆǱƾǂ ǊǙȞȿȢȘɓɀȠɐɜ ǚ ǌǾ ǵ ǊǱǌ¡ǌǚǞ

ƿ  ǝȾȌȬȠɜș ȅ Ǟ ƻǾȑȜȠȢȯɉƿ ǈǿǙƷǱǌ¡ǆƹ
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ƷǖǒPHaaSȼȡȶȢƿ ǌǿǣǌǾǮǜ ȾȌȬȠɜșטּ ǵ ǊǙƷǂǛ Ǌ

Ǳǌ¡ 
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7. ḇᶹḨḱᶹḻ 
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